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In this paper, we propose a new technique for security enhancement in optical image encryption system.
In this technique we have used the Kronecker product of two random matrices along with the double ran-
dom phase encoding (DRPE) scheme in the Fresnel domain for optical image encryption. The phase masks

used here are different than the random masks used in conventional DRPE scheme. These hybrid phase
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masks are generated by using the combination of random phase masks and a secondary image. For
encryption, the input image is first randomized and then the DRPE in the Fresnel domain is performed
using the hybrid phase masks. Secondly, the Kronecker product of two random matrices is multiplied
with the DRPE output to get the final encoded image for transmission. The proposed technique consists
of more unknown keys for enhanced security and robust against various attacks. The simulation results

along with effects under various attacks are presented in support of the proposed technique.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

The advancements in communication technology have
prompted new challenges for the security and privacy for image
and data transmission. Much research efforts in the direction of
development of secure and reliable systems for the information
transmission have been initiated. As a result, a large number of
encryption techniques have been proposed including optical tech-
nology. Due to its unique advantages of parallel processing of two
dimensional (2D) image data and capability of hiding data in differ-
ent dimensions, optical technology is better compared to its elec-
tronic counterpart for securing information [1,2]. Many optical
encryption techniques have been developed in the past few years
[3-23], but the double random phase encoding (DRPE) technique
proposed by Réfrégier and Javidi in 1995 [3] is probably the most
effective optical encryption technique which has changed the face
of this field. In DRPE, the two random phase masks are used to
encrypt the primary image using two Fourier transforms [3]. Other
methods based on the DRPE architecture are also developed using
different transforms such as Fresnel transform [4,5], fractional
Fourier transform [6,7] and gyrator transform [8,9]. However, the
conventional DRPE technique has some shortcomings (its linearity
and symmetry) [10] and can be attacked with some particular
methods such as known-plaintext attack (KPA) [11] and chosen
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cipher-text attack (CPA) [12]. To overcome this problem and
enhance the security of the optical system, many alternate tech-
niques such as digital optical stream cipher [13], optical XOR image
encryption [14], phase shifting encoding [15], polarization encod-
ing [16,17] are introduced. Recently, image encryption method
based on multi-parameter fractional Fourier transform (MPFRFT)
is also reported [18,19]. Various other optical techniques for color
image encryption are further demonstrated based on DRPE [20,21]
and holography, including encryption using wavelength multiplex-
ing [22], lens-less Fresnel transform holograms [23], multidimen-
sional encryption [24], and pure intensity random coding [25].

In this paper, we propose a new technique to enhance the secu-
rity in traditional DRPE technique by using the Kronecker product
(KP) of two random matrices [26-29]. The phase masks used in the
proposed technique are different from the random masks used in
the conventional DRPE scheme as they are generated by using a
secondary image. These hybrid phase masks are generated from
the angle of Fourier transform of the product of conventional ran-
dom phase masks with the secondary image. On the other hand,
the two random matrices were used to get the KP of particular
order which may have different order [28]. In the proposed
method, the image to be encrypted is first randomized and then
the DRPE in the Fresnel domain using the hybrid phase masks is
performed. After getting the encrypted image from DPRE, it is fur-
ther multiplied with KP of two random matrices to get the final
encoded image for transmission. The proposed technique provides
a large number of security keys for optical image encryption which
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includes two hybrid phase masks, distances of Fresnel propagation,
along with the randomization operator and the KP of two random
matrices. The simulation result depicts the efficiency of the pro-
posed technique and the improvement of security in the system.
The proposed technique is also robust to various attacks such
noise, occlusion and known-plaintext.

2. Theoretical analysis
2.1. Fresnel domain DRPE

In our study, we have used the DRPE scheme in the Fresnel
domain. The output image after the DRPE can be written as [5],

E(or, B) = FrTa, {FrTa,{f(x,y) - exp[i®(x,y)]}. exp[i*¥' (u, )]} (1)

where FrTy, , are the Fresnel propagations with distances d; and d,,
respectively, and ¢(x, y) and (u, v) are the random distributions in
the range [0,1].

2.2. Randomization operator

The randomization operator changes the order of the position of
the pixels of an image randomly along a specific dimension [30]
and the image becomes scrambled after the operation. The opera-
tor holds the pixel locations of image and shakes them in a partic-
ular dimension, so that the pixels get shuffled in that dimension
only (along either rows or columns) [30].

2.3. Hybrid phase mask

The hybrid phase masks are generated using the random phase
masks, P, and P, in the range [0,1], and the secondary image, S(x,
y). Py or P, is first multiplied with S(x, y) and the resulting product
is then Fourier transformed (FT). The argument of the FT i.e. the
phase part of the transformed output is the hybrid phase mask,
M; or M,, respectively as follows,

M, = Arg{FT[S(x,y) - P12]} (2)

where FT is the Fourier transform, Arg is the argument of the FT, and
P; > denote the conventional random phase masks.

2.4. Kronecker product (KP) of two random matrices

The KP of two random matrices A and B is denoted as Kron(A, B)
or A® B [26,27]. Let A= [a;] € Ry, and B = [b;] € R, where R is set
of random numbers, i, j are the integers which denote the compo-
nents of the matrices, m, n and p, q are the order of matrices A and
B, respectively. The KP of A and B is then given by [27]:

anB -+ a;,B

Kron(A,B) =A®B = € Ripang. 3)

amlB o amnB

For example, if we have A of order 32 x 32 and B of 8 x 8, then
the KP of these two matrices has the order of 256 x 256.

Because of several unique properties of the KP [28], it has many
applications in various scientific fields like signal processing, image
processing, computer vision, linear system, quantum computing
etc. [29,31,32]. The KP along with the singular value decomposition
(SVD) approximations [33] has been used to develop fast algo-
rithms for image restoration. Further, the KP of two matrices A
and B can be computed optically using multiplex imaging setup
[34] or holographic parallel processor setup [35].

3. Proposed technique
3.1. Encoding
The encoding process consists the following steps:

3.1.1. Image randomization
In this step we randomize the primary input image f(x, y) hav-
ing dimension of N x N pixel® to get the I(x, y) as follows [30]:

I(X/vy’) :R{f(xvy)} (4)

where, R{.} is the randomization operator.

3.1.2. Fresnel domain DRPE

In this step, we perform the DRPE technique in the Fresnel
domain considering I(x’, ¥') as primary image. The two hybrid
phase masks, M; and M, are used in the encryption process instead
of the random phase masks. At the output plane of DRPE, we get
the encrypted image, E(«, f) as:

E(o, ) = FIT{FrTa [I(X,y') - M1] - M2} (5)

where d; and d, are the propagation distances.

3.1.3. Kronecker product

In the final step, the encrypted image E(a, ) is further multi-
plied with the Kronecker product of two random matrices, A and
B, to get the final encoded image, E'(«, B) as:

E'(2, ) = E(e §) - Kron(A, B) (6)

3.2. Decoding
The decoding process follows the steps given below:

a. First, the encoded image is multiplied with the inverse KP of
matrices A and B as:

E"(a, B) = E'(a, B) - Inv{Kron(A, B)}. (7)

b. E’(«, B) is then decrypted using the DRPE technique using
complex conjugate of M; and M, as:
I'(X,y") = IFrTg{IFrTs [E" (o, )] - M3} - M. (8)

where IFrTy is the inverse Fresnel propagation of distance d and ‘x’
denotes the complex conjugate.

c. Finally, the de-randomization is performed on I'(x, y') to get
the final decoded image, f'(x, y).
The block diagram for the proposed technique is show in Fig. 1.

4. Results and discussion
4.1. Encryption results and key sensitivity analysis

We have implemented the numerical simulation of the pro-
posed technique using MATLAB™ and carried out the effect of
the keys on security. Fig. 2(a) shows the cameraman image used
as the primary image. The secondary image used to generate the
hybrid phase masks are shown in Fig.2(b) whereas Fig.2
(c) and (d) show the hybrid phase masks. Fig. 2(e) is the input to
the DRPE system after randomizing the primary image shown in
Fig. 2(a), and the Kronecker product matrix used for the final
encoding is shown in Fig. 2(f). Fig. 2(g) shows the output of the
DRPE system and Fig. 2(h) shows the final encoded image, E'(«,
B), after multiplication with Fig. 2(f) for transmission.

We have decoded the final encoded image, E'(c, ) to check the
correctness of the technique. Fig. 3 shows the decoding results
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