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A novel asymmetric color image encryption approach by using singular value decomposition (SVD) is
proposed. The original color image is encrypted into a ciphertext shown as an indexed image by using
the proposed method. The red, green and blue components of the color image are subsequently encoded
into a complex function which is then separated into U, S and V parts by SVD. The data matrix of the
ciphertext is obtained by multiplying orthogonal matrices U and V while implementing phase-trunca-
tion. Diagonal entries of the three diagonal matrices of the SVD results are abstracted and scrambling
combined to construct the colormap of the ciphertext. Thus, the encrypted indexed image covers less
space than the original image. For decryption, the original color image cannot be recovered without
private keys which are obtained from phase-truncation and the orthogonality of V. Computer simula-
tions are presented to evaluate the performance of the proposed algorithm. We also analyze the security

of the proposed system.

© 2016 Published by Elsevier Ltd.

1. Introduction

With the rapid development of computer network technology,
distribution and exchange information become more quickly and ea-
sily. The ensuing question is how to ensure the security of important
information. Since Refregier and Javidi [1] proposed the double ran-
dom phase encryption, optical encryption techniques, such as the use
of optical transform [2-6], interference [7,8], and polarized light en-
coding [9], have attracted increasing attention. Although the optical
encryption techniques show a variety of advantages such as multi-
dimensional operation and parallel processing capability, recent works
have demonstrated that traditional optical encryption techniques are
vulnerable to different types of attacks due to the inherent linearity of
the overall system. To overcome this shortcoming, nonlinear phase-
truncation techniques [10,11] and nonlinear encryption methods
based on phase retrieval algorithm [12,13] have been proposed. Be-
sides aforementioned methods, the invisibility of decoded images
[14,15] has also been proposed to guarantee the security of symmetric
cryptosystem. Mathematical techniques such as vector operation [16],
natural logarithm operation [17], log-polar transform [18], chaos
[19,20] and singular value decomposition (SVD) [21,22] have also been
used in encryption systems to overcome the issue of linearity.

Singular value decomposition (SVD) [23] is an important fac-
torization of a rectangular real or complex matrix with many
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applications in image processing. SVD-based watermarking tech-
niques [24,25] have been mostly considered in recent years mainly
as larger variation of the singular values does not occur when a
small perturbation is added to an image. As SVD gives a one-way
asymmetrical decomposition algorithm [21], SVD-based image
encryption techniques have been further proposed in recent years.
In these methods, three segments of the results of SVD are always
used as three gray-scale ciphertexts after individually encoded. For
instance, Chen et al. presented image encryption based on SVD
and Arnold transform in fractional domain [22]. In this technique,
the fractional Fourier spectrum of the original gray-scale image is
decomposed into three segments by SVD. All the three parts are
Arnold transformed to obtain three encrypted images and as-
signed to different authorized users for security. Abuturab pro-
posed color information verification system based on SVD in
gyrator transform domains [21]. In this technique, each channel of
the original color image is independently modulated by random
phase masks and then separately gyrator transformed. The three
gyrator spectra are multiplied to get one encoded image. The
image is then separated into three segments by SVD. All the three
parts are individually gyrator transformed and assigned to differ-
ent authorized users for security.

In this paper, we propose a new asymmetric color image encoding
technique based on SVD. The red, green and blue components of the
color image are subsequently encoded into a complex function which
is then separated into U, S and V parts by SVD. The obtained or-
thogonal matrices U and V are multiplied and phase-truncated to
obtain the data matrix of the ciphertext image, while the diagonal
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entries in three matrices S are abstracted to form the colormap of the
ciphertext image. In this way, the original color image with 3 x N x N
pixels is encrypted into an indexed image with N x N + N x 3 pixels,
which decreases the burden of storage and transmission as compared
with aforementioned SVD-based image encryption methods [21,22].
Moreover, in the proposed method, private keys obtained from phase-
truncation guarantee the safety, and private keys obtained from the
orthogonality of V establish an additional security layer. Numerical
simulation results have been shown to demonstrate the efficiency and
security of the proposed cryptosystem.

The rest of the paper is organized as follows. In Section 2, the
principle of SVD is briefly introduced and the processes of en-
cryption and decryption are described in detail. In Section 3, nu-
merical simulations are presented to demonstrate the perfor-
mance of the proposed algorithm. In Section 4, security analysis of
the algorithm are presented. Some conclusions are drawn in Sec-
tion 5.

2. Encryption and decryption process
2.1. Singular value decomposition (SVD)

Singular value decomposition (SVD) is an important matrix
decomposition method used in linear algebra. An image f of size
N x N can be decomposed as:

f=USsVT, D

where T represents transpose.
Sisan N x N diagonal matrix

g 0 - 0
- 0o 0

H 0

o0 - oN (2)
where o are singular values of f,61>0y2 0320, >0p1==0y=0,

r=rank{) and U, VT are N x N orthogonal matrices, ie, UUT =1,
Wl =1.

2.2. Encryption algorithm

The procedure of the encryption algorithm is shown in Fig. 1(a).
The encryption process contains two parts: the formation of the
data matrix and the formation of the colormap matrix. Supposing
the size of the color image chosen for encryption are of 3 x N x N
pixels, the encryption process is as follows:

2.2.1. Formation of the data matrix

1. The red and green components of the original color image, f,
and fg, are encoded in a complex function as the real part and
the imaginary part. Then, the complex function is singular value
decomposed.

[U]S]V]] =SVD (fr + lfg) (3)

2. The obtained orthogonal matrices U; and V; are multiplied and
phase- and amplitude-truncated.

q=UY C))
Ga = PT(©) 6))
P = AT(q) (6)

where the symbol represents dot product and the operators PT
and AT stand for phase- and amplitude-truncation, respectively.

3. g, and the blue component of the original color image, f, are
encoded in another complex function which is encrypted si-
milarly using (Egs. (3)-(6).

[U,S,W5] = SVD(Gq + if,) @)
6=UY )
Gq = PT(6) ©)
B, = AT(c) (10)

4. 6, is singular value decomposed and the data matrix of the final
ciphertext image is obtained after the range of the multi-
plication result of matrices U; and V4 is adjusted to [0,255].

[UsS5Vs] = SVD(Gy) an
G=UsV (12)

colormap
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Fig. 1. Flowcharts of proposed (a) encryption and (b) decryption algorithms.
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