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Currently we are facing an increasing trend of use of Unmanned Aerial Vehicles (UAV) in various activities both
civilian and military. Although there is no legal framework for the operation of these systems, regulatory author-
UAV ities require the demonstration of a safety level equivalent to manned aircraft. It is known the high vulnerability
UAS of the UAV not only to unexpected failures of their systems but also to the environment. The purpose of this
Safety assessment . . . .
paper is to present a safety assessment process modelling of a UAV by Petri Nets, that can be accepted by certify-
ing bodies, considering the recommendations of STANAG 4671 UAV Airworthiness Requirements Specification
(USAR) for analysis of fault conditions that lead to the most feared events. It is intended to show through the use
of Petri Nets the frequency that the UAV enters the identified states described as most feared events; the ability
of the UAV to react after being in a fault situation to the inputs of the operating crew in order to enhance trust

and to facilitate the operation authorization process in UAV operations.
The results obtained allowed to identify and to define critical areas and corrective actions that will lead to
an acceptable level of risk for the regulatory authority.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

Nowadays, Unmanned Aerial Vehicles (UAV) or Unmanned Aerial
Systems (UAS) are employed in several areas such as complex mili-
tary missions, maritime surveillance, border surveillance, environmen-
tal monitoring, agriculture and many other applications.

Despite the tremendous efforts made by the UAV manufacturers and
operators they encounter a huge difficulty to overtake the mistrust feel-
ing around these systems operations.

In order to produce a higher level of confidence in the UAV and on
their operations and to facilitate the operational authorization process,
the regulatory authorities require the presentation of a Safety Assess-
ment process, usually developed in the design phase which among oth-
ers aspects identifies potential failure conditions in operation of a partic-
ular UAV, their consequences and all mitigation measures implemented
to reduce the severity of the identified failures.

However, and in accordance to the recommendations presented in
Article 8 of the Convention on International Civil Aviation (ICAO) [1],
“No aircraft capable of being flown without a pilot shall be flown without
a pilot over the territory of the contracting State without special authoriza-
tion by que State and in accordance with the terms of such authorization
...". This assumption stems from the need that regulators have to make
the integration of various types of aircraft (manned and unmanned) in
the National Airspace System [2,3]. Thus, although there is still no reg-
ulatory framework suitable for the UAV, it is assumed that manned or
unmanned aircraft share a high degree of commonality related to the air-
worthiness [1,4-6]. Therefore, most airworthiness analysis probably are
based on those which are currently prescribed for manned aircraft: “UAV
certification will be based on a determination of equivalence with the exist-
ing Certification Specifications (CS) developed for manned aircraft, wherever
possible” [4].
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One of the essential elements in a UAV airworthiness certification
process is the Safety Assessment, because the results of such analysis
will determine the inherent level of safety [6].

Several regulators like Federal Aviation Administration (FAA), the
European Aviation Safety Agency (EASA) or the Civil Aviation Author-
ity (CAA) accept the use of Unmanned Systems Airworthiness Require-
ments (USAR) developed by the French Military Authorities that were
later updated by NATO FINAS group to produce the STANAG 4671, as
a reference for defining the basis for the airworthiness certification pro-
cess as long as the applicable airworthiness codes are identified [4].

Safety Assessment of an aircraft is based on a set of safety require-
ments and on a system model that includes both nominal behaviour
and failure mode behaviours [7]. It is a comprehensive and thorough
analysis where an evaluation of the possible failure modes, and their
consequences, is performed for each aircraft function and their systems.
Also, the mitigation measures required to reduce the risk in operation
to an acceptable level are outlined.

1.1. Problem statement

At the beginning of the UAV operation, and during the airworthi-
ness certification process, exists an uncertainty about the response of
new aircrafts towards feared events, despite the identification of sys-
tem vulnerabilities and the development of mitigation measures at the
Safety Assessment process.

To reduce this perception of uncertainty, it is mandatory to have
access to tools to provide logical assertions about the operation of a
given aircraft (e.g. a bad state will never be reached). Moreover, it is
also desirable to compute quantitative metrics about the mission Safety
Assessment such as the probability that a failure condition will affect
the aircraft operation and formal notations should be able to describe
system models as well as failure modes.

Due to the current lack of a well-established model, the analysis is
usually performed in an empirical way, based on real flight data and
safety requirements defined in the reference literature.

Different strategies have been proposed regarding to the Safety As-
sessment of unmanned aircraft. NASA [8] conducted a study in which it
is addressed the definition and classification of hazards for unmanned
systems, and also how these definitions could be applied in the pre-
liminary functional hazard assessment of a generic Unmanned Aircraft
System. It describes the hazard assessment process used in civil avia-
tion, and how that process may be tailored to address unique aspects of
a UAV. A Preliminary Functional Hazard Assessment (FHA) of a generic
UAV was presented, with a functional decomposition through listing the
high-level functions required for the safe and routine flight of a generic
UAV. Trigos et al [9] formalized a model and failure diagnoser and ap-
plied it to Unmanned Aerial Vehicles. The model and diagnoser uses a
hybrid Petri Net.

In this work we propose a new comprehensive model intended to de-
tect the critical failures that could lead to the cancellation of the flight
mission or an emergency landing. This paper addresses the Safety As-
sessment process applied to UAV through the real dynamics of the UAV
modelling. It is considered that the failure conditions referred as Most
Feared Events in STANAG 4671 are evident to UAV crew.

The Petri Nets (PN) were used to build the model because it is an ex-
cellent tool that allows performing statistical and logical analysis. The
Safety Assessment model presented in this paper begins with the defi-
nition of the PN model for all flight phases considered for an UAV, for
each failure condition and for each Most Feared Event defined. At the
end the integration model is performed. It is part of a certifying process
for UAV’s, which model is described in a previous paper [10].

Given a particular type of Unmanned Aerial Vehicles (waypoint nav-
igation, path defined by a set of points in the map), the focus is the
identification of failure conditions that may lead to the feared events as
they are defined in USAR [11], during normal operation, using PN. The
problem statement is defined on the following questions about an UAV:
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1. Will it ever get in a certain particular state, (e.g. one of the most
feared events)?

. Will it have the ability to react to inputs?

. Will it be able to achieve a desired state?

The proposed model encompasses the UAV Safety Assessment issue
from this perspective, where the real dynamics of the UAV is mod-
elled in presence of the failure condition that lead to Most Feared
Events, contributing to the development of evidence that demonstrate
and strengthen the confidence in the reliability and the safety of UAV
operations, which is extremely important in the airworthiness certifica-
tion process.

The remainder of the paper is as follows. Section 2 briefly describes
the Safety Assessment process related to UAV. Section 3 resumes the
theory of Petri Nets and Section 4 emphasizes the assumptions and UAV
operating concepts. Section 5 presents the construction of the Safety
Assessment of an UAV model. Finally, Section 6 presents the analysis
and the conclusions of this work related to the Safety Assessment of UAV
flight, a situation that would greatly facilitate operators and regulators
in the demonstration process of evidences of reliability and safety of
UAV operations.

2. Safety assessment

The Safety Assessment process encompasses the development and
verification of the requirements underlying the inherent activities in
the design phase of an aircraft. This process provides a methodology
to evaluate the functions of the aircraft and the design of the systems
that will perform those functions, in order to determine whether the
identified potential hazards have been properly handled. To perform a
safety assessment for an UAV, it is necessary to address other aspects
than the aircraft itself. It should include control ground station, data
links, mission planning, interoperability with Air Traffic Control and
others aircrafts, operation environments, mission types, operator’s com-
petences and their procedures, level of autonomy and its predictability,
emergencies and abnormal flight conditions [11]. For most aircraft, the
Safety Assessment process that is most widely accepted in the aeronau-
tics industry is qualitative. When quantitative, it consists in conducting
a Functional Hazard Assessment (FHA), a Preliminary System Safety As-
sessment (PSSA), and a System Safety Assessment (SSA) [11].

The Functional Hazard Assessment of aircraft functions is performed
to identify and classify the failure conditions of those functions accord-
ing to their severity [11].

The Preliminary System Safety Assessment is a systematic evaluation
of the proposed system architecture and its implementation is based
on the FHA and the classification of failure conditions in order to be
achieved the requirements for all items [11].

The System Safety Assessment is a systematic evaluation of the im-
plemented systems in order to demonstrate that the prevailing require-
ments are met [11].

For UAV, the Safety Assessment requirement is presented in vari-
ous airworthiness military standards such as STANAG 4671, STANAG
4702 and STANAG 4703. Such standards address the airworthiness re-
quirements for UAV which are intended to operate in non-segregated
airspace.

According to STANAG 4671, Unmanned Aerial Vehicles Systems Air-
worthiness Requirements (USAR), the UAV must be designed to reduce
the risk to people, the UAV crew and third parties at levels that are ac-
ceptable to regulators [12]. Such requirements present a risk reference
system which is a combination of severity and frequency. The minimum
acceptable level of safety for UAV equipment, systems and their instal-
lations are shown through the risk reference presented in Table 1.

In this sense, it is important to understand the failure conditions con-
cept. Failure Conditions: A condition having an effect on either the airplane
or its occupants, or both, either direct or consequential, which is caused or
contributed to by one or more failures or errors considering flight phase and
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