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Abstract

Critical systems, such as space systems, are developed under strict requirements envisaging high integrity in accordance to
specific standards. For such software systems, an independent assessment is put into effect (Independent Software Verifi-
cation and Validation - ISVV) after the regular development lifecycle and V&YV activities, aiming at finding residual
faults and raising confidence in the software. However, it has been observed that there is still a significant number of
defects remaining at this stage, questioning the effectiveness of the previous engineering processes. This paper presents a
root cause analysis of 1070 defects found in four space software projects during ISVV, by applying an improved Orthogo-
nal Defect Classification (ODC) taxonomy and examining the defect types, triggers and impacts, in order to identify why
they reached such a later stage in the development. The paper also puts forward proposals for modifications to both the
software development (to prevent defects) and the V&V activities (to better detect defects) and an assessment methodolo-
gy for future works on root cause analysis.
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1. Introduction

Following standards and applying good engineering practices during software development is not enough
to guarantee defects free software, thus additional processes, such as Independent Software Verification and
Validation (ISVV), are required in critical projects. The objective of ISVV is to provide complementary and
independent assessments of the software artefacts in order to find residual defects and allow their correction in
a timely manner. Independence is the most important concept of ISVV and it has been referred and used in
safety-critical domains such as civil aviation (DO-178B [1]), railway signalling systems (CENELEC [2]), and
space (European Cooperation for Space Standardization (ECSS) working groups (e.g. [3] and [4])). However,
such systems are still far from being perfect and it is common to hear about software bugs in aeronautics, car
accidents caused by software problems, satellite systems that need to be patched after launch, and so on.

Previous studies have analysed the results of ISVV activities [5][6][7], looked into consolidated ISVV met-
rics [8] and studied the importance of independent test verification [9], showing that existing standards and
good engineering practices are not enough to guarantee the required levels of safety and dependability of Crit-
ical Systems (CS). Independence of V&YV avoids author bias and is often more effective at finding defects and
failures. It can be managerial, financial and technical, it brings separation of concerns, complementarity, sec-
ond/alternative opinions, and it also has the merit of pushing development and in-house V&V teams to focus
on the quality of their work. The role of independence at early development phases is highlighted in [10] and
clearly stated in the requirements of several standards such as CENELEC [2] (depending on the SIL level),
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