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Abstract

Compressive sensing acquires image in the form of linear measurements. Utilizing compressive
sensing in image encryption makes most of the algorithm vulnerable, due to the linearity prop-
erty of compressive sensing retained in the encryption process. In this paper, a compression -
encryption algorithm based on compressive sensing is analysed. It is demonstrated that chosen
plain-text attack can be performed successfully for the scheme mentioned above. This paper
shows that the encryption combined with compression adapted in the scheme under analysis can
be represented as a single linear transformation. The corresponding matrix of transformation can
be computed using the chosen plain-text attack. This matrix enables to encrypt or decrypt any
image without knowing the keys. A modified scheme is proposed in which the encryption pro-
cess is designed to change dynamically depending on the values of the plain image. The dynamic
nature of the scheme makes it nonlinear and hence the scheme is secure against the chosen plain
text attack.

Keywords: Compressive sensing, Modified Logistic Map, Hadamard matrix, Chosen plain-text
attack

1. Introduction

Invention of smart devices and the reach of the technology to the wider range of people has
increased the use of multimedia data. Due to the increased usage and the bulky nature of the
multimedia data, they are compressed before storage and transmission. Compressive sensing
introduced in [1, 2], is a new signal acquisition and compression technique with less sampling
rate than usual Nyquist rate. Along with the development of compressive sensing, many secu-
rity algorithms are designed to suit the compressive sensing scenario. Drori in [3], considers
compressive sensing as an encryption technique with the measurement matrix kept as secret. In
[4], it is shown that the secrecy achieved in compressive sensing is not perfect but still due to
its computational complexity it can guarantee a required level of secrecy. Applying compressive
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