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HIGHLIGHTS

e The Achilles’ Heel phenomenon is not valid for dependent attacks.
e Powerful attack strategies (e.g., targeted attacks and dependent attacks, dependent attacks and adaptive attacks) are not compatible.
e The attacker cannot take advantage of the different kinds of powerful attacks at the same time.
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selection decisions based on the network state in the beginning of each attack. The resulting
characterization enriches the body of knowledge with new insights, such as: (i) the Achilles’
Heel phenomenon is only valid for independent attacks, but not for dependent attacks;
(ii) powerful attack strategies (e.g., targeted attacks and dependent attacks, dependent

attacks and adaptive attacks) are not compatible and cannot help the attacker when used
collectively. Our results shed some light on the design of robust complex networks.
© 2017 Elsevier B.V. All rights reserved.

1. Introduction

Characterizing robustness of complex networks against attacks (or disruptions) has been extensively studied for both
non-interdependent networks (see, e.g., [1-16]) and interdependent networks (see, e.g., [17-28]). However, most studies
focused on independent and non-adaptive attacks that can be accommodated by the standard site percolation [29], perhaps
because its simplicity enables analytic treatments. However, real-life attacks are often dependent and/or adaptive.
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Dependent attacks cause the deletion of multiple nodes during one attack (i.e., an atomic deletion iteration). The notion of
L-hop percolation [30,31] models the following dependent attacks: At each iteration, both a chosen node and its neighbors
within L-hop distances are all deleted, where L = 0 degenerates to the standard site percolation. Two examples of real-
life dependent attacks are the following. In the context of cyber defense against peer-to-peer botnets, which are networks
of infected or compromised computers that are controlled by some entities called botmasters [32-36], the defender can
eliminate all of the bots that are within some L-hop distance of a given bot (i.e., an infected computer under the control
of a botmaster). This is realistic because, for example, the bots within L-hop distance are located in the same cyber
jurisdiction/administration domain [30] (e.g., belonging to the same enterprise network). In the context of transportation
networks, the attacker may be able to destroy multiple nodes or sites within some L-hop distance of a chosen node. Finally, it
should be noted that a related attack strategy has been analytically addressed in [8], where the attacker attempts to destroy
the neighborhood of a node.

Adaptive attacks allow the attacker to choose nodes in an adaptive fashion, namely that the selection of the next node for
deletion will be based on the current (rather than the initial) state of the network. Adaptive attacks have been used to char-
acterize the effectiveness of social networks based protection of sensitive data [37]. Adaptive attacks have been also used to
identify more robust structures with respect to the average of giant component factions, where “average” is on all possible
node deletions (i.e., the results obtained after deleting 1, 2, ... nodes) [38]. This measurement disregards the shape of the
curve, which represents fractions of giant components as nodes are deleted; whereas, the shape information is explicitly con-
sidered in the present paper. Adaptive attacks are realistic because attackers are often intelligent, but are extremely challeng-
ing to treat analytically (the only analytic treatment of adaptive attacks we are aware is [39], which is however in a different
problem setting). It is imperative to understand and characterize the robustness of complex networks under adaptive attacks
because these attacks represent, in a sense, the worst case scenario, where the attacker attempts to cause the most catas-
trophic damage by taking advantage of the real-time global state of the network. This is because the attacker, who knows
the current global state of the complex network, can always choose to delete the nodes that can cause the most damage.
It is therefore plausible to hypothesize that an attacker can cause more damages by launching dependent and adaptive at-
tacks when compared with launching dependent attacks or adaptive attacks separately. Understanding this powerful attack
strategy can guide, for example, the design of robust complex network against a spectrum of sophisticated attack strategies.

It is worthwhile to clarify the relationship between adaptive and/or dependent attacks and cascading failures (see, for
example, [40-42]). On one hand, cascades are triggered by local failures, but the consequence is non-local and therefore
can be more disruptive than dependent attacks. For example, cascading failures can cause catastrophic damages to
infrastructures [40,41] and can lead to first-order transition in both non-interdependent networks [41] and interdependent
networks [42]. On the other hand, adaptive attacks allow the attacker to choose and delete nodes according to the present
global state of a complex network throughout the entire attack process. This concept of “present global state” does not have
a counterpart in the setting of cascading failures, because the attacker only has the freedom to cause failures to an initial
set of nodes (i.e., upon the determination of the set of nodes that fail at the beginning of a cascading process, the nodes that
will fail during the cascading process are determined according to the load on the complex network, rather than according
to any further input from the attacker.) Although the two classes of attacks are different, it is an interesting future work to
investigate whether there is a natural “fusion” of these two classes of attacks or not.

The present paper makes two contributions. First, we propose specifying attacks against (non-interdependent and
interdependent) complex networks via the dependence aspect (“how nodes are deleted during each attack iteration”) and
the adaptiveness aspect (“how nodes are selected at each attack iteration”). This two-dimension specification leads to clear
definitions of attacks against complex networks. Second, we characterize the robustness of non-interdependent networks
against 10 kinds of attacks, which are combinations of the two-dimensional node-deletion and node-selection strategies
mentioned above. In the study of interdependent networks, we consider 6 kinds of attacks (because the other combinations
have no physical meanings). We find that the behavior of complex networks under dependent and adaptive attacks can
be very different from its counterpart behavior under independent and non-adaptive attacks. We highlight some of the
findings as follows: (i) The Achilles’ Heel phenomenon is only valid for independent attacks, but not for dependent attacks.
(ii) Powerful attack strategies (e.g., targeted attacks and dependent attacks, dependent attacks and adaptive attacks) are
not compatible and cannot help the attacker when used collectively. This insight can guide the design of robust complex
networks because it says that the designer and defender can disregard certain attacks that may appear to be devastating at a
first glance (e.g., combinations of dependent and adaptive attacks). (iii) Robustness of interdependent networks is dominated
by the upper-level network, from which nodes are actively selected for deletion. (iv) When the upper-level network has a
power-law degree distribution, the interdependence structure has little impact on the overall robustness.

2. Methodology

We characterize robustness of complex networks via the fraction of the giant component (which reflects the percolation
threshold) and the mean size of small components in the node deletion process. This approach has been widely used in the
literature (e.g., [3,14,38,43]). We note that another approach is to characterize the existence/non-existence of thresholds
(e.g.,[17,18,21,44]), which will be reflected in Section 4.1 for interdependent networks.

We consider two node-deletion strategies, namely L = 0 for independent attacks and L > 0 for dependent attacks.
Moreover, we consider the following five node-selection strategies.
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