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Purpose: To investigate whether the long-term preservation of the authenticity of electronic
healthcare records (EHR) is possible. To propose a mechanism that enables the secure vali-
dation of an EHR for long periods, far beyond the lifespan of a digital signature and at least
as long as the lifetime of a patient.
Approach: The study is based on the fact that although the attributes of data authenticity, i.e.
integrity and origin verifiability, can be preserved by digital signatures, the necessary period
for the retention of EHRs is far beyond the lifespan of a simple digital signature. Itis identified
that the lifespan of signed data is restricted by the validity period of the relevant keys and
the digital certificates, by the future unavailability of signature-verification data, and by
suppression of trust relationships. In this paper, the notarization paradigm is exploited,
and a mechanism for cumulative notarization of signed EHR is proposed.
Results: The proposed mechanism implements a successive trust transition towards new
entities, modern technologies, and refreshed data, eliminating any dependency of the rely-
ing party on ceased entities, obsolete data, or weak old technologies. The mechanism also
exhibits strength against various threat scenarios.
Conclusions: A future relying party will have to trust only the fresh technology and informa-
tion provided by the last notary, in order to verify the authenticity of an old signed EHR. A
Cumulatively Notarized Signature is strong even in the case of the compromise of a notary
in the chain.
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1. Introduction

and other stakeholders through web-based applications or at
least through remote interconnected Health Information Sys-

Modern healthcare environments exploit the immense
advances in Information and Communication Technologies
(ICT) in order to increase the quality and the quantity of
the healthcare services provided. Several privacy and secu-
rity problems become much more intense in such shared
environments, where healthcare services are offered by mul-
tidisciplinary teams of healthcare professionals, to patients
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tems (HIS) [1,2]. Besides the privacy and the access control
issues, which emerge in a HIS, we will focus on the long-
term preservation of the integrity and the origin verifiability
(i.e. the authenticity) of electronic healthcare records (EHR).
EHR must be preserved at least for the lifetime of a patient or
even longer for research or other purposes. The preservation
of electronic data for a lifetime is not a straightforward task,
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since ICT are under intense development and are subject to
continuous changes. The long-term preservation of EHR may
be approached and analyzed from various perspectives, such
as future data readability, storage media longevity and security
[3]- The value of the archived EHR depends on the existence
of a digital signature, which is the principal expression of an
author’s intent, while it ensures the integrity of the signed
data. The preservation of the readability, the verifiability and
the validity of the digital signature are, thus, crucial for the
future value of the healthcare data.

As of today, several electronic signature schemes have been
proposed. The main procedure is common and it is based on
public key cryptography, where the signer encrypts (signs) a
sequence of data using her private key, and the verifier of
the signature ensures the originality of the data by decrypting
the signature using the public key of the signer and obtain-
ing the original data [4]. From the first steps of public key
cryptography till today, several methods have contributed new
features to the basic signature capability. The hash algorithms
gave a solution to the computational efficiency of the signa-
tures, the digital certificates and the self-certified keys pro-
vided the means for effective identification of the signer, the
Public Key Infrastructure (PKI) architectures built the neces-
sary trust relationships and the time-stamping and notariza-
tion schemes made a digital signature stronger [5,6]. However,
the lifespan of a digital signature is restricted by the valid-
ity period of the relevant keys and digital certificates, by the
future unavailability of signature-verification-data, as well as
by cryptanalysis advances and by suppression of trust rela-
tionships. The paradigms of time-stamping and notarization
have been used to extend the lifespan of a digital signa-
ture, either by indicating that a signature was created at a
time before a subsequent compromise, or by transferring the
trust against the signed data to a new entity, the Notary. Yet,
timestamps and notarizations consist of digital signatures and
therefore will become invalidated in some, not long, period of
time.

The objective of the paper is to present a digital signature
scheme for EHR, where the signature verification process is
based on trust relationships, data, and technologies that are
available in the distant future, at the moment of verification.
The basic idea is the elimination of any dependency on obso-
lete trust relationships, data, and technologies that may have
existed in the past, but are subsequently invalidated. The idea
focuses on the preservation of trust in the information needed
to verify the identity of an EHR signer in a ceaseless way. This
is achieved by a continuous successive trust transition to new
entities, data, and technologies, and the proposed solution is
a cumulative notarization scheme.

2. The requirement for long-term digital
signatures
2.1.  The importance of healthcare data signing

Data authenticity is defined as the preservation of the integrity
of the data (i.e. data is not modified during storage or transmis-
sion) plus the possibility of origin verification (i.e. the secure
identification of the creator or the owner of the data). Both

properties are assured by means of digitally signing. Authen-
ticity of EHR is crucial for the trustworthiness of a HIS, espe-
cially in distributed environments where data is transmitted
over insecure channels and stakeholders have never physi-
cally met [7]. We may identify several risks that may endanger
the preservation of healthcare data authenticity [8]:

2.1.1. Central archiving attacks

EHR are stored in central repositories at institutional level,
and can be accessed over open networks by remote healthcare
professionals. Such a centralized multi-user inter-networked
environment is subject to remote exploits and attacks putting
in danger the confidentiality and integrity of medical informa-
tion.

2.1.2.  Ownership of medical records dilemma

The question is whether the EHR belong to the hosting health-
care unit, to the related patients, or to the healthcare profes-
sional who created them. Proof of record origin contributes to
the protection of the intellectual property of healthcare pro-
fessionals, who then feel more comfortable to share their data
for the common good.

2.1.3. Communication channels tampering

The information transmitted over a communication channel
can be deliberately or accidentally modified, thus sacrificing
data integrity. Any modification on signed content is immedi-
ately detectable.

2.1.4. Data repudiation

In cases where liability for the information provided is a legal
requirement, repudiation of data origin must be avoided. Dig-
ital signatures assure the non-repudiation of having created
(or at least published) a healthcare record.

2.2.  Restrictions on the longevity of digital signatures

There is a considerable gap, in the existing technology,
between the required longevity of an EHR and the longevity
of its digital signature. While the longevity of the EHR itself
depends only on the preservation of its content readability,
the longevity of its digital signature depends on multiple fac-
tors, which considerably restrict its lifespan. For example:

e The keys used for signature creation and verification must
have limited lifespan in order to avoid long exposure to
security threats. A common practice of Certification Author-
ities (CA) is to impose a limit of 1-2 years in the lifespan of
certificates based on a 1024 bit RSA key pair.

e The algorithms used for signature creation may be broken,
or signing keys may be compromised before the completion
of their lifespan, rendering the signature of an EHR vulner-
able to modification attacks.

e The information needed for the verification of a digital sig-
nature, such as digital certificate chains and certificate revo-
cation status, may be not available at a future time.

e The Trusted Third Party (TTP), which binds the signature-
verification data to a specific identity, may be not trusted in
the future, either because it ceased operation, or because it
does not fulfill the necessary requirements any more.
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