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Biometric cryptosystems have been widely studied in the literature to protect biometric templates. To
ensure sufficient security of the biometric cryptosystem against the offline brute-force attack (also called
the FAR attack), it is critical to reduce FAR of the system. One of the most effective approaches to improve
the accuracy is multibiometric fusion, which can be divided into three categories: feature level fusion,
score level fusion, and decision level fusion. Among them, only feature level fusion can be applied to
the biometric cryptosystem for security and accuracy reasons. Conventional feature level fusion schemes,
however, require a user to input all of the enrolled biometric samples at each time of authentication, and
make the system inconvenient.

In this paper, we first propose a general framework for feature level sequential fusion, which com-
bines biometric features and makes a decision each time a user inputs a biometric sample. We then
propose a feature level sequential fusion algorithm that can minimize the average number of input, and
prove its optimality theoretically. We apply the proposed scheme to the fuzzy commitment scheme, and
demonstrate its effectiveness through experiments using the finger-vein dataset that contains six fingers
from 505 subjects. We also analyze the security of the proposed scheme against various attacks: attacks
that exploit the relationship between multiple protected templates, the soft-decoding attack, the statisti-
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cal attack, and the decodability attack.
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1. Introduction

Protecting biometric data is a critical issue in biometric authen-
tication systems, since biometric information such as faces, finger-
prints, irises and vein patterns are personal and privacy informa-
tion. Although many conventional systems rely on standard en-
cryption to protect biometric templates, the encrypted templates
have to be decrypted at the time of verification to perform pat-
tern matching, and thus a skilled attacker who aims at this timing
can break them. Other systems use tamper-proof devices, such as
hardware tokens, to protect biometric templates. However, these
systems require a user to possess a token or to use limited devices
in which a user’s template is enrolled. These limitations can reduce
the usability of the authentication systems.

To solve the problem fundamentally, various studies have
been made on so-called biometric template protection techniques
that keep biometric templates secret in the algorithm level even
during verification. Among them, biometric cryptosystems have
particularly attracted attention, in which a biometric feature is
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used as a source of a secret key of cryptosystems and verified
without being revealed using cryptographic techniques [1-4]. Bio-
metric cryptosystems typically take a strategy of embedding a se-
cret key into a biometric feature yielding so-called auxiliary data
(AD), and releasing the secret key from the AD using a genuine
biometric feature. For authentication, the secret key is verified us-
ing a pseudo identifier (PI), which is a public key or a hash value of
the secret key. A set (AD, PI) is referred to as a protected template,
and is enrolled into a database or smart card, along with a user ID.

There are two possible models for storing a protected template
(AD, PI) in the biometric cryptosystem. The first model is to store
AD and PI separately. For example, AD is stored into a smart card
of a user, while PI is stored into the database in the authentication
server. Then, even if either of AD or PI is compromised, we can
restore the security by updating both of the two. In this model,
the security requirement for the biometric cryptosystem is that it
is sufficiently hard to guess a biometric feature or impersonate a
user by use of either of AD or PL

The second model is to store both AD and PI into a single
place (e.g. the authentication server). In this case, it can hap-
pen that both of AD and PI are compromised from the place at
the same time. Thus, the security requirement for the biometric
cryptosystem in this model is that it is sufficiently hard to guess
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a biometric feature or to impersonate a user even if both of AD
and PI are available to the adversary. If this security requirement
is satisfied, we can realize an authentication system where a user
is not required to have a smart card that stores AD secretly nor re-
quired to present the smart card at the authentication phase. We
can even disclose the protected template (AD, PI) to the public, or
share it across multiple organizations. Thus, we refer to this model
as a public template model. The aim of this paper is to realize this
model in a secure manner.

In the public template model, it is required that the biomet-
ric cryptosystem defends against the offline brute-force attack (also
called the FAR attack); the attack where the adversary prepares a
large number of biometric features, and matches each of them
with a protected template (AD, PI) offline to find a biometric fea-
ture that successes in authentication (i.e. a correct secret key is
reproduced). Let o be FAR (False Acceptance Rate) of the biometric
cryptosystem. Then, this attack results in success after matching on
average 1/(2a) biometric features. Thus, it is required that FAR «
is sufficiently small to realize the public template model.

It is difficult to achieve sufficient security (comparable to typi-
cal cryptographic keys) against the offline brute-force attack using
only one source of biometric information (e.g. one finger-vein). For
example, to achieve at least 64-bit security, FAR should be smaller
than 264 ~ 54 x 10720, whereas FAR of many commercial bio-
metric authentication systems is 10->—10~7.

Multibiometric fusion [5], which combines multiple sources
of biometric information (e.g. fingerprint, face, and iris; multiple
finger-veins) for authentication, is expected to fill this gap. Some
studies also applied multibiometric fusion to the biometric cryp-
tosystem [6-9]. However, most of the conventional fusion schemes
(including [6-9]) require users to input all the enrolled biometric
information (e.g., 10 finger-veins) at the authentication phase. Such
schemes are referred to as parallel fusion schemes [10], and cause
inconvenience for users.

To make the authentication system convenient for users, some
studies proposed a sequential (or serial) fusion scheme [10-13],
which makes a decision each time a user inputs his/her biomet-
ric sample. Some sequential fusion schemes [12,13] can optimize
the trade-off between the accuracy and the number of biomet-
ric inputs required before acceptance, and thus realize a secure
and convenient biometric system. These schemes combine multi-
ple sources of biometric information at the matching score level
(i.e. score level fusion) to make such an optimal decision.

However, it must be noted that biometric cryptosystems must
not output a matching score for a security reason; an attacker can
reconstruct the original biometric feature by using the score as a
clue (i.e. hill-climbing attack [14]). Thus, the conventional sequen-
tial fusion schemes using scores cannot be applied to biometric
cryptosystems. To reduce FAR as much as possible without disclos-
ing scores during verification, we should construct a multibiomet-
ric cryptosystem based on feature level fusion, which combines bio-
metric features into a single (but large-sized) feature. To the best
of our knowledge, no studies have attempted to develop a sequen-
tial fusion scheme at the feature level.

In this paper, we propose an optimal sequential fusion scheme
at the feature level to realize secure and convenient biometric
cryptosystems in the public template model. The main contribu-
tions are as follows:

o We first propose a general framework for feature level sequen-
tial fusion. To the best of our knowledge, this is the first frame-
work that enables secure and convenient biometric cryptosys-
tems in the public template model (Section 3.1).

e Based on this framework, we second propose an optimal algo-
rithm for feature level sequential fusion. This algorithm is based
on the SPRT (sequential probability ratio test) [15,16], and mini-
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Fig. 1. Architecture of a biometric cryptosystem (X, Y: biometric feature, S, S': se-
cret key, AD: auxiliary data, PI: pseudo identifier). If dis(X, Y) < 6, then S=5" (§:
distance threshold).

mizes the average number of input while keeping FAR less than
or equal to the required value. We also provide a formal proof
of this optimality (Sections 3.2-3.4).
o We apply the proposed scheme to the fuzzy commitment
scheme, and demonstrate its effectiveness through experiments
using the finger-vein dataset in [17], which contains six fin-
gers from 505 subjects (33,298 finger-vein images in total)
(Section 4).
We finally analyze the security of the proposed scheme against
various attacks: attacks that exploit the relationship between
multiple protected templates, the soft-decoding attack [18,19],
the statistical attack [18,20], and the decodability attack [21,22]
(Sections 5 and 6).

2. Related work
2.1. Biometric cryptosystems

Biometric cryptosystems have been widely studied in the litera-
ture [23]. Examples include fuzzy commitment [3], fuzzy vault 2],
and fuzzy extractor [1].

Fig. 1 shows an architecture of a typical biometric cryptosys-
tem (we also describe the fuzzy commitment scheme [3] as an
example of the biometric cryptosystem in Section 2.2). At the en-
rollment phase, a template generation algorithm Gen receives a
biometric feature X from a user. It then encodes a secret key S
(typically a random string) using an ECC (error-correcting code),
and embeds it into X to make AD (auxiliary data; it is also called
helper data). AD is designed so that if the user inputs a biometric
feature Y that is sufficiently close to X according to some distance
metric dis (i.e. dis(X, Y) < § for a predetermined distance thresh-
old §), a secret key S is reproduced from AD. Gen also makes PI
(pseudo identifier), which is used to verify the reproduced secret
key. PI is a public key, or a hash value of S. A protected template
(AD, PI) is enrolled into a database (or smart card), along with a
user ID.

At the authentication phase, a reproduce algorithm Rep receives
a new biometric feature Y and AD, and reproduces a secret key S’
from AD using Y. As described above, if X and Y are sufficiently
close (i.e. dis(X, Y) < §), a correct secret key is reproduced
(ie. S=9). The system authenticates a user using S
and PL

As described in Section 1, we do not have to store the protected
template (AD, PI) secretly in the public template model. We can
even disclose it to the public, or share it across multiple organi-
zations. To achieve this ultimate goal, FAR needs to be sufficiently
small.



Download English Version:

https://daneshyari.com/en/article/528180

Download Persian Version:

https://daneshyari.com/article/528180

Daneshyari.com


https://daneshyari.com/en/article/528180
https://daneshyari.com/article/528180
https://daneshyari.com

