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Based on generalized random grids, this paper proposes two visual cryptography methods denoted as
(2,n) GRG and (2,infinity) GRG. The (2,n) GRG is suitable for the pre-decided number of shares, and
the (2,infinity) method is suitable for the adjustable number of shares. The proposed (2,n) GRG achieves
better contrast on the stacking result, and the proposed (2,infinity) GRG enables extending the number of
shares anytime. Based on the definition of contrast in Shyu’s work in 2007, we also demonstrate that the
stacking result of (2,n) GRG is close to the theoretical bound of the contrast, and the stacking result of
(2,infinity) GRG achieves the theoretical bound of the contrast.

© 2012 Elsevier Inc. All rights reserved.

1. Introduction

Kafri and Keren [1] introduced a method for encrypting an
image into two noise-like random grids in 1987. The size of each
random grid is the same as that of the secret image. Without any
computation, when we superimpose the two random grids, the in-
put image can be revealed. Their method is called 2-out-of-2 visual
secret sharing (VSS), denoted as (2,2) VSS, by random grids.
In 2007, Shyu [2] adopted the encoding algorithm of Kafri and
Keren [1] to accomplish encryption of gray and color images. Later
in 2009, Shyu [3] generalized Ref. [2] to an (11,n) VSS method by ran-
dom grids. In 2009, Chen and Tsao [4] proposed (n,n) and (2,n) VSS
methods by random grids. Their (2,n) visual secret sharing method
by random grids is a fault-tolerant version. Chen [5] generalized
the idea of random grids to have each grid be either opaque or
transparent in non-necessary equal probability. The method also
generates meaningful shares. In this paper, we propose the (2,n)
visual secret sharing method by generalized random grids. With
n as a pre-defined constant, the first subsystem achieves better
stacking result than the second subsystem. Otherwise, the second
subsystem that is suitable for n can be extended anytime. Finally,
some theoretic demonstrations are shown for the two subsystems.

Another visual secret sharing system is called visual cryptogra-
phy (VC) that was first proposed by Naor and Shamir [6] in 1995.
VC is also a method for protecting image-based secrets. The secret

* Corresponding author.

E-mail addresses: skchen@mail.ypu.edu.tw (S.-K. Chen), sjlin@citi.sinica.edu.tw
(S.-J. Lin).

1047-3203/$ - see front matter © 2012 Elsevier Inc. All rights reserved.
http://dx.doi.org/10.1016/j.jvcir.2012.03.004

image is shared into n noise-like transparencies, also called shares.
Without computation, only stacking at least r (r < n) shares to-
gether, the content of the secret image can be revealed. Therefore
VC s fault-tolerant while protecting image-based secrets. However,
different from the above methods using random grids, some related
VC methods [7-12] use basis matrices for encoding shares, and the
size of the generated shares are much larger than that of the secret
image. When n or r increases, the pixel expansion becomes larger
and larger. Thus, it may be impracticable for real application.

Without pixel expansion, Ito et al. [13] introduces the basic
model of probabilistic visual cryptography scheme (PVCS). The
PVCS is based on the basis matrices introduced by Naor and Shamir
[6], but each secret pixel is coded by the randomly chosen column
in the basis matrices. The PVCS generates transparencies with
invariant size. The optimal contrast of (2,n) and (n,n) PVCS are
constructed by Yang [14], and a generalized VCS with flexible size
expansion is introduced by Cimato et al. [15].

In Section 2 of the paper, we introduce the related works. The
proposed method is stated in Section 3. The experimental results
are shown in Section 4. In Section 5, we present the discussion.
Finally, the conclusions are made in Section 6.

2. Related works

The details of the VC method proposed by Naor and Shamir [6]
and Shyu’s random grids method [2] are demonstrated as follows.
Table 1 shows an example of (2,3) VC proposed by Naor and
Shamir [6]. A binary pixel b is encoded into three pixel shares h,
h,, and hs, respectively. ® is defined as stacking operator, and the
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Table 1
The encoding and decoding table of (2,3) VC by Naor and Shamir’s method [6].
b hy hy hs hi1 ® hy hy; @ hs h, @ hs hy ® hy ® hs Probability
O ||} | [m[m} |_[m[m] | [m[m] | |m[m] |} |} 1/3
OmO OmO Oomo Oomo OomO OmO OmO 1/3
O0Om O0Om Ocm O0Om O0Om O0Om O0Om 1/3
n [} OmO [mm] | || |m] | [m| | ml | | HEE 1/6
||} oom Omd | [m] | | | [m] Omm HEE 1/6
OmO | [m[m} O0om || [m] Omm | |m] | HEE 1/6
OmO O0Om mOO Omm || |m] | [ml| | HER 1/6
O0Om | mm} OmO | [m| | Omm HEO HEE 1/6
Oom OmO |_[m[m] Omm | [m] | || [m} HEE 1/6

basic operations are OgO=0, OcmM=H, EHxgO=M and
H © B =M. Each generated pixel refers to each row of the basis
matrices defined as

1 00 1 0 O
Mypie = |1 0 0|, Mpax=|0 1 0
1 00 0 0 1

where 1 represents the black pixel B and O represents the white
pixel O0. Hence, the size of each share is 3-fold the size of the secret
image. Table 1 shows the results of permuting columns of Myyhjte and
Mpack for the share’s security. The white secret pixel refers to three
encoding rules with each probability 1/3, and the black secret pixel
refers to six encoding rules with each probability 1/6. However, for
any three random pixels in a share, the probability that the corre-
sponding pixel of the secret image is black or white is the same.
Therefore, we cannot obtain any information about the secret image
from a single share. Stacking any two shares together, the result of
two whites and one black is corresponding to that of the white pixel
of the secret image, and the result of one white and two blacks is cor-
responding to that of the black pixel of the secret image. The differ-
ence of the ratio of blacks in every three pixels, called contrast,
enables us to see the content of the secret image. Using the (2,3)
VC as an example, the contrast is 1/3 when two shares are stacked
together, and the contrast is 2/3 when three shares are stacked to-
gether. Besides, any one of the shares damaged or lost is tolerant.
Arandom grid was defined as a two-dimensional array of binary
pixels determined in a totally random way, 50% to 50%. Shyu pro-
posed [2] a method for non-expansible visual secret sharing (VSS)
system using two random grids. The method does not need encod-
ing matrix for generating the shares. The basic Input and Output
definitions and the three kernel algorithms are stated as follows.

Input: A binary image B
Output: Two shares H; and H, for revealing the content of B
[Algorithm K;]
1. Generate H; that is full of random O(white)/1(black) pixels.
2. For each entry b € B, if b = 0, then h; = hq, otherwise
h2 =1-— h], where h1 € Hy, h2 € H,.
[Algorithm Kj3]
1. Generate H; that is full of random 0/1 pixels.
2. For each entry b € B, if b = 0, then h, = hq, otherwise
h, = random 0/1 pixel.
[Algorithm K3]
1. Generate H; that is full of random 0/1 pixels.
2. For each entry b € B, if b =0, then h, = random 0/1 pixel,
otherwise h, =1 — h;.

3. The proposed method

The proposed visual secret sharing consists of two subsystems:
(1) the system with fixed number of shares, also called (2,n)
generalized random grids (GRG) system; (2) the system with add-

ible number of shares, also called (2,infinity) GRG system. Before
describing the two subsystems, the definitions of stacking opera-
tion, the two important characteristics of VSS and random bit func-
tion are stated as follows.

Given a binary secret image B, for each beB, where b=0
represents a white pixel and b =1 represents a black pixel. The n
shares {Hy|h,<{0,1}, k=0, 1, ..., n— 1} are generated, where
h,=0 represents a transparent pixel and h,=1 represents an
opaque pixel.

Definition 1. Given a binary secret image B of each pixel b € {0,1},
the corresponding pixel hy, where k=0, 1, ..., n — 1 must satisfy
the following two conditions for meeting the definition of VC
proposed by Naor and Shamir [6]:

(1) (Security condition). P(h,=0]|b=0)=P(hy=0|b=1), where
P(eq|e;) means the probability that event eq occurs given that
event e, occurs.

(1) (Contrast condition). Refer to the definition of Shyu [2],
stacking the corresponding pixel h, and h; the contrast
oo > 0) of the stacking result sy = hy @ h; is defined as

,_ Psu=0b=0)—P(sy=0b=1)
- 1+P(su=0b=1)

Definition 2. A random bit generator g(x) is defined as a random
bit of the value 0 or 1 by g(x) =0 with probability x and g(x)=1
with probability 1 — x.

3.1. Image encryption by (2,n) generalized random grids

A binary image B is shared to obtain n shares {Ho,Hq,...,H,_1},
where h; € {O(white), 1(black)}. Algorithm 1 shows the proposed
(2,n) GRG, where B[i,j] and H,[i,j] represent the secret pixel b
and the share pixel h; at the position [i,j], respectively. The con-
stant c calculated in step 1 will be discussed in Theorem 3.

Algorithm 1: (2,n) GRG

Input: an h x w binary secret image B, and a number n
Output: n shares {Hy, Hy,..., Hy,_1}.
Steps:

¢ /n—(c'/n)*

1. Calculate the constant ¢ = argpax{m I,

e ﬂn(\/?f 1)J, [n(\/if 1)} }}
2. Create an h x w matrix T of all entries are c.
3. fori=1toh,j=1tow
4 Holi,j] + g(c/n)
5. if B[i,j] =1 and Hy[i,j] =0
6. Ti,j] « T[i.j] -1
7 end if
8. end for
9. fork=1ton-1
10. fori=1toh,j=1tow
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