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We introduce a new cryptographic primitive for noise tolerant template security. Our primitive consists
of two algorithms. The first algorithm extracts a noise tolerant and secure template of fixed length binary
data. The noise tolerance of our scheme follows from the second algorithm that determines whether two
templates originate from a pair of data where the Hamming distance belongs to a priori-fixed error toler-
ance interval. The proposed scheme does not require any encryption infrastructure and its security does
not rely on the secrecy of parameters. We discuss the security of our scheme with respect to the irre-
versibility and indistinguishability of templates and present concrete efficiency and security analysis for
practical parameters under certain assumptions. Our techniques can potentially be used to increase se-

curity of systems and privacy of users in certain applications including biometric authentication systems
and embedded security systems based on Physically Unclonable Functions.
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1. Introduction
1.1. Motivation

In a generic biometric authentication system, biometric sample
(e.g. images of a fingerprint) is captured from a user via a sen-
sor during enrollment. Distinctive characteristics (e.g. fingerprint
minutiae) of the sample are derived during feature extraction; and
a digital representation of the feature, called template, is stored in a
database. Templates are used during authentication as the basis for
comparison. Therefore, it is critical to protect biometric templates
to minimize the security and privacy risks. It should be informa-
tion theoretically or computationally infeasible to construct the
biometric data from its protected template (irreversibility), and to
cross correlate two protected templates (indistinguishability). Con-
ventional cryptosystems are of very limited use in securing bio-
metric systems because a user’s biometric samples are not likely
to be identical during enrollment and authentication, unlike noise-
free and repeatable measurements in password-based and token-
based authentication schemes.
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1.2. Review

Biometric cryptosystems (BC) and cancelable biometrics (CB)
[13,19] are two main approaches to resolve security and privacy is-
sues in biometric schemes. In BC, a cryptographic key is generated
from (or bound to) a biometric input, and the biometric template
in the system is replaced by its secure sketch. A secure sketch al-
lows to reconstruct the original template (or to retrieve the cor-
rect key) only in the presence of the correct biometric input dur-
ing a successful authentication. In CB, some distortion transform
(typically non-invertible with a user specific secret) is applied to
the biometric input, and the transformed template replaces the
original one in the system. A successful authentication is achieved
only if the correct biometric input and the transform parameters
are presented during verification. In another direction of research
in biometrics, secure multiparty computation, encryption, and pri-
vate information retrieval techniques are deployed [1,3,4,7,22]. This
class will be defined as keyed biometrics (KB). In addition to these
two main techniques, there is hybrid biometrics (HB), that blend BC,
CB, KB, and multifactor authentication (i.e., passwords/PINs and to-
kens/smart cards) [8,12].

A wide range of sophisticated attacks, such as cross correlation,
statistical, false acceptance, decoding, hill climbing, and masquer-
ade attacks have been successfully applied to both BC and CB. For
an extensive list of attacks on BC and CB, see [10,16,19,21]. Biomet-
ric schemes built on error correcting code based secure sketches
are inherently vulnerable to various attacks. For example, it is
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shown in [21] that the schemes (in the class of BC) implemented
in [6,23] are not secure with respect to the indistinguishability and
irreversibility notions under plausible assumptions. In a recent pa-
per [10], new masquerade attacks on CB are proposed. Biometric
authentication schemes in the class of KB are not likely to suffer
from attacks on BC and CB because the security of the scheme can
naturally be reduced to the security of the underlying encryption
mechanisms. More generally, the security of KB can be linked to
the secrecy of the key in the system. However, KB is not as practi-
cal as BC and CB because of the computation and communication
overheads.

1.3. Our contributions

As reviewed in Section 1.2, recent studies demonstrate that se-
curity and privacy of users can be severely compromised in bio-
metric systems even though the underlying primitives are infor-
mation theoretically or computationally secure in their defined set-
tings. In this paper, we introduce a new technique to extract secure
template of noisy data.

The key properties of our scheme that differ from previously
known schemes are as follows. Our scheme does not require any
kind of encryption infrastructure and its security does not rely
on the secrecy of parameters. In particular, each system parame-
ter and the database of secure templates can be made public at
reasonable security levels. This may be an attractive feature for
practical applications. We discuss the security of our scheme in
detail in Section 3, and present concrete efficiency and security
analysis and estimates under certain assumptions. Our scheme has
a flexible setting for system parameters that offers various trade-
offs between security and efficiency. In Section 5, we explain how
the security of our scheme in Section 2.3 can be enhanced at a
cost of increasing the length of secure templates. In general, such
flexibility may be hard to achieve especially in error correcting
based schemes in BC. See Section 5 for more detail. Our scheme
is highly non-linear compared to some previously proposed pop-
ular schemes in BC. Therefore, our scheme is potentially resistant
against previously known cross correlation attacks that exploit the
linear structure of the system; see Section 3. In Section 5, we show
that the theoretical and practical security of our scheme can fur-
ther be enhanced in several ways. In Section 2.3, we discuss sev-
eral ways to increase the security of our scheme.

14. Applications

Our techniques can be adapted by biometric authentication
schemes to increase security and privacy of users. This has been
the main motive in Section 1.1. In Section 4, we present a simu-
lated implementation to show that our algorithms can potentially
be deployed in the particular case of a biometric authentication
system that uses fixed length representation of fingerprints [23].
We provide concrete security and efficiency analysis in this partic-
ular case in Section 4 and Section 5. We should emphasize that,
by construction (see our discussion on the correctness of Decomp),
the integration of our scheme does not alter the performance of a
system with respect to false accept and false reject rates. Our algo-
rithms can also be adapted by embedded security systems based
on Physical Unclonable Functions (PUFs) [17] to securely gener-
ate cryptographic keys from noisy data (see [5] and the references
wherein for more detail on combining noise tolerant schemes and
PUFs). The primitives we propose have strong potential to be ap-
plied in a wide range of scenarios including traditional authenti-
cation schemes (e.g. tolerating errors in human typed passwords),
social media (e.g. friend matching applications), and location based
services (e.g. finding nearby restaurants and friends).

2. NTT — Sec: The new construction

In this section, we propose a new method that provides Noise
Tolerant Template Security of sensitive data x. We call our scheme
NTT — Sec throughout the rest of this paper. In order to ease the
presentation of our construction, we make the simplifying assump-
tion that x € {0, 1}" is a binary string of length n for some posi-
tive integer n. We measure the noise between two data x, y < {0,
1}" by the usual Hamming distance function d( -, -), where d(x, y)
counts the total number of indices at which the bits of x and y dif-
fer. This setting may be very restrictive for representing and com-
paring data in general. However, it is a valid and a common setting
in practice as justified in several implementations of biometric sys-
tems that rely on fixed length representation of the biometric data
[9,14,23].

2.1. Preliminaries

Let Fq be a finite field with q elements, where q = p™ for
some prime p and a positive integer m. For simplicity, we fur-
ther assume that p > 3 and m is odd. Denote the order-(q+ 1)
cyclotomic subgroup of ]F(’!f{2 by G. Let Fo2 =Fqylo]/(f(o)), where

f(o)=0?—c such that ceFq is a quadratic non-residue. It is
known that every non-identity element in g =gy +g;0 € G can be
uniquely represented by an element o = (gp + 1)/g1 € Fq such that
g=(x+0)/(dx—-0).

In particular,

G\{]}:{a+0

o—0
and given any gy + g10 € G\ {1}, the above representation can be
obtained by setting o = (gg + 1)/g1; see [20].

Now, let F={as =(¢+0)/(¢—0): o €Fp}, and consider
the k-product set

: aqu}, (2.1)

k
Sk = l_[UiI vieFyg,
i=1

for some positive integer k. Clearly, S, ¢ G and so non-identity el-
ements in Sy, are of the form xo = (x+0)/(x — o) for some x € F.
Furthermore, each such element in S, can symbolically be written

Lai+o  foler,....e) + fi(er,....e)0
Xa_ll:!ai_a_fO(eh'“’ek)_fl(e1,...,ek)o‘ (2.2)
_Jo/fito
a fO/f] -0’ (2.3)

k/2 i (k=1)/2 i
where fo = Z]LOJ ex—2j¢’, fi= ZLO / Jek,zj,]cl, ep =1, and
e; =ej(aq,...,ay) is the ith elementary symmetric polynomial in
a1, ..., q This identification verifies that given any x, < Sy, one
can efficiently recover v; € F with x5 = Hle v; when k < m as fol-
lows:

1. Use Weil restriction to the equation fy— fix =0 and obtain m
linear equations over Fp with k unknowns ey, ..., €.
2. Find a solution (e, ..., ey) with e; € F} to this linear system of

equations’.
3. Construct the polynomial
P(X) =Xk — e XK1 L e, Xk2 4. (=1)ke,. (2.4)

4. Determine the set of Fp-roots (counted with multiplicities)
of the polynomial P, and construct the ordered sequence

T The existence of a solution is guaranteed by the definition of S, and the fact
that X, € S.
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