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In this paper, we introduce a novel scheme for encryption of medical images. The
technique is based on the cosine number transform, a mathematical tool whose
application requires modular arithmetic only. This property avoids rounding-off errors
and allows that the image recovered after the encryption/decryption process be identical
to the corresponding original image. The proposed scheme is flexible and can be applied
to images complying with the DICOM standard, which is frequently employed in medical
applications. We show that the technique is capable of resisting the main cryptographic

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

The wide use of medical image, such as computed
tomography (CT), magnetic resonance image (MRI), ultra-
sound and positron emission tomography (PET), has led to
intensive research and development concerning compres-
sion, processing and security. In particular, medical image
security is devoted to provide mainly one or many of the
following requirements: confidentiality (only authorized
persons can access patient data), integrity (the proof that
the medical information has not been modified) and
authentication (which is concerned with identification,
that is, two communication partners should identify each
other-the information origin should be proved) [1-6].

A variety of methods can be applied for providing infor-
mation security in the scenario of medical images, such as
steganography [7], watermarking [8-10] and encryption [11].
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Steganography and watermarking are used to imperceptibly
embed information in medical images. Encryption involves
visual and statistical modification of an image and can be
done by employing a plethora of techniques, such as chaos-
based methods [12,13]; transforms (such as the fractional
Fourier transform [14,15], the finite field cosine transform
[16], the Arnold transform [17]); optical systems [18,19];
simultaneous compression and encryption methods [20-22].
In order to be safe, medical image encryption should be
robust against a wide variety of attacks, such as statistical
and differential attacks.

In this paper, a new medical image encryption scheme
based on the cosine number transform (CNT) is proposed
[23,24]. Since the CNT is defined over algebraic structures
with a finite number of elements (a finite field), only modular
arithmetic is needed for computing the transform. Conse-
quently, the computation of a CNT is considerably sensitive
to changes in the vector being transformed. In other words,
two slightly different vectors may have significantly distinct
CNTs, which is desirable for cryptographic applications. This
does not occur for real- or complex-valued transforms, such
as the ordinary Fourier transform and its variants, which are
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mainly applied in image encryption techniques implemented
in the optical domain [18,25,26]. On the other hand, our
approach is suitable for ciphering digital data; it avoids
rounding-off errors and assures that the image recovered
after an encryption/decryption procedure is identical to the
original image, which is very important in the framework of
medical images. If a real-valued transform is employed, such
a possibility may not be provided, since truncation has to be
performed.

More specifically, the method introduced in this work
consists in dividing an image into blocks which overlap
horizontally and vertically the corresponding adjacent
blocks. The blocks are then sequentially taken and sub-
mitted to the recursive computation of a two-dimensional
CNT. The number of times the CNT is applied to each image
block depends on a secret-key, which can be easily
encoded as a sequence of bits. The encryption is completed
after the whole image is processed twice using the
described procedure; the decryption is carried out by
applying, in the reverse order, the same steps used in the
encryption. The scheme is very flexible and, particularly,
simpler than that given in [16], which also employs the
CNT; the number of transforms to be computed in the
current proposal is less than that required by the method
given in [16], and the encoding and the application of the
key are more flexible and straight.

This paper is organized as follows. In Section 2, we
review the main theoretical aspects related to the cosine
number transform. The image encryption technique based
on the CNT is introduced in Section 3. In Section 4, we
show results obtained from computer simulations and
characterize the scheme with respect to several security
aspects; key space analysis and metrics related to key
sensitivity as well as the robustness to statistical attacks
reveal the effectiveness of the proposed medical image
encryption technique. The paper closes with the main
concluding remarks in Section 5.

2. The cosine number transform

In this section, we discuss the main theoretical aspects
related to the cosine number transform (CNT). This mathe-
matical tool, which constitutes the basis of the encryption
scheme to be introduced in Section 3, was originally proposed
by Campello de Souza et al. in [23], where it was named finite
field cosine transform (FFCT). The approach presented in [23] is
more general than that employed in the current work. More
specifically, the FFCT can be defined in extension fields [27];
on the other hand, the CNT is defined considering modular
arithmetic only and the following concepts related to trigo-
nometry in finite fields.'

Definition 1. The set of Gaussian integers over GF(p) is the
set GI(p) = {c+dj, c,d e GF(p)}, where p is a prime such that
j* is a quadratic nonresidue over GF(p).

1 Usually, transforms which map vectors with elements in GE(p) into
vectors with elements lying in the same field are called number-theoretic
transforms or simply number transforms. This is the reason why we have
used the nomenclature cosine number transform instead of finite field
cosine transform.

The “complex” structure GI(p), whose elements { = c+dj
have a “real” part ¢ = R{{} and an “imaginary” part d = 3{{},
is isomorphic to the extension field GF(p?). If p =3 (mod 4),
the use of the quadratic nonresidue j> = —1 provides an
interesting analogy with the usual complex numbers [24,28].
Gaussian integers over GF(p), where p =1 (mod 4), can also
be constructed by choosing specific quadratic nonresidues.

Definition 2. Let { be a nonzero element in GI(p), and p an
odd prime. The finite field cosine function related to ¢ is
computed modulo p by

X —X

+

cos g(x)::%, [@))]
x=0,1,...,ord({)—1, where ord({) denotes the multipli-
cative order of £.

It is remarkable to observe that the finite field cosine
holds properties similar to those of the standard real-
valued cosine function, such as unit circle and addition of
arcs. Additionally, if { = c+dj is unimodular, i.e., +d®=
1 (mod p), the corresponding finite field cosine is com-
puted modulo p as

cos ¢(x) = R(L™Y,

x=0,1,...,ord({) [29]. This plays an essential role in the
definition of the CNT employed in this work, which
represents the number-theoretic version of the FFCT of
type 2 (in [24], other types of finite field cosine transforms
and also finite field sine transforms are defined). CNT is
computed according to the following definition.

Definition 3. Let { be an element in GF(p) or an unim-
odular element in GF(p), whose multiplicative order is
ord({) = 2N. The cosine number transform of the vector
X =[Xo,X1,...,Xn_1], Xj € GF(p), is the vector X =[Xo, X1, ...,
Xn-1], Xk € GF(p), of elements

2’ 1
Xy : = \/;Zﬂkx,‘ COSc|:k<l'+§>:|, 2)
i=0

where

b= 1/v2, r=0,
L r=12,..N-1.

It can be shown that the CNT given in Definition 3 is
invertible by the formula [23,24]

2N—] 1\ .
Xi = \/gkzoﬁixk COS{ |:<k+§>l:| (3)

The computation of the CNT of a vector x can be repre-
sented by the matrix equation

X=C-x,

where C corresponds to the transform matrix, whose
elements are obtained directly from Eq. (2). By comparing
Egs. (2) and (3), we verify that CCT = C'C =1, where € and
I denote, respectively, the matrix C transpose and the
identity matrix. This means that the inverse CNT is
obtained by using the transform matrix €T [29]. Using
such a matrix notation, the CNT can be extended to two
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