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ABSTRACT

This paper proposed a Pixel Value Difference (PVD) based method to embed unequal
amounts of secret information using pixel complexity. In previous PVD methods, embedding
was sequential. Therefore, secret information can be easily accessed by a third party by the
sequence. These methods are also easily detected by difference histogram analysis since their
difference histograms showed unnatural shapes when compared to the cover image. The
IMF-PVD method has a smoother and more natural difference histogram but its payload is not
improved over the other PVD-based methods. In the proposed method, secret information
was embedded in 2 x 2 embedding cells which were composed with randomized embedding
units to reduce the falling-off-boundary problem and to eliminate sequential embedding.
Comparison results with IMF-PVD showed that the proposed method significantly had higher
payload and image quality. Furthermore, the payload size may be adjusted by reference tables
and threshold. Results also showed that the embedded information is not easily detected by

the difference histogram analysis and chi-square test.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Data hiding is the research about embedding secret
information into a digital media. The human vision cannot
easily identify slight adjustments to the digital media. There-
fore, a lot of applications have been proposed for embedding
information into digital media such as watermarking [1],
authentication [2] and data hiding [3]. Watermarking pro-
tects the intellectual property rights, authentication guaran-
tees the integrity of transmitted data, and data hiding
ensures the safe transfer of secret information. The digital
media could be text, audio, image and video. In digital image,
performances of data hiding are determined by the amount
of data embedded and the quality of the image. When less
data is embedded in the cover image, the quality of the stego
image is high. A higher quality image or image close to the
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cover image is less likely to arouse the interest of hackers
and not easy to detect by steganalysis.

The most common data hiding technique is the Least
Significant Bit (LSB) replacement method [4]|. The LSB
method involves replacing the least significant bits with
secret data. Although LSB is comparatively easy, it has lower
image quality and is easily detected by LSB-based stegana-
lysis. Chan et al. [5] proposed the Optimal Pixel Adjustment
Process (OPAP) to improve the image quality of LSB replace-
ment. However, when payload in OPAP was reduced to
1 bpp, the image quality could not be improved any further
and the embedded data was also easily detected.

Both LSB and OPAP used one pixel as a unit to embed
the secret data. The Pixel Pair Matching (PPM) [6] used
two pixels as a unit for embedding. Examples of which are
LSB matching revisited (LSB-MR) proposed by Mielikainen
[7] and Exploring Modification Direction (EMD) proposed
by Zhang and Wang [8]. LSB-MR made use of paired pixels
and by either adding or subtracting one to embed a 4-ary
digit. EMD was proposed to enhance LSB-MR by using
paired pixel to embed a 5-ary digit. EMD produced higher
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image quality but the largest payload is 1.16 bpp. Chao
et al. [9] proposed the Diamond Encoding (DE) and mani-
pulated a k value to embed an M-ary digit into two pixels
(M = 2k? +2k+1). More secret data can be embedded by
increasing k. Although DE improves the low payload of
EMD, there are distortions in the high payload images.

Wu et al. [10] proposed the Pixel-Value Differencing
(PVD) which was based on the human visual sensitivity to
the complex and smooth areas of an image. Each pixel was
embedded with different amounts of data by the complex-
ity level of an image. The order of embedding by PVD is
fixed. Any statistical change to the image will drastically
modify the original shape of the difference histogram.
Wang et al. [11] proposed the Modulus Function Pixel-
Value Differencing (MF-PVD) method to embed secret data
by the difference of paired pixels and a range table.
Although MF-PVD can embed more information than
PVD, the peak region of the difference histogram is signifi-
cantly increased. The significant change is easily detectable
by the difference histogram analysis. Yang et al. [12]
proposed the Adaptive Edge Pixel-Value Differencing
(AE-PVD) data hiding method to embed more information
on the edges of an image. Although more secret data can
be embedded than MF-PVD, the proposed AE-PVD inte-
grated the OPAP method for embedding. OPAP originated
from the traditional LSB replacement which can be statis-
tically detected [13]. Joo et al. [14] proposed the IMF-PVD
to improve on MF-PVD by embedding different amounts of
data based on pixel pair complexity. Tests on IMF-PVD
showed that the difference histogram had a shape closer to
the cover image which was difficult to detect by histogram
analysis. IMF-PVD can improve the problems of the shapes
in the difference histogram but its payload is not higher
than the MF-PVD method. The embedding order for IMF-
PVD is different for the odd and even embedding areas.
However, it is not secure and the hiding locations are
easily located.

This paper proposed a new embedding method based on
PVD which could increase the amount of embedding based
on Pixel Pair Matching (PPM). In the proposed method the
image will be partitioned into 2 x 2 blocks called embedding
cells. The amount of secret data to embed is dependent on
the complexity of each embedding cell. Each embedding cell
has two embedding units. One of the two embedding units is
chosen as the Pivot Embedding Unit (PEU), while the other is
the Non-Pivot Embedding Unit (NPEU). The arrangements of
PEU and NPEU are called embedding arrangements. The
embedding arrangement is randomly assigned. An unauthor-
ized person would find it hard to retrieve the embedded
information due to the random assignment. The difference
value of the paired pixels in PEU is calculated to determine
the complexity of the pair and to determine the amount
of secret bits to embed. More bits will be embedded in
the complex area and less in the smooth area. The human
visual is less sensitive to changes in the complex areas
than the smooth areas. The aim is to embed more data,
improve image quality over the IMF-PVD method, secure the
embedded secret information, and prevent detection by
difference histogram analysis.

The following sections of this paper will be arranged as
follows: Section 2 will discuss critical elements in Joo's

Table 1
R (lower and upper range) and the number of embedding bits.

Lower-upper 0-7 8-15 16-31 32-63 64-127 128-255

Hiding bits 3 3 4 5 6 7

proposed IMF-PVD; Section 3 will discuss in detail the
proposed method; Section 4 will present and analyze the
experimental results; and Section 5 will present the final
conclusions.

2. Improved modulus function for PVD

In Joo et al.'s [14] Improved Modulus Function for PVD
(IMF-PVD), unequal amount of information were embedded
based on pixel values difference. The cover image I was first
partitioned into unit blocks of two pixels. The difference
between the two pixels of each block was calculated
and evaluated for the amount of bits to be embedded in
the block. A range table R determines the amount to hide
(see Table 1).

As seen in Table 1, three bits could be embedded for
difference values within the range from O to 7. The amount of
embedding bits is the same for the difference values from 8 to
15. Four bits could be embedded for difference values from 16
to 31. The amount of embedding bits is based on Table 1 for
the difference values from 0 to 255. Blocks with odd or even
values will be processed differently. The steps for IMF-PVD
embedding process is described as follows.

Input: cover image I, secret information S and range
table R.

Output: length IS and stego image I'.

Step 1: Partition I into blocks of two pixels (B;1,B;2) as a
set (B;)¥=¢, where N is the total number of blocks,
i is the location of the block. Assume mod(i,2) =1
as odd block, and mod(i, 2) = 0 as even block.

Step 2: Calculate the absolute difference value d;=
|Bi1 —B;>| for each of the block. From the range
table R, d; can be used to determine the number of
bits to embed. We assume the number of bits to
embed is k.

Step 3: Extract k bits from the secret information S. Con-
vert the k-bits into decimal v, and calculate the
value of m using the following equation:

v—Frem, V—Frem| <271,
m= V—Frem—Zkila (V_Frem)>2k71a
V*Frem+2k71, (V—"Frem) < *Zkil,
where Frem = mod(B;; +B;2, 2.
Step 4: m is then applied to the following equation to
calculate a set of new pixel values (B;;, B;,). The
set is determined by the odd/even location i.
(Bi1.Bi2)
(Bi1+51,Bia+s2), ifiisanodd number;
= (Bi1+52,Bi2+s1), ifiisaneven number;

where sy = [m/2], s, = [m/2].
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