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In this paper, the primitive common-multiplicand Montgomery modular multiplication is developed
for modular exponentiation. Together with Montgomery powering ladder, a fast, compact and
symmetric modular exponentiation architecture is proposed for hardware implementation. The
architecture consists of one group of processing elements along the central line and two symmetric
groups of accumulation units on two sides. The central elements perform modular reductions, while the
symmetric units on both sides accumulate the modular multiplication results. A feedforwarding
architecture is employed to decrease the latency between processing elements, in parallel with the
word-based accumulation units, which are also pipelined. Meanwhile, due to the symmetric archi-
tecture and Montgomery powering ladder, the modular exponentiation is immune from fault and
simple power attacks. Implemented in FPGA platform, the performance of our proposed design
outperforms most results so far in the literature.

Simple power attack resistance

© 2012 Elsevier B.V. All rights reserved.

1. Introduction

Public-key cryptography leads to finite field arithmetic
over long integers, such as RSA cryptography [1], ElGamal
cryptography [2], and Diffie-Hellman key exchange protocol [3].
These cryptographic applications are interfered with modular
exponentiations.

Efficient hardware architectures have been described for
modular exponentiations in the literature, which are based on
systolic arrays [4], residue number systems [5], high-radix scal-
able architectures [6], carry-save additions [7]. A review of
general hardware architectures for modular exponentiation can
be found in [8]. In fact, fast modular exponentiations can be
implemented by two ways: (1) fast algorithms or architectures for
modular multiplications; (2) efficient algorithms or architectures
for modular exponentiation itself. Besides the performance with
time and area of modular exponentiations, the resistance from
intended attacks should also be considered since modular expo-
nentiations themselves are used as the mathematical barrier for
security. In this paper, we expect to improve modular exponen-
tiations by merging the above requirements.
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In this work, a fast, compact and symmetric modular expo-
nentiation architecture is proposed, which outperforms most
results so far in the literature both in speed and area overhead.
There are several characteristics with this architecture:

(1) Implement a similar feedforwarding mechanism to a low-
latency scalable Montgomery modular multiplier [9,10] in
processing elements.

(2) Apply common-multiplicand Montgomery modular multipli-
cation algorithm [11,12] for modular exponentiations.

(3) Employ Montgomery ladder in left-to-right binary method,
and the resulted symmetry will keep the modular exponen-
tiation from fault and simple power attacks [13].

Especially, although there are no two Montgomery modular
multipliers in the architecture, the modular exponentiation
architecture can be divided into three parts: two symmetric
groups of accumulation units and one group of central processing
elements. Together with the input pattern by Montgomery
powering ladder, the centrosymmetry helps the architecture
resistant from fault and simple power attacks. Nevertheless, the
proposed architecture only deals with operands of fixed binary
lengths, and therefore is not scalable [14].

The rest of this paper is organized as follows: Section 2 introduces
the original common-multiplicand Montgomery modular multiplica-
tion; in Section 3, we develop a common-multiplicand algorithm for
hardware implementation of modular exponentiations; then in
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Section 4 the architecture to implement the common-multiplicand
Montgomery modular exponentiation is proposed, where both radix-
2 and radix-4 modular exponentiation architectures are presented; in
Section 5 some experiments are given for comparison with the results
in the literature; and Section 6 concludes this paper.

2. Common-multiplicand Montgomery modular
multiplication

Common-multiplicand Montgomery modular multiplication is
proposed for modular exponentiation in [11,12] and has been
developed in [12,15,16]. In [12], together with signed-digit recoding
technique about 66.7% computational cost is saved. However, on the
one hand, this algorithm is aiming at software implementations and
has only been applied in hardware architectures for modular multi-
plication/exponentiation in GF(2™) [17]. On the other hand, the more
advanced common-multiplicand Montgomery modular multiplica-
tions [12,15,16] are really uneasy for hardware implementations due
to complex operations. Therefore, in this paper we will focus on the
primitive algorithm proposed in [11], from which a fast, compact and
symmetric modular exponentiation architecture can be devised. In
this section, we will firstly give an overview of the common-
multiplicand Montgomery modular multiplication algorithm [11].

Suppose F, S and M are all integers with n binary bits, and there
are two Montgomery modular multiplications: Mtul(S,F)=S-F-2™"
mod M, and Mtul(5,S) =S - S - 27" mod M. The common-multiplicand
Montgomery modular multiplication takes the privilege of one
common multiplicand S between two Montgomery modular multi-
plications and divides the two modular multiplications into two
parallel processes:

e common modular reductions. T;:=S-2""mod M, for i=
1,2,...,m;

e two separate accumulations. Suppose s; and f; are, respectively,
the i-th digit of S and F, then there are

X=">"fS-2"(mod M), 1)

i=1

Y= XH: ;S -2 \mod M). 2)

i=1

In the above equations, Montgomery modular multiplication
of Mtul(S,F) modulo M has been divided into a sum of partial
products in the following [11]:

Mtul(S,F)=S - F - 2 "(mod M)

n—1
=S. (Zfi : 2") -27"(mod M)
i=0

=fo:S-27"4f 5. 27D
+ - +fpq-S-27 (mod M). 3)
A similar expression exists for Mtul(s,S).
The common multiplicand S within Egs. (1) and (2) then
enables parallel computation of two Montgomery modular multi-

plications. An algorithm that utilizing this parallelism is firstly
proposed in [11] and is shown below:

Algorithm 1. Original common-multiplicand Montgomery mod-
ular multiplication.

Input: S and F are both n-bit numbers, with S= >~} s; - 2/,
F=3"-Lf; -2 M is the modulus, with 2! < M < 2",
GCD(M,2) = 1. In addition, p = —Mj' mod 2.

Output: X = Mtul(S,S), Y = Mtul(S,F).
1: X=0,Y =0;

2: T=S;

3: for i =n-3 downto 0 do
4: pu="Ty-pmod 2;
5. T=T+uM)/2;
6: X=X+fiT,Y =Y+sT;

7: end for

8: fori=0to 1 do

9 X=X+f,2.S Y =Y+s5,55;
10: py = Xop mod 2, uy = Yop mod 2;
11: X =X+uM)/2, Y = (Y +u,yM)/2;
12: end for

13: while X > Mdo

14: X =X-M;

15: end while

16: while Y > M do

17: Y =Y-M;

18: end while

19: return X, Y.

Algorithm 1 effectively cuts down the computational efforts
with Montgomery modular multiplication owing to common
computation. While it is suitable for software implementation,
there is no report about hardware implementations in prime
fields so far.

We will present an exponentiation architecture based on such
common-multiplicand Montgomery modular multiplications in
the following sections. The advanced common-multiplicand algo-
rithms in [15,16] just find out more common computation in
modular exponentiations, which requires complex operations and
is inefficient for hardware implementation.

3. Montgomery modular exponentiation based on revised
common-multiplicand Montgomery modular multiplications

Montgomery modular exponentiation is named after modular
exponentiation by Montgomery modular multiplications, which is
shown in Algorithm 2.

Algorithm 2. Montgomery modular multiplication.

Input: M <R=2",GCD(M,2)=1.0<A<2",0<B<2", and
0<A-B<M-R. Precompute u=—M"! mod R.

Output: S=A-B-R"'mod M, 0<S<M.

:T=A-B;

:Q=T-umodR;

:S=T+Q-M)/R;

1 if S> M then

S=S-M,

: end if

: return S.

N U A WN =

Montgomery modular multiplication has many variant forms [18],
and is efficient for hardware implementation. Combined with the
binary method, it can be used to perform modular exponentiation.

3.1. Common-multiplicand Montgomery modular multiplication
for hardware implementation

For the sake of hardware implementation, the original common-
multiplicand Montgomery modular multiplication is rewritten in
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