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Abstract

Many sequential multipliers for polynomial basis GFð2kÞ fields have been proposed using the LSbit and MSbit multiplication

algorithm. However, all those designs are defined over fixed size GFð2kÞ fields and sometimes over fixed special form irreducible

polynomials (AOL, trinomials, pentanomials). When such architectures are redesigned for arbitrary GFð2kÞ fields and generic irreducible

polynomials, therefore made versatile, they result in high space complexity (gate–latch number), low frequency (high critical path) and

high latency designs. In this paper a Montgomery multiplication element (MME) architecture specially designed for arbitrary GFð2kÞ

fields defined over general irreducible polynomials, is proposed, based on an optimized version of the Montgomery multiplication (MM)

algorithm for GFð2kÞ fields. To evaluate the proposed MME and prove the efficiency of the MM algorithm in versatile designing, three

distinct versatile Montgomery multiplier architectures are presented using this proposed MME. They achieve small gate–latch number

and high clock frequency compared to other sequential versatile designs.
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1. Introduction

Finite field arithmetic is becoming rapidly, a very useful
tool for many applications in error coding theory,
computer algebra and cryptography of elliptic curves
[1,2]. Its main advantage lies in the simplicity of the finite
field arithmetic operations since with no loss of accuracy
they can give us results, quickly and with relatively little
processing cost [3]. Finite fields are usually divided into
prime fields or GF(p) fields and binary extension fields or
GFð2kÞ fields. GFð2kÞ fields can be very efficiently
implemented in hardware due to their ‘‘carry free’’ logic [4].

Multiplication in GFð2kÞ fields is thoroughly analyzed
and researched in recent years using many different field
basis representation like polynomial (standard) basis,
normal basis or dual basis [5]. GFð2kÞ multipliers in
polynomial basis representation can be grouped in many
ways but generally fit into two major categories [5], the

sequential and parallel multipliers. In sequential multipliers
many clock cycles are needed, k or more, to come up with
the multiplication product since retrospective algorithms
are used. In parallel multipliers all calculations are
concluded in one clock cycle. Parallel multipliers have
increased space complexity (gate–latch number) compared
to the sequential multipliers but smaller multiplication time
delay (time delay to come up with the multiplication
product). To achieve this, most of them use special
irreducible polynomials, like AOL, trinomials or pentano-
mials [5–7]. Well-known sequential multipliers are the
MSbit-first (MSB) and LSBit-first (LSB) multipliers [8] that
have been proposed by many researchers in bit-serial [9],
digit-serial [10] or systolic [11] and semisystolic [12] designs.
Any one of those multipliers, however, is designed for
calculations in a specific, fixed GFð2kÞ field and cannot
work in any other such field with different k value. Also,
multipliers of GFð2kÞ fields defined over special irreducible
polynomials are restricted in calculations between GFð2kÞ

numbers defined only on those type of polynomials. The
above constrains, although not in general problematic,
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make the resulting GFð2kÞ multipliers very impractical, due
to their reduced flexibility, for some GFð2kÞ field applica-
tions. Such applications, like cryptography, that involve
computations in different GFð2kÞ fields defined over
general irreducible polynomials cannot take advantage of
the above multipliers.

To solve this problem, specially designed multipliers that
can support arbitrary GFð2kÞ fields defined over general
irreducible polynomials can be introduced. We can define
versatile GFð2kÞ multipliers as follows. Suppose that a
GFð2kÞmultiplier operates in a specific GFð2kÞ field defined
over a general irreducible polynomial, then such multiplier
is considered versatile if it can also perform multiplication
in all underlining GFð2mÞ fields defined over any other
irreducible polynomial, where 1pmpk.

Some researchers have suggested modifications of the
MSB and LSB multiplication algorithms in order to
propose versatile multipliers [12–14] but the resulting
designs have increased space complexity (gate, flip flop
number) and multiplication time delay. In the work of [15],
presenting the most promising results of the above designs,
a modification of the LSB algorithm is proposed for the
construction of versatile, scalable, digit-serial multipliers.
However, this is achieved by introducing an additional
reduction calculation at the end of the computations and
by posing a constrain in the structure of the irreducible
polynomial defining the GFð2kÞ field.

The Montgomery multiplication (MM) algorithm [16] is
very popular in standard arithmetic [17] because it can
perform modular multiplication without trial division and
it is ideal for scalable, reconfigurable designs. It is proved
in [18], that this sequential algorithm is also functional in
GFð2kÞ field arithmetic. Few works have been proposed
concerning the MM algorithm for GFð2kÞ fields and those
are software-oriented [18], or use special irreducible
polynomials like trinomials in parallel [19] or systolic
designs [20]. Although software implementations of MM
algorithm for GFð2kÞ fields give very promising results in
terms of AND and XOR operation number (the software
equivalent of gate number) and multiplication time delay,
there are many open possibilities in designing the MM
algorithm for GFð2kÞ in hardware, especially when versatile
architectures is our goal. Versatile designing of the MM
algorithm has not been thoroughly analyzed yet. There
exist the works [21,22] where versatile MM multipliers are
proposed but in those architectures versatile designing is
defined differently (as unified multipliers that can operate
in fixed GFðpÞ, GFð3kÞ and GFð2kÞ fields).

In this paper, the MM algorithm for GFð2kÞ fields is
examined for its hardware applicability in designing
efficient versatile multipliers in terms of gate–latch number
and multiplication time delay. The algorithm is analyzed in
bit level and an optimized version of the MM algorithm
(mbMM algorithm) is proposed. The potentials of this
proposed algorithm for the design of versatile multipliers
are discussed and a relevant methodology using this
algorithm is devised. As a result of this study a GFð2kÞ

field Montgomery multiplication element (MME) based on
the optimized version of the MM algorithm for GFð2kÞ

fields is proposed that can be used for the construction of
versatile sequential Montgomery multipliers. The efficiency
of the proposed MME is evaluated with criteria the
time (latency, critical path) and space (gate–latch–MUX
number) complexity. In order to prove the efficiency
of the mbMM algorithm and the proposed MM element,
three different versatile multiplier architectures that
use this element, are also proposed, the bit-serial
Montgomery multiplier, the pipelined-semisystolic Mon-
tgomery multiplier and the partially pipelined Montgomery
multiplier.
The paper is organized as follows. A brief mathematical

analysis of GFð2kÞ field arithmetic is given in Section 2. In
Section 3, the MM algorithm for GFð2kÞ fields is analyzed.
The proposed optimized algorithm and the MME archi-
tecture are described in detail in Section 4. The resulting
multiplier architectures are proposed in Section 5. In
Section 6 measurements, results and comparisons with
other known architectures are presented and Section 7
concludes the paper.

2. Mathematical background

A finite field is a field that has finite set of elements.
We also call such a field Galois field, GF(q), in honor of the
mathematician who first introduced them. We define the
order of a finite field, OrderðGFðqÞÞ, as the number of
elements of a finite field. Finite fields only exist for q ¼ pk,
where p is a prime number and k is a positive integer. The
number of elements of a finite field, the order, is q. When
choosing p ¼ 2, finite fields are called binary extension
fields or GFð2kÞ fields.

2.1. Polynomial basis representation in GFð2kÞ fields

GFð2kÞ fields, as stated in [3,23,24], are very attractive to
implementations due to their ‘‘carry free’’ arithmetic. Also,
due to the availability of different equivalent GFð2kÞ field
element representations, the field arithmetic can be adapted
and optimized accordingly for the computational environ-
ment at hand. GFð2kÞ field elements are represented as
binary vectors of dimension k over GF(2) relative to a
given basis ðak�1; ak�2; . . . ; a1; a0Þ.
The GFð2kÞ field is isomorphic to GFð2Þ½a�=ðF ðaÞÞ, where

F ðaÞ is a monic irreducible polynomial of degree k with
coefficients f i 2 f0; 1g or equivalently f i 2 GFð2Þ. We
define F ðaÞ as

F ðaÞ ¼ ak þ
Xk�1
i¼0

f ia
i.

According to the polynomial basis representation, an
element S of a GFð2kÞ field is a polynomial of degree less
than or equal to k � 1 defined over a basis ðak�1; . . . ;
a2; a1; 1Þ with coefficients si 2 f0; 1g, where a is a root of the
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