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Reference-Frame-Independent quantum key distribution (RFI-QKD) is known to be robust against slowly
varying reference frames. However, other QKD protocols such as BB84 can also provide secrete keys if
the speed of the relative motion of the reference frames is slow enough. While there has been a few
studies to quantify the speed of the relative motion of the reference frames in RFI-QKD, it is not yet clear
if RFI-QKD provides better performance than other QKD protocols under this condition. Here, we analyze

and compare the security of RFI-QKD and BB84 protocol in the presence of the relative motion of the
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reference frames. In order to compare their security in real world implementation, we also consider the
QKD protocols with decoy state method. Our analysis shows that RFI-QKD provides more robustness than
BB84 protocol against the relative motion of the reference frames.

© 2017 Published by Elsevier B.V.

1. Introduction

Quantum key distribution (QKD) promises enhanced communi-
cation security based on the laws of quantum physics [1,2]. Since
the first QKD protocol has been introduced in 1984, there has been
a lot of theoretical and experimental effort to improve the security
and the practicality of QKD [3,4]. These days, QKD research is not
only limited in laboratories [5-9] but also in industries.’

In general, QKD requires a shared common reference frame be-
tween two communicating parties, Alice and Bob. For example, the
interferometric stability or the alignment of the polarization axes
are required for fiber based QKD using phase encoding and polar-
ization encoding free-space QKD, respectively. However, it can be
difficult and costly to maintain the shared reference frame in real
world implementation. For instance, it is highly impractical to es-
tablish a common polarization axes in earth-to-satellite QKD due
to the revolution and rotation of the satellite with respect to the
ground station [10-16].

A recently proposed reference-frame-independent QKD (RFI-
QKD) provides an efficient way to bypass this shared reference
frame problem [17]. In RFI-QKD, Alice and Bob share the secrete
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keys via a decoherence-free basis while check the communica-
tion security with other bases. Both free-space [18] and telecom
fiber [19,20] based RFI-QKD have been successfully implemented.
It is remarkable that the concept of the reference frame indepen-
dent can be applied to measurement-device-independent QKD [21,
22].

Unlike to its name, however, the security of the original theory
of RFI-QKD is guaranteed when the relative motion of the refer-
ence frames is slow comparing to the system repetition rate [17].
It is because the eavesdropper information is bounded by the en-
tanglement left in the bipartite state shared between Alice and
Bob which is independent of the relative motion of the reference
frames. [23]. If the reference frames of Alice and Bob are deviated
with a fixed angle, however, one can easily compensate the de-
viation and implement an ordinary QKD protocol. Therefore, the
effectiveness of RFI-QKD over other QKD protocols becomes clear
when there is rapid relative motion of the reference frames during
the QKD communication. There has been few studies to quantify
the speed of the relative motion of the reference frames in RFI-
QKD [24,25]. Without the performance comparison with other QKD
protocols, however, these studies do not show the effectiveness of
RFI-QKD over other QKD protocols.

In this paper, we report the security of RFI-QKD and BB84 pro-
tocol in the presence of the relative motion of the reference frames
of Alice and Bob. In order to compare the performances in real
world implementation, we also consider the decoy state method.
By comparing the security analyses, we found that RFI-QKD is
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Fig. 1. The polarization axes of Alice and Bob. 6§ and 2§ denote the fixed angle de-
viation, and the range of the relative motion of the polarizations axes, respectively.

more robust than BB84 protocol against the relative motion of the
reference frames.

2. QKD with a fixed reference frame deviation

In this section, we review the security proof of RFI-QKD and
BB84 protocol with a fixed reference frame deviation. A shared ref-
erence frame is required for both fiber based QKD with phase and
free-space QKD with polarization encoding. It corresponds to the
interferometric stability and the polarization axes for fiber based
QKD and free-space QKD, respectively. In the following, we will
consider free-space QKD with polarization encoding for simplic-
ity. However, we note that our analysis is also applicable for fiber
based QKD with phase encoding.

2.1. RFI-QKD protocol

Fig. 1 shows the polarization axes of Alice and Bob with a devi-
ation angle 6. Since Alice and Bob should face each other in order
to transmit the optical pulses, their Z-axes, which corresponds to
left- and right-circular polarization states, are always well aligned.
On the other hand, the relation of their X and Y-axes, which cor-
respond to linear polarization states such as horizontal, vertical,
+45°, and —45° polarization states, depend on 6. The relations of
the polarization axes are

Xp =Xacos60 + Yasing,
Yg=Yacos0 — Xasinb,
Zp=1Za, (1)

where the subscripts A and B denote Alice and Bob, respectively.

In RFI-QKD, Alice and Bob share the secrete keys via Z-axis, as
it is unaffected by the polarization axes deviation. In this basis, the
quantum bit error rate (QBER) becomes

QZZ = M (2)
2

Here, the subscripts ij where i, j € {X,Y,Z} denote that Alice

sends a state in i basis while Bob measures it in j basis. The proba-

bility distributions of the measurement outcomes in X and Y-axes

are used to estimate the knowledge of an eavesdropper, Eve. Her

knowledge can be estimated by a quantity C which is defined as

C=(XaXp)2+ (XaYg)2+(YaXp)2+(YaVp)2. (3)

Note that the quantity C is independent of the deviation angle 6.
The knowledge of Eve is bounded by

1 1
Ig[Qzz,Cl=(1-Qzz)H [#]4-(2221‘1[ —;Vi| (4)

where

. 1 /C
u=min| ——,/ =, 11,
|:1—sz 2

1 /c
3~ (1-Qz2)%u?, (5)

V= —
Qzz
and H [x] = —xlog, x — (1 — x) log,(1 — x) is the Shannon entropy
of x.
The secret key rate in the RFI-QKD protocol is given by [17]

rRer=1—H[Qzz]—Ig[Qzz,C]. (6)

It is notable that Eq. (6) is independent of a fixed deviation ro-
tation 6 [17]. The security proof shows that rgp; >0 for Qzz <
15.9%.

In practice, the effective quantum state that Bob receives from
Alice can have errors due to the transmission noise and experi-
mental imperfection. Assuming the noise and the imperfection are
polarization independent, we can model the Bob’s receiving quan-
tum state pp as

1-p
0B =DppA+ T” (7)

where pa, 1—p and I are the state prepared by Alice, the strength
of noise, and a two dimensional identity matrix, respectively. Sup-
posing Alice and Bob choose F and G for their bases, respectively,
(FaGp) can be written as a state dependent form of (FaGp) =
Tr[(Fa ® Gp) - pasl where F,G € {X,Y, Z}, and pap = pa ® p5-
Therefore, the QBER Q77 and the quantity C become

1-p

Qzz = — (8)

C=2p*=2(1-2Qz2)° 9)
In this case, rrp; > 0 for Qzz < 12.6%.
2.2. BB84 protocol

In this section, we consider the secrete key rate of BB84 with a

fixed reference frame deviation. Due to the symmetry, the QBER of
X, and Y-axes are the same, and they are given as

1—(XaX
Qxx = (XaXp)
2
1—pcosé
=+=Qw- (10)

If Alice and Bob utilize X and Y axes, the overall QBER Qxy is
1
Qxy = 5 (Qxx +Qyy)

1
=5 (1-pcoso). (11)

Since we know that Z-axis is rotation invariant, one can get lower
QBER by using Z-axis instead of Y-axis. In this case, the overall
QBER Q%7 is given by

1
Qxz = 3 (Qxx +Qz2)

—l 1 C0529
) P 2]

The secrete key rate of BB84 with {X, Y}({X, Z}) bases is given
by [3,4]

XZ (XY) _ -
Tgpsa =1—2H [sz (XY)] .
Apparently, Eq. (13) is dependent on the reference frame devi-
ation 6. However, one can easily compensate the deviation if 6
is invariant during the QKD communication. For BB84 protocol,

rl)a(gs(zxXY) >0 for Qzz <11% when 6 =0.

(12)

(13)
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