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In the field of complex networks, how to identify influential nodes in complex networks is still an open
research topic. In the existing evidential centrality (EVC), the global structure information in complex
networks is not taken into consideration. In addition, EVC also has the limitation that only can be applied
on weighted networks. In this paper, a New Evidential Centrality (NEC) is proposed by modifying the
Basic Probability Assignment (BPA) strength generated by EVC. According to the shortest paths between
the nodes in the network rather than just considering local information, some other BPAs are constructed.
With a modified combination rule of Dempster-Shafer evidence theory, the new centrality measure is
determined. Numerical examples are used to illustrate the efficiency of the proposed method.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

In recent years, the evaluation of node importance in complex
networks has attracted much attention because of its great theo-
retical significance and wide application [1-7], such as in the con-
trol of the disease spreading [8-13], creating new marketing tools
[14-19] and research on public opinion and rumor dynamics [20-
22]. Many centrality measures, the essential tool to identify the
centrality of nodes in network analysis, have been used commonly,
such as the degree centrality (DC) [23], betweenness centrality(BC)
[23-25], closeness centrality (CC) [23,26], eigenvector centrality
(EC) [27], PageRank (PR) [28,29], LeaderRank (LR) [30,31] and many
other methods [32-39]. The DC method is very simple but of lit-
tle relevance, since the measure does not take into consideration
the global structure of the network. BC and CC are global metrics
which can better identify influential nodes, but they are difficult to
apply in large-scale networks due to their computational complex-
ity. Another limitation of CC is the lack of applicability to networks
with disconnected components: two nodes that belong to different
components but do not have a finite distance between them.

It's inevitable to handle the uncertainty in the complex sys-
tems [40-42]. As a result, many math tools are developed to
address this issue such as fuzzy sets [43,44|, evidence theory
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[45-47] and D numbers [48-50]. The Dempster-Shafer evidence
theory (D-S evidence theory), was first proposed by Dempster
[51] and then developed by Shafer [52]. This theory is often
regarded as an extension of the Bayesian theory, because the
Bayesian theory needs stranger conditions. In D-S evidence theory,
the probability assigned to each subset is ensured by total belief
and the total plausibility for the objects in the subset. That means
Bayes method requires the prior information while the D-S evi-
dence theory can deal with the uncertain information under the
situation of not knowing the prior probability [53,54]. Due to its
ability to deal with the uncertain or imprecise information, the
Dempster-Shafer theory has been widely applied in recent years
[55,56]. The existing evidential centrality (EVC) [57,58] based on
the D-S evidence theory is obtained by the combination of degree
and weight strength of each node. However, there is a shortcom-
ing that the EVC centrality measure has ignored the global struc-
ture information of the network, which is analogous with the ex-
tension of DC - simple but of little relevance. Gao et al. [59] pro-
posed a new evidential semi-local centrality (ESC) by a combina-
tion of modified evidential centrality and the extension of semi-
local centrality, but it only can be applied in the weighted net-
works. In this paper, a new evidential centrality measure is pro-
posed by a combination of node’s degree and the global structure
of network measured by the shortest path. To evaluate the perfor-
mance of the proposed method, we adopt the Susceptible-Infected
(SI) model [60] to examine the spreading influence of the nodes
ranked by different centrality measures. The simulations on sev-
eral real networks are used to show the efficiency of the proposed
method.
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The rest of this paper is organized as follows. In Section 2, the
existing centrality measures and the evidence theory is introduced.
In Section 3, the proposed method for identifying the influential
nodes is depicted by an example network. Then, the SI model is
adopted to evaluate the performance of proposed method in two
example networks and several real complex networks in Section 4.
Finally, some conclusions are presented in Section 5.

2. Preliminaries
2.1. Centrality measures

Considering a graph G = (V, E) with n = |V| nodes and m = |E|
links. And the node centrality measurement of DC, CC and BC are
well defined as follows.

Definition 1. (DC) [61]. The DC of node i, denoted as Cp(i), is de-
fined as

N
CD(i):inj (1)
j

where i is the focal node, j represents all other nodes, N is the total
number of nodes, and x;; represents the connection between node
i and node j. The value of x;; is defined as 1 if node i is connected
to node j, and 0 otherwise.

Definition 2. (BC) [61]. The BC of node i, denoted as Cg(i), is de-
fined as

Gy = Y &0 2)

o &k

where gj, denotes the number of the shortest paths between node
Jj and k, and gj (i) means the number of the shortest paths between
node j and k that go through node i.

Definition 3. (CC) [61]. The CC of node i, denoted as Cc(i), is de-
fined as

-1
N

Ce(i) = |:Z dijj| 3)
J

where d;; denotes the distance between node i and node j.

2.2. Dempster-Shafer evidence theory

In Dempster-Shafer theory, a problem domain is denoted by
a finite nonempty set €2 of mutually exclusive and exhaustive
hypotheses, called the frame of discernment. Let 2¢ denote the
power set of 2. For completeness of the explanation, a few basic
concepts are introduced below [51,52].

Definition 4. (Frame of Discernment). Let 2 = Hq{,H,,..., Hy
be a finite set of N elements, and denote P(Q)
=¢,Hq,...,Hy,Hi UHy,H{ UH3, ..., 2, the power set is called
the frame of discernment.

Definition 5. (Basic Probability Assignment (BPA)). For a frame of

discernment €2, a basic probability assignment function is a map-

ping m: 22 -0, 1], which is also called the Mass Function, satis-

fying

m(¢)=0 and ) m(A) =1 (4)
Ae2®

where ¢ is an empty set and A is any element of 2 and the mass
m(A) represents how strongly the evidence supports A. Given two
BPAs my and mj,, the Dempster rule can be used to combine them.

Definition 6. (Dempster’s Rule of Combination). Dempster’s rule
of combination, also called orthogonal sum, denoted by m =
my @ m;, is defined as follows

mA) = 1 3 mB)m(C) (5)
BNC=A
with
K= %" mB)my(C) (6)
BnC=¢

where A, B, and C are elements of 2%, and K is a normalization
constant, called the conflict coefficient of two BPAs.

It should be noted that how to determine the BPA is an open is-
sue and the generation of BPA is dependent on the real application
[62-64].

2.3. SI model

In this paper the Susceptible-Infected (SI) model [60] is used to
demonstrate the efficiency of the proposed method. In SI model,
S(t) and I(t) are respectively the numbers of susceptible and in-
fected individuals at time t. In each step, only the individuals
which have been infected are able to spread the disease to sus-
ceptible individuals, and every susceptible individual gets infected
with probability A from the infected neighbor. A = (Wz'i] Y, a0
[65], where wy; is the weight of edge E; and « is a positive con-
stant. The total number of infected nodes at time t can be con-
sidered as an indicator to evaluate the influence of the initially in-
fected node, namely F(t) [66]. Clearly, the number of cumulative in-
fected nodes increases with time t and eventually reaches a steady
value when there is no reachable susceptible node to be infected.
For different nodes initially infected, higher F(t) represents a larger
influence.

3. New evidential centrality

An evaluation method of importance of the node is established
by D-S evidence theory proposed by Wei et al. [57]. The idea of
evidential centrality is similar to multi-attribute decision making
(MADM). That is, different factors will be combined to obtain fi-
nal ranking order of each node in the complex networks. It is ob-
tained by the combination of degree and weight strength of each
node. However, the evidential centrality is of little relevance since
it only considers the degree and weight strength of a node, ignor-
ing the global structure information. In addition, the method has
a limitation that can only be applied to the weighted network. In
this paper, a modified evidential centrality measure, called the new
evidential centrality (NEC) is proposed to identify the influence of
the node. Several BPAs of a node are obtained based on the node’s
degree and the shortest path between the node and other nodes in
the network, respectively. For instance, a node with the maximum
value of the degree is most important when only the degree of the
node is considered. And the importance of another node is repre-
sented by the difference of degree centrality value between two
nodes. The modified method to get the BPAs of evaluation index is
developed below.

3.1. Proposed method

Step 1: Ascertain a frame of discernment 6. Let high and low be
evaluation indices for the influence of each node’s attributes. Thus,
a frame of discernment 0 is given as

60=(high, low).

Step 2: Create BPAs for each node. my(h) and my;(1)(i=
1,2,..., N) denote the probabilities of “high” and “low” influ-
ence for the degree of node i, respectively. méi(h) and méi(l)(i =
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