
An extended systematic literature review on provision of evidence
for safety certification

Sunil Nair a,⇑, Jose Luis de la Vara a, Mehrdad Sabetzadeh b, Lionel Briand b

a Certus Centre for Software V&V, Simula Research Laboratory, P.O. Box 134, 1325 Lysaker, Norway
b SnT Centre for Security, Reliability and Trust, 4 rue Alphonse Weicker, L-2721, Luxembourg

a r t i c l e i n f o

Article history:
Received 27 August 2013
Received in revised form 6 March 2014
Accepted 9 March 2014
Available online 15 March 2014

Keywords:
Safety–critical systems
Safety standards
Safety compliance
Safety certification
Safety evidence
Systematic literature review

a b s t r a c t

Context: Critical systems in domains such as aviation, railway, and automotive are often subject to a for-
mal process of safety certification. The goal of this process is to ensure that these systems will operate
safely without posing undue risks to the user, the public, or the environment. Safety is typically ensured
via complying with safety standards. Demonstrating compliance to these standards involves providing
evidence to show that the safety criteria of the standards are met.
Objective: In order to cope with the complexity of large critical systems and subsequently the plethora of
evidence information required for achieving compliance, safety professionals need in-depth knowledge
to assist them in classifying different types of evidence, and in structuring and assessing the evidence.
This paper is a step towards developing such a body of knowledge that is derived from a large-scale
empirically rigorous literature review.
Method: We use a Systematic Literature Review (SLR) as the basis for our work. The SLR builds on 218
peer-reviewed studies, selected through a multi-stage process, from 4963 studies published between
1990 and 2012.
Results: We develop a taxonomy that classifies the information and artefacts considered as evidence for
safety. We review the existing techniques for safety evidence structuring and assessment, and further
study the relevant challenges that have been the target of investigation in the academic literature. We
analyse commonalities in the results among different application domains and discuss implications of
the results for both research and practice.
Conclusion: The paper is, to our knowledge, the largest existing study on the topic of safetyevidence. The results
are particularly relevant to practitioners seeking a better grasp on evidence requirements as well as to research-
ers in the area of system safety. As a major finding of the review, the results strongly suggest the need for more
practitioner-oriented and industry-driven empirical studies in the area of safety certification.
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1. Introduction

A safety–critical system is one whose failure may cause death or
injury to people, harm to the environment, or substantial economic
loss [5]. In domains such as aviation, railway, and automotive, such
systems are typically subject to a rigorous safety assessment pro-
cess. A common type of assessment, usually conducted by a licens-
ing or regulatory body, is safety certification. The goal of safety
certification is to provide a formal assurance that a system will
function safely in the presence of known hazards [PS93]. Safety
certification can be associated with the assessment of products,
processes, or personnel. For software-intensive safety–critical sys-
tems, certification of products and processes are regarded as being
the most challenging [PS93].

Assessing and assuring safety of a system relies on building suf-
ficient confidence in the safe operation of the system in its operat-
ing context. This confidence is often developed by satisfying safety
objectives that mitigate the potential safety risks that a system can
pose during its lifecycle. The safety objectives are usually estab-
lished by a set of industry-accepted criteria, typically available as
standards. Examples of safety standards include IEC61508 [11]
for a broad class of programmable electronic systems, DO-178C
[7] for aviation, the CENELEC standards (e.g., [33]) for railway,
and ISO26262 [8] for the automotive sector.

Demonstrating compliance with safety standards involves col-
lecting evidence that shows that the relevant safety criteria in
the standards are met [16]. Although, safety standards prescribe
the procedures for compliance, it often proves to be a very chal-
lenging task to the system suppliers due to the fact that these stan-
dards are presented in very large textual documents that are
subject to interpretation. In general, evidence can be defined as
‘‘The available body of facts or information indicating whether a belief
or proposition is true or valid’’ [30]. For realistically large systems,
however, one can seldom argue that evidence serves as a definitive
proof of the truth or validity of safety claims, but only whether the

evidence is sufficient for building (adequate) confidence in the
claims. Hence, we define evidence for safety certification as ‘‘infor-
mation or artefacts that contribute to developing confidence in the safe
operation of a system and to showing the fulfilment of the require-
ments of one or more safety standards’’. Some generic examples of
safety evidence are test results, system specifications, and person-
nel competence.

The lack of consistent interpretation of a standard can lead to
misunderstanding the evidence needs. Failing to clearly under-
stand the evidence needs for assessing a system can result in two
main problems [34,PS145]. First, the supplier may fail to record
critical details during system development that the certifier will
require later on. Building the missing evidence after-the-fact can
be both expensive and laborious. Second, not knowing ahead of
time what the certifiers will receive as evidence may affect the
planning and organisation of the certification activities. In particu-
lar, the certifier may find it hard to develop sufficient confidence in
the system undergoing certification if the evidence requirements
have not been negotiated and agreed with the supplier a priori
[PS54,15].

Apart from understanding and precisely defining the evidence
requirements, attention needs to be paid to how this evidence is
organised and assessed for adequacy. If the evidence is not struc-
tured properly, its sheer volume and complexity can jeopardize
the clarity of the safety arguments [PS124]. Furthermore, it is
important to be able to determine how definitive and credible
the evidence is. Though safety standards mandate adequate evi-
dence to show compliance, they are vague on what adequate
means in a particular context, often intentionally and for the sake
of being general.

The main objective of this paper is to synthesise the existing
knowledge in the academic literature about safety evidence, con-
centrating on the three facets outlined above: the information that
constitutes evidence; structuring of evidence; and evidence assess-
ment. The term evidence provision is used hereafter to collectively
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