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Context: Quality assurance effort, especially testing effort, is frequently a major cost factor during soft-
ware development. Consequently, one major goal is often to reduce testing effort. One promising way
to improve the effectiveness and efficiency of software quality assurance is the use of data from early
defect detection activities to provide a software testing focus. Studies indicate that using a combination
of early defect data and other product data to focus testing activities outperforms the use of other product
data only. One of the key challenges is that the use of data from early defect detection activities (such as

f;?’;ég?;} inspections) to focus testing requires a thorough understanding of the relationships between these early
Testing defect detection activities and testing. An aggravating factor is that these relationships are highly con-
Integration text-specific and need to be evaluated for concrete environments.

F-measure Objective: The underlying goal of this paper is to help companies get a better understanding of these rela-
Case study tionships for their own environment, and to provide them with a methodology for finding relationships in

their own environments.
Method: This article compares three different strategies for evaluating assumed relationships between
inspections and testing. We compare a confidence counter, different quality classes, and the F-measure
including precision and recall.
Results: One result of this case-study-based comparison is that evaluations based on the aggregated F-
measures are more suitable for industry environments than evaluations based on a confidence counter.
Moreover, they provide more detailed insights about the validity of the relationships.
Conclusion: We have confirmed that inspection results are suitable data for controlling testing activities.
Evaluated knowledge about relationships between inspections and testing can be used in the integrated
inspection and testing approach In®Test to focus testing activities. Product data can be used in addition.
However, the assumptions have to be evaluated in each new context.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Verification and validation are an indispensable part of modern
software development. The effort and costs for performing such
quality assurance are often rather high; testing, in particular, can
consume 50% or more of the overall effort in certain environments
[1-3]. still, the resulting quality of the software is often poor, i.e.,
many defects are found by customers after the release of the
software. This can lead to high rework costs or even entail risks
for human beings in safety-critical environments.
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Different approaches for optimizing quality assurance exist [4].
One of these approaches is automation. For instance, deriving test
cases or performing testing could be automated to save time and
execute more test cases than with a manual procedure. Another
approach is to focus testing activities on those parts that are ex-
pected to be defect-prone. To do this, different metrics are usually
considered and relationships between such metrics and defect-
proneness are exploited. For example, if a correlation between
large modules and defect-prone parts were to be shown in a
certain environment, such knowledge could be used in future
development cycles to allocate test effort to particularly large
modules. Common metrics are product metrics (e.g., size, complex-
ity) or process metrics (e.g., number of developers per module,
number of changes per module). Typically, metrics applied to
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defect information that is available early, e.g., from inspections or
reviews, are currently not used to focus testing activities.

As static quality assurance techniques such as inspections and
reviews, and dynamic quality assurance techniques such as testing
typically have the same objective - finding defects, and thus
improving the software - there is a basis for a joint application,
and it seems promising to also consider data from inspections to
provide a software testing focus. We have proposed the integrated
inspection and testing approach In®Test [5], which explicitly uses
inspection defect data to focus testing activities. In*Test uses so-
called selection rules, which define a software testing focus by con-
sidering different metrics. This approach has to be calibrated first,
which requires knowledge about the relationships between
inspections and testing for the context (i.e., the development envi-
ronment) at hand. Such kind of knowledge is typically not available
[6]. Therefore, the In?Test approach starts with assumptions about
the relationships between inspections and testing and evaluates
them. There are different possibilities for doing such an evaluation.
In this article, we compare three different evaluation procedures
(i.e., confidence, quality classes, and F-measure including precision
and recall) in order to analyze their suitability.

Earlier studies have shown that the In?Test approach is applica-
ble and more efficient than a non-integrated approach (within the
context and limits of the studies) [5,7]. We use the term non-inte-
grated approach to refer to all approaches that combine inspections
and testing such that these activities are performed independently
from each other. The results from these studies have shown that
using early defect data to focus test activities is slightly more effi-
cient than considering only selected product data to focus test activ-
ities. In addition, a combination of early defect data and product
data saved significantly more effort than using only product data
[8]. However, we considered only an informal evaluation scheme,
which offers only low significance when deriving long-term conclu-
sions. Consequently, we extend and detail our analysis in this arti-
cle, concentrating on the following overall research question:

Which evaluation procedure leads to the highest validity
of selection rules for focusing testing based on inspection
defect data?

With the analysis presented in this article, we directly answer
the overall research question and substantiate the results from
our earlier studies with more detailed analyses. The validity of
our analysis results is limited to the scope of the presented case
studies and the resulting knowledge for focusing testing cannot
be treated as universally applicable rules without new evaluations
in other environments. However, this article shows a procedure for
analyzing inspection data in different contexts to find valid rules
for one’s own context and, as a consequence, for optimizing quality
assurance in a specific context. When presenting our results and
the approach, we motivate that it is worth checking inspection
and testing defect data and corresponding rules in industrial envi-
ronments in order to further optimize testing activities.

The remainder of this article is structured as follows: Section 2
reports on related work regarding approaches that aim at provid-
ing a testing focus, while Section 3 presents the In?Test approach
at a glance, including the three different evaluation procedures.
Section 4 presents results from two case studies from different
environments where the calibration of the approach was per-
formed and where the different evaluation procedures were ap-
plied. Section 5 points out the main lessons learned. Finally,
Section 6 concludes this article with a summary and an outlook
on future work.

2. Related work: focusing testing activities

Various approaches for focusing testing activities have been pro-
posed. One very popular and established approach is the use of dif-
ferent kinds of metrics for predicting defect-proneness. The idea is
that certain correlations exist between metrics and defects in a sys-
tem. If such relationships are found, they can be used to predict
parts where defects are expected, and testing can be focused on such
areas. One typical differentiation of data used to calculate such met-
rics is to distinguish product data, process data, and historical defect
data. A lot of different studies have been performed to find such
relationships. The first metrics that were considered were size or
complexity. While in many studies, correlations could be found that
led to suitable predictions of defect-prone parts, these findings were
highly context-dependent. Some studies showed, for instance, that
large modules contain more defects than small ones, while others
showed the opposite [9,10]. D’Ambros et al. [11] present an over-
view of several metrics and provide an extensive comparison of
those metrics. They found that a combination of different metrics
turned out to be best in their contexts, but mentioned that those
metrics might be of lower quality in other environments. Arisholm
et al. confirmed these conclusions [12]. However, defect data from
early quality assurance activities such as reviews or inspections
are typically not considered when predicting defect-proneness in
order to focus testing activities. Also, knowledge about the relation-
ships between inspections and testing is very limited [6].

Another approach for focusing testing is to consider expert
knowledge. People with a lot of experience in a certain environment
usually know their software very well, and quality engineers often
know intuitively where more problems might occur. For example,
Nasser et al. [13] describe a knowledge-based approach for test case
generation. Knowledge and experiences from inspection experts are
sometimes used for defect number predictions to control inspection
activities [ 14], but are typically not used to focus testing. In addition,
expert-based approaches significantly depend on the experience le-
vel of the appropriate experts as well as on their availability (which
is often an issue in practical situations). Furthermore, risk-based ap-
proaches can be considered to focus testing [15].

Hybrid approaches are another way to focus testing by combin-
ing expert knowledge and data. The Hydeep approach, for example,
is able to predict effectiveness and defect values [16]. Such data
can be used to focus testing on those parts where the highest num-
ber of defects is expected. Fenton et al. [17] propose using Bayesian
nets to predict defect numbers, which can be used to decide when
to stop testing, but also contribute to the identification of defect-
prone parts that should be in focus during testing activities. How-
ever, inspection data are typically not used for focusing testing.

3. Background: the integrated inspection and testing approach
In’Test

3.1. The In’Test approach at a glance

The basic idea of the integrated inspection and testing approach
is to use inspection defect data to predict defect-prone parts or de-
fect types for testing that are likely to appear during testing.

The process starts with an inspection (step 1). To remain flexible,
no specific inspection technique is required; for example, a formal
inspection, a team review, or a more informal peer desk-check could
be used to find defects. Different kinds of inspection metrics can be
applied, such as number of defects per part or defect density per part,
or a defect classification can be used to classify each defect found.

As inspection is a manual activity and the result of an inspection
depends on several context factors such as the experience of the
inspectors, the kind of software product, or the inspection process,
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