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Abstract

In cloud computing, trust management is more important when providing users with virtualized and scalable web services.
Many existing systems sharply divide trust value into right or wrong. Trust means an act of faith; confidence and reliability
in something that is expected to behave or deliver as promised. Trust is required to solve the problem created due to
uncertainty and vulnerability caused by open conditions of cloud computing. This paper presents a mutual trust for both
cloud users and cloud service providers to avoid security related issues in cloud computing. This is to be done by providing
trusted services to the cloud users using enhanced mutual trust to be known as Enhanced Mutual Trusted Access Control
Algorithm (EMTACA). This paper proposes the model which considers both the cloud user’s behavior trust and cloud
service provider’s credibility. Trust calculations are based on the behavior which includes history of direct communication
between both the user and service provider; based on friends and third party recommendations. The hierarchy based
reputation systems has suggested how to safeguard the data objects in the level of file access which ensures the cloud
security. The different security measures are used to protect the different cloud services. This proposed system which
includes the EMTACA algorithm can assure enhanced, guaranteed and trusted and reputation based cloud services among
the users in a cloud environment.
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1. Introduction

2. Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources that can be rapidly provisioned and released with minimal service
provider interaction. The main idea behind the cloud is that you can access all your information over the
internet without having any detailed knowledge of the infrastructure used to enable it. The different cloud types
are Public clouds; Private clouds; Hybrid clouds; Virtual Private clouds. Trust in cloud plays a major role in
providing services and can be considered as cloud security feature as well. Trust in general is a belief that
someone or something is reliable, good, honest and effective. Trust in cloud is required because resources have
to be provided efficiently since the resources are limited. Trusted cloud users can only access the cloud and
simultaneously users are allowed to select the most credible cloud service providers. This helps in avoiding
attacks from illegal and malicious users as well as service providers. Reputation is another factor which has a
major effect while providing cloud services. Reputation in general is the assessment of the society about
performing a task or service. Cloud users require a reputed system to guarantee the safety of their data,
investment and service. Reputation is gained through trust which might be through self experience or through
existing users recommendation. Trust and Reputation are mutual for both the cloud users and cloud service
providers since their status are equal.

3. Literature Survey

In 1994, Marsh[4] introduced the concept of trust for the first time, and then Baize introduced trust
management into network related security applications. Hassan[5] proposed a novel trust evaluation method
suitable for the pervasive environment and it considered the dynamic nature of trust and incorporated
uncertainty of trust modeling. So, it was well suited for the pervasive environment and could resist malicious
behavior. George[6] defined trust relationship as a directed graph path problem. This trust computing method
accurately reflected the global trust conditions as well had a good adaptability and malicious detection
capability. Wang Wej[7] proposed a trusted resource scheduling algorithm based on Bayesian Theory which is
able to obtain an accurate assessment of trust with a much smaller time complexity. Besides, some other
dynamic trust models based on fuzzy logic, machine learning, which can better meet the demands of dynamic
network were also proposed. Although these dynamic trust models introduced above has many advantages, but
there are problems due to the subjective characteristic of trust. Many trust models did not specify the specific
implementation issues and the evaluation of performance of trust model is hard. Shouxin Wagng [9] proposed a
subjective trust evaluation approach. A cloud model has been introduced to overcome the limitations of fuzzy
set theory with the help of an accurate and sole membership degree which has shown effectiveness. Audun
Josang [10] presented a survey of trust and reputation systems for online service provision with the basic idea
of trust and reputation. Examples would be in building initial trust bootstrapping coalition operations without
predefined trust, and authentication of certificates generated by another party when links are down or ensuring
safety before entering a new zone. In addition, trust management has diverse applicability in many decision
making situations including intrusion detection, authentication, access control, key management, isolating
misbehaving nodes for effective routing, and other purposes. Trust management, including trust establishment,
trust update, and trust revocation, in cloud environment is also much more challenging than in traditional
centralized environments. The trust in the mobile adhoc network is given as a proposed work in the
papers. For example, collecting trust information or evidence to evaluate trustworthiness is difficult due to
changes in topology induced by node mobility or node failure. Further, resource constraints often confine the
trust evaluation process only to local information. The dynamic nature and characteristics of cloud
services and result in uncertainty and incompleteness of the trust evidence, which is continuously
changing over time. Despite a couple of surveys of trust management, a comprehensive survey of
trust management in cloud does not exist and is the main aim of this paper. It is to let parties provide
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