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An involution is a permutation whose compositional inverse is 
itself. Differentially 4-uniform involutions with high algebraic 
degree and high nonlinearity are important for the design 
of block ciphers because they possess good cryptographic 
properties and the same component can be used in both 
encryption circuit and decryption circuit. A well known 
differentially 4-uniform involution is the multiplicative inverse 
function, which is used as the S-boxes in AES and Camellia. 
Although many differential 4-uniform permutations have been 
constructed, there are only a few classes of differentially 
4-uniform involutions. Recently, Charpin et al. presented an 
idea of constructing involutions, which is called piece by 
piece construction. With this method, we construct a family 
of differentially 4-uniform involutions with optimal algebraic 
degree and high nonlinearity. It is also shown with the help of 
computer that such involutions which are CCZ-inequivalent 
to the known differentially 4-uniform permutations in small 
number of even dimensions are constructed. Furthermore, the 
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number of CCZ-inequivalent classes of our involutions over 
F2n increases exponentially when n increases.

© 2017 Elsevier Inc. All rights reserved.

1. Introduction

In symmetric cryptography, permutation polynomials are often chosen as substitution 
boxes (S-boxes) to serve as the confusion components in symmetric algorithms. For the 
ciphers designed with substitution–permutation (SP) structures (e.g. AES), it needs to 
implement the compositional inverses of S-boxes to decrypt a ciphertext. An involution 
G is a permutation which is its own compositional inverse, i.e., G ◦ G is the identity 
function. For more details of involutions, we refer the reader to [8]. Then the circuit of 
an involution S-box can be used in both encryption circuit and decryption circuit. This 
means the implementation of decryption algorithm does not require additional resources. 
Hence involutions are important for the design of block cipher algorithms, especially for 
the ciphers used in the resource limited environment.

For the efficiency of implementation, S-boxes are often designed as permutations over 
F2n with n even. To resist various attacks, S-boxes should also possess good crypto-
graphic properties, such as low differential uniformity, high algebraic degree and high 
nonlinearity. The lower bound of differential uniformity of the functions over F2n is 2, and 
the functions with differential uniformity 2 are called almost perfect nonlinear (APN) 
functions. However, only one APN permutation over F26 was found [10], which is CCZ-
equivalent to a quadratic function and not suitable for an S-box. It is a big open problem 
that whether there exists an APN permutation over F2n with even n ≥ 8.

Thus the construction of differentially 4-uniform permutations with high algebraic 
degree and high nonlinearity is crucial for the design of block ciphers, and has attracted 
attentions of many researchers. For the convenience of readers, we list the known differ-
entially 4-uniform permutations over F2n for even n as follows.

− Power functions
• The (multiplicative) inverse function I(x) = x2n−2 (i.e., x−1 with the convention 

0−1 = 0) [15]. It has the optimal algebraic degree n − 1 and the best known 
nonlinearity 2n−1 − 2n

2 .
• The Gold function G1(x) = x2s+1 with gcd(s, n) = 2, n = 2k and k odd [11,15]. 

It has the best known nonlinearity 2n−1 − 2n
2 , but it is quadratic.

• The Kasami function G2(x) = x22s−2s+1 with gcd(s, n) = 2, n = 2k and k odd 
[2]. It has the best known nonlinearity 2n−1 − 2n

2 , and its algebraic degree is less 
than n − 1.

• The function G3(x) = x2k+k+1 with n = 4k and k odd [3]. It has the best known 
nonlinearity 2n−1 − 2n

2 , and its algebraic degree is 3.
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