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Abstract

We study the convex polytope of n × n stochastic matrices that define locally
ε-differentially private mechanisms. We first present invariance properties of
the polytope and results reducing the number of constraints needed to define it.
Our main results concern the extreme points of the polytope. In particular, we
completely characterise these for matrices with 1, 2 or n non-zero columns.
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1. Introduction

Data privacy has been of interest to researchers in computer science [1],
statistics, cryptography [8] and law [6] for decades. The recent emergence of ‘Big
Data’, while offering significant potential benefits to business and society, poses
very real risks to personal privacy; this naturally has led to increased interest
in questions pertaining to data privacy. The concept of Differential Privacy,
introduced by C. Dwork in 2006 [12], has emerged as a popular theoretical
paradigm in privacy research within the computer science community and has
been applied to various different types of data and queries [11].

We are interested in the geometry of matrix polytopes arising in the study
of differential privacy for categorical or finite-valued datasets. More formally,
we consider databases d ∈ DN where the set D is finite and can, without loss of
generality, be taken to be {1, . . . , n}. Each entry in d, di, corresponds to data
contributed by an individual; the base set D describes all the values that data
entries can take.

The problem we consider is motivated by the construction of differentially
private sanitisations, where we are interested in releasing a private, sanitised
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