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a b s t r a c t

In this paper, a nonlinear mathematical model for cleaning an infected computer network
by using antivirus software is proposed and analyzed. In the modeling process, the total
number of nodes in the network are divided in three subclasses, namely, the number of
susceptible nodes, number of infected nodes and the number of protected nodes. A variable
representing the number of antivirus softwares, assumed to be proportional to number of
infected nodes, is also considered in the model which interacts with other nodes bilinearly
to conduct the cleaning process. The model is analyzed by using stability theory of differ-
ential equations and computer simulation. The analysis shows that it is possible to clean
the computer network under certain condition which depend upon the inflow rate of
infected nodes in the computer network, the rate of interaction of infected nodes with sus-
ceptible nodes and their interactions with antivirus software, etc. It is found that the entire
network can be cleaned eventually if the antivirus software is applied on the network,
where a separate class of protected nodes is formed. The computer simulation confirms
the analytical results.

� 2013 Elsevier Inc. All rights reserved.

1. Introduction

A virus is an unwanted small piece of software (malicious program) that gets transmitted into the computer network
without the knowledge of its users and is not compatible with the system. When the computer programs are run, the viruses
get circulated along with the programs and starts infecting associated programs which come into its contacts. There exists a
possible threat of other connected systems getting infected too. Viruses can spread on a network easily because of the inter-
connectivity of workstations. Such spread can be dangerous if the computers have important database which can get cor-
rupted by viruses because all nodes in the network are eventually infected. To clean the system, an antivirus software is
used to eliminate viruses in infected network of nodes and protect other nodes by isolating them, the protection being car-
ried out by another software with a constant rate which is always present in the system.

To study this problem quantitatively, mathematical models are very useful tools which have been applied in recent years
by using the concepts well known in the theory of epidemics in human population [1–5,9–10].

In recent years, some mathematical models have been proposed to study the spread of infection in the computer network
quantitatively [6–8,10]. In particular, Yuan and Chen [10] presented a network epidemic e-SEIR model and discussed the
spread of virus in a computer network by using the stability theory of differential equations. Mishra and Jha [6] proposed
a model for the transmission of malicious objects in computer network. Mishra and Saini [7] have also studied SEIRS type
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model for the spread of computer viruses by considering the effect of delay in the transmission process. Newman et al. [8]
has studied the spread of computer viruses in e-mail network.

In these studies, the effect of antivirus software on infected computer network has not been modeled and analyzed.
Therefore, in this paper, our focus is to model the computer network infected by viruses and to show how antivirus program
could clean the system.

2. Mathematical model

Let N(t) be the total number of nodes in a network which is sub-divided into three subclasses of susceptible nodes X(t),
infected nodes Y(t), and protected nodes Z(t). Let Va(t) be the variable representing the number of the antivirus programs
used to clean the network which is assumed to be proportional to the number of infected nodes. Then using the concepts
of theory of epidemics, the model can be proposed as follows.

dX
dt
¼ A� bXY � dX � KX þ pYVa

dY
dt
¼ Bþ bXY � dY � aY � pYVa

dZ
dt
¼ KX � dZ

dVa

dt
¼ lY � l0ðVa � Va0Þ

ð1Þ

The parameters A and B in the model are inflow rates of susceptible and infected nodes respectively, d is the rate at which
nodes are crashing due to the reason other than attack of viruses, b is the rate at which susceptibles nodes become infected
when come into contact with infected nodes, a is the rate at which the infected nodes become disabled and can not affect the
susceptible nodes, p is the rate at which infected nodes are recovered and become susceptible again, K is the constant rate at
which the nodes are being protected by another antivirus software, l is the growth rate of antivirus program to clean the
network and l0 is its rate by which it fails to work efficiently. Va0 is the value of the antivirus software which is always pres-
ent in the system to protect the existing software. We assume that all the constants in the model are positive.

In model (1) it is assumed that cleaned nodes become susceptible again and they become protected only after having
gone through a process of isolation caused by antivirus software, this method being similar to the well known concept of
immunization in epidemic.

Since N(t) = X(t)+Y(t)+Z(t), therefore, it is sufficient to study the following system which is equivalent to (1),

dN
dt
¼ Aþ B� dN � aY

dY
dt
¼ Bþ bðN � Y � ZÞY � dY � aY � pYVa

dZ
dt
¼ KðN � Y � ZÞ � dZ

dVa

dt
¼ lY � l0ðVa � Va0Þ

ð2Þ

The invariant region where solution exists is given as follows

R ¼ fðN; I; Z;VaÞ; Nmin � NðtÞ � Nmax; 0 � YðtÞ < NðtÞ � Nmax; 0 � ZðtÞ � Zmax; 0 � VaðtÞ � Vamaxg ð3Þ

where Nmax ¼ AþB
d and Nmin ¼ AþB

aþd

Zmax ¼
K

ðK þ dÞNmax; Va max ¼
l
l0

Ymax ¼
l
l0

Nmax þ Va0

In the following, we present the equilibrium analysis of the model (2).

3. Equilibrium analysis

The model system (2) has only one equilibrium E� ¼ ðN�; Y�; Z�; V�aÞ where N⁄, Y⁄, Z⁄, and V�a are positive solutions of the
following system of algebraic equations obtained by taking left hand sides of (2) to zero,

0 ¼ Aþ B� dN � aY ð4Þ

0 ¼ Bþ bðN � Y � ZÞY � dY � aY � pYVa ð5Þ

0 ¼ KðN � Y � ZÞ � dZ ð6Þ
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