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a b s t r a c t

This paper is a formal overview of standards and patents for Internet of Things (IoT) as a key enabler for
the next generation advanced manufacturing, referred as Industry 4.0 (I 4.0). IoT at the fundamental level
is a means of connecting physical objects to the Internet as a ubiquitous network that enables objects to
collect and exchange information. The manufacturing industry is seeking versatile manufacturing service
provisions to overcome shortened product life cycles, increased labor costs, and fluctuating customer
needs for competitive marketplaces. This paper depicts a systematic approach to review IoT technology
standards and patents. The thorough analysis and overview include the essential standard landscape and
the patent landscape based on the governing standards organizations for America, Europe and China
where most global manufacturing bases are located. The literature of emerging IoT standards from the
International Organization for Standardization (ISO), the International Electrotechnical Commission
(IEC) and the Guobiao standards (GB), and global patents issued in US, Europe, China and World
Intellectual Property Organization (WIPO) are systematically presented in this study.
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1. Introduction

Intelligence is the key enabler to facilitate work and in a broad
sense and consists of two parts. Algorithmic intelligence describes
how to reach a goal via a process (e.g., driving your car to a desti-
nation) and tactical intelligence describes how to reach the desti-
nation with consideration to changing factors (e.g. checking the
car tire pressure to compensate for changing road conditions). I
4.0 in the simplest form concerns enabling manufacturing with
the element of tactical intelligence using techniques and technolo-
gies such as IoT, cloud computing and big data. IoT is considered to
be a paradigm shift for Internet technologies. Estimations show
that as of 2014 the number of IoT-enabled devices has exceeded
the world’s human population. IoT is used by consumers as well
as by manufacturers that rely on cyber (software, data systems)
and physical (devices, machinery, equipment) connectivity to func-
tion effectively. While I 4.0 was initially considered a technology

experiment, it is now a necessity to maintain competitiveness in
a constantly changing industry environment. IoT is a core enabling
technology that enables industries to move from I 3.0 to I 4.0 by
inserting intelligence into products and processes across the sup-
ply chain. I 4.0 also represents the aggregation of IoT, CPS, cloud
computing and big data analytics to improve the goal of a near zero
defect state [1] (see Fig. 1).

This article intends to present the latest development overviews
in the field of Internet of Things (IoT) as a key enabler for Industry
4.0 (I 4.0). The main emphases include

� The formal background and introduction to I 4.0 and IoT are
described using a layering of IoT device and process terms.
For the sake of clarity, IoT technologies are separated into four
layers that are organized to consolidate the focus of IoT innova-
tions consistent with the literature and emerging standards for
advanced manufacturing.

Fig. 1. Industry evolution graph [2].

Nomenclature

AIDC Automatic Identification and Data Capture
CPS Cyber-Physical Systems
EPO European Patent Office
ETSI European Telecommunications Standards Institute
GB Guobiao standards (Standardization Administration of

China)
GB/T Guobiao standards recommended
GB/Z Guobiao standards guide
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronic Engineers
IETF Internet Engineering Task Force
IoT Internet of Things

IP Intellectual Property
IPC International Patent Classification
ISO International Organization for Standardization
I 4.0 Industry 4.0
RFID Radio Frequency Identification
TI Thomson Innovation
UKIPO United Kingdom Intellectual Property Office
US United States
USPTO United States Patent and Trademark Office
WIPO World Intellectual Property Organization
WWW World Wide Web Consortium
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