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a b s t r a c t

In a collaboration environment, it is a challenge how to effectively share the information needed for col-
laboration while protecting other confidential information in a product assembly model. In this paper, an
innovative encryption approach for assembly models to support collaboration is presented. This approach
is content based encryption and effective for the secure sharing of feature-based assembly models. In the
approach, a classification algorithm for features in an assembly model to be shared or protected during
collaboration has been first developed. An encryption algorithm for a feature has been then designed to
ensure the parameterization, topological and geometrical validity, and self-adaptability of the encrypted
feature. An algorithm for parts with multiple encryption features has been developed. Based on the above
algorithms, parts are finally assembled and the geometry and topology of the assembling structure are
kept un-changed to enhance collaborators’ interoperability. The characteristics and innovations of the
approach include: (1) the approach is feature based, integrative into the main-stream commercial
Computer Aided Design (CAD) systems, and flexible to meet various users’ needs for encrypting features
selected by users during collaboration, (2) in the approach, the topological and geometrical validity of an
assembly model after encryption is maintained to ensure effective collaboration on the assembly, and (3)
the approach is parametrically controlled through adjusting position and size parameters so as to ensure
the user friendliness of using the approach. A case study with complex geometries and assembly struc-
tures has been used to validate the effectiveness and robustness of the approach in industrial applications.

� 2016 Elsevier Ltd. All rights reserved.

1. Introduction

Product development enterprises consider their product models
as core intellectual properties [1,2]. In order to support collabora-
tive product development effectively, flexible encryption
approaches on product models (e.g., Computer Aided Design
(CAD) models) are imperative to ensure effective information shar-
ing for collaboration as well as protection of other private informa-
tion in the models [3,4].

An assembly contains critical assembly structure information
and the parts in it contain abundant design features, design proce-
dure and feature parameters. However, the related security
research on assemblies has focused on the part level. It is still far
away from meeting industrial requirements [5]. To protect the
assemblies as well as supporting the flexibly sharing and collabo-
ration in a network based manufacturing environment, an innova-
tive encryption approach for product assembly models is
presented in this paper. The innovations of the approach include:

(1) The approach is feature based and can be integrated to
main-stream feature based CAD systems that have been
widely used in industries. Through the feature based encryp-
tion mechanism for an assembly model, users’ needs of
encrypting selected features will be met, and the assembly
features and structure will be maintained to facilitate
collaboration;

(2) The approach is based on the geometrical deformation of
features. By maintaining assembly features while deforming
other selected features in an assembly model, the validity of
the structure in the assembly model is ensured while other
features to be protected by geometrical deformation;

(3) The approach is designed based on a parametrically con-
trolled mechanism to enhance user friendliness. Geometrical
deformation for encrypting features in an assembly model is
controllable by users through adjusting position and size
parameters defined in the parametric mechanism of the
encryption approach.

The remainder of this paper is organized as follows. In Section 2,
related research work is surveyed. Section 3 introduces the details
of the encryption approach for assembly models. A case study to
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validate the approach is given in Section 4. Finally, conclusions are
given in Section 5.

2. Related work

In the past years, a number of related research projects have
been conducted. The research can be classified as three categories
[6] - (1) collaboration access control, (2) simplification of product
models for collaboration, and (3) feature-based product model
encryption. The related work are summarized below:

Collaboration access control has been widely used for data
security in a network environment. Mechanisms were designed
to authorize users to access the shared data. In early times, generic
access control methods were used for protecting product models
during collaboration [7–11]. Later on, in consideration of the com-
plexity of design data, some dedicated access control methods
were developed, such as access control based CAD architecture
[12], ADOSX system that can handle CPD (collaborative product
development) between two enterprises by Stevens [13], a secure
access control mechanism for 3D models [14], and a security
approach for a distributed product data management system
[15]. Moreover, taking account of the frequent sharing of design
data, sharing space based access control methods were developed,
in which a secure sharing space was designed [16–18]. Moreover,
for further improving model security during collaboration, access
control mechanisms were reinforced by introducing digital signa-
ture or watermark mechanisms for product model protection
[19–22]. Generally speaking, although different access levels for
the models can be defined, the protecting granularity is not small
enough and the confidential information of every access level can-
not be arranged flexibly by the model owner. As such, the devel-
oped methods on product models are still not flexible enough to
support collaboration.

In order to protect the private information of product models
during collaboration, methods for simplification of product models
(e.g., as different Level Of Details (LODs)) were developed. Cera
proposed a LOD based access control method for CAD models
[23,24]. Chu developed a mechanism for sharing of LOD CAD mod-
els for product collaboration [25,26]. Li proposed a matrix-based
modularization approach for CAD models [27]. The above
approaches are mainly aimed at part models. To support assembly
based collaboration, some research work focus on the mechanism
of simplifying assemblies. In the simplification process of assembly

models, internal parts and features that are not visible from out-
side are the first to be removed. Kanai and Yu detected invisible
features by pre-rendering the models from multiple view direc-
tions [28,29]. Han proposed an approach to automatically create
a simplified assembly models with the desired LOD value [30,31].
The simplification methods were mainly designed for the purpose
of efficient model sharing via the Internet with limited bandwidth
to support collaboration. The levels of details cannot be designated
by the model owner. As such, users’ collaboration requirements on
secure sharing of assemblies could not be addressed effectively.

Encryption research was conducted to protect CADmodels. Spe-
cial encryption of for 3D models was proposed [32]. However, the
developed encryption methods are not feature based, which are
not easily integrated with the main-stream CAD systems used in
industries and inflexible to operate during collaboration.

The authors of this paper have actively developed related
research in recent years. The feature based encryption methods
developed by the authors have provided flexible mechanisms for
users to select features for encryption, and the encryption process
on features can be controlled by users in a parametric means
[33,34]. On the other hand, collaboration is usually carried out in
an assembly level, while the related research conducted on the fea-
ture level has limited the effectiveness of the methods in
applications.

3. Encryption approach for assembly models

A collaboration application scenario for encrypting an assembly
model is illustrated in Fig. 1. For instance, there are two collabora-
tors to work on an assembly model. Part 1 and Part 2 are designed
by Collaborator 1 as a sub-assem_1, to be assembled with Part 3
designed by Collaborator 2 as an assembly model. During collabo-
ration, assembly features and associate features are kept the same
to indicate the assembly relationships while other features are
encrypted for design information protection.

The encryption process of the approach is depicted in Fig. 2. The
approach is implemented through the following three algorithms:

(1) Classification algorithm for assembly features, dependent
features and encrypted features - In order to satisfy assem-
bly constraints, assembly relations and related features
should be maintained after the encryption of other features
and the parts. A classification algorithm is developed for

Fig. 1. The collaboration scenario for encrypting an assembly model.
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