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Abstract—In this paper, we investigate the cooperation issue via
spectrum sharing when employing physical layer security concept
into the Device-to-Device (D2D) communications underlaying
cellular networks. First, we derive the optimal joint power control
solutions of the cellular communication links and D2D pairs in
terms of the secrecy capacity under a simple cooperation case and
further propose a secrecy-based access control scheme with best
D2D pair selection mechanism. Then, we consider a more general
case that multiple D2D pairs can access the same resource block
(RB) and one D2D pair is also permitted to access multiple RBs,
and provide a novel cooperation mechanism in the investigated
network. Furthermore, we formulate the provided cooperation
mechanism among cellular communication links and D2D pairs
as a coalitional game. Then, based on a newly defined Max-
Coalition order in the constructed game, we further propose a
merge-and-split based coalition formation algorithm for cellular
communication links and D2D pairs to achieve efficient and
effective cooperation, leading to improved system secrecy rate
and social welfare. Simulation results indicate the efficiency of the
proposed secrecy-based access control scheme and the proposed
merge-and-split based coalition formation algorithm.

I. INTRODUCTION

The increasing data rate demand for local area services and
dramatically increased spectrum congestion have motivated
research efforts for improving spectral efficiency in cellular
networks. D2D communication [1], [2], which behaves as
an underlay to cellular networks, can achieve cellular con-
trolled short-range direct data transmission for local area
services by reusing the cellular resources. In recent years, D2D
communication employed in cellular networks has become
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a hot research topic in both academia and industry due to
its advantages in improving resource utilization, enhancing
cell capacity, increasing energy efficiency, and decreasing
transmission delay among local users [3].

One of the most important issues in D2D communication
is the interference problem caused by the resource sharing
between the D2D communications and cellular communica-
tions. Thus, most literature on D2D communication focus on
interference management [4]–[6] and resource allocation [7]–
[9] to investigate how to enable the most potential benefits of
D2D communications in cellular networks. In these works,
interference caused by resource sharing is regarded as a
harmful effect that needs to be eliminated or mitigated via
various methods. However, most recently, some works [10]–
[12] have proposed to utilize this interference to enhance the
secrecy performance when introducing physical layer security
issue into D2D communications underlaying cellular scenario.

The basic idea of physical layer security is to exploit the
physical characteristics of wireless channels to provide secure
communications. This line of work was pioneered by Wyner
[13], who introduced the wiretap channel and the secrecy
capacity, and showed that when the wiretap channel is a
degraded version of the main channel, the two legitimate users
can exchange secure messages at a non-zero rate without
relying on a private key. In follow-up work [14], Wyner’s
result was generalized to a nondegraded discrete memoryless
broadcast channel with common messages sent to both the
receivers and confidential messages sent to only one of the
receivers. In [15], the secrecy capacity of Gaussian wiretap
channel was studied, and in [16], the secrecy capacity of quasi-
static fading channel was investigated in terms of the outage
probability. Note that the secrecy capacity is defined as the
maximum achievable rate with perfect secrecy [15]. In recent
works, cooperative relaying and cooperative jamming [17],
[18] have been regarded as two promising means to effectively
improve the secrecy capacity in a cooperative manner.

Back to the physical layer security issue in D2D commu-
nications underlaying cellular scenario, when we focus on the
secrecy performance of cellular communication links, D2D
pairs in the cellular network can act as friendly jammers
[19]–[21] to provide efficient jamming service via spectrum
sharing. In [10], the authors for the first time introduced
D2D communications into the secrecy performance of the
cellular communication as interference against eavesdropping
and derived the optimal transmission power of the D2D pair
in terms of secrecy outage probability. In [11], the authors
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utilized a weighted bipartite graph to formulate the one-to-
one pairing and resource allocation problem between cellular
users and D2D pairs with respect to the secrecy concern of
cellular users. In [12], the authors derived the secrecy outage
probability for the D2D and cellular system in the presence
of a multi-antenna eavesdropper. Although physical layer
security issue in D2D communications underlaying cellular
networks has been investigated in some existing works, the
investigated interference scenario in all these related works
(as in [10]–[12]) is only a simple one, in which on one
resource block (RB), at most one D2D pair can access it to
help improve the secrecy performance of the corresponding
cellular communication link and one D2D pair cannot access
multiple RBs.

In this paper, we investigate the physical layer security
issue in D2D communications underlaying cellular networks
from a cooperation perspective. We formulate this cooperation
as a coalition formation game which can achieve efficient
and effective cooperation among cellular communication links
and D2D pairs to both sides’ benefits. Besides, different
from previous related works, we consider a more general
interference scenario that multiple D2D pairs can access the
same RB and one D2D pair is also permitted to access multiple
RBs. The main contributions of this paper can be summarized
as follows.

1. We first derive the optimal power control solutions for
the cellular communication links and D2D pairs to maxi-
mize the secrecy capacity performance of the investigated
cellular communication under a simple cooperation case
and further propose a secrecy-based access control scheme
with best D2D pair selection mechanism. Note that this
derivation is under the same interference channel model
assumption as that in [10]. Although [10] also obtained the
optimal transmission power of D2D communications, our
work differs with [10] from at least two aspects: 1) The
power control solution we obtain is a joint consideration
of the transmission power of both cellular communication
links and D2D pairs in different channel conditions, while
[10] only considered the transmission power of D2D pairs;
2) the optimization objective is the secrecy capacity in our
work, while [10] focused on the secrecy outage probability.

2. We provide a novel cooperation mechanism to investigate
the physical layer security problem in the D2D commu-
nications underlaying cellular network. Cooperation via
spectrum sharing among cellular communication links and
D2D pairs can yield mutual benefits in the presence of an
eavesdropper. When information secrecy is a concern, cel-
lular communication links may benefit from simultaneous
transmissions of D2D pairs via spectrum sharing to increase
the secrecy capacity, while D2D pairs can also benefit from
spectrum sharing permission to transmit their individual
data. Also different from the existing related works, in
our proposed cooperation mechanism, D2D pairs have its
own utilities to pursue and they are positive partners rather
than “selected” or “matched” candidates as in [10], [11].
This cooperation mechanism is beneficial for improving the
social welfare defined as the sum of the secrecy capacity
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Fig. 1. System model for D2D communication underlaying uplink cellular
network in the presence of an eavesdropper.

of cellular communication links and the transmission rate
of D2D pairs.

3. Considering a more general case that multiple D2D pairs
can access the same RB and one D2D pair is also permitted
to access multiple RBs, we formulate the win-win cooper-
ation mechanism among cellular communication links and
D2D pairs as a coalitional game with transferable utili-
ty (TU) [33]. Different from the conventional coalitional
game, the constructed game is further divided into several
sub-games, each addressing the cooperation process of one
specific RB. Each player can only participate in one sub-
game at a time but can make a decision to change its iden-
tify and join in another sub-game next round. These sub-
games can process the cooperation process simultaneously
and in a distributed manner.

4. Based on a newly defined Max-Coalition order in the con-
structed game, we further propose a merge-and-split based
coalition formation algorithm for cellular communication
links and D2D pairs to achieve efficient and effective
cooperation, leading to both improved system secrecy rate
and social welfare.
The remainder of this paper is organized as follows. In

Section II, system model is described and the cooperation
problem is formulated. In Section III, we derive the optimal
power control solutions of the cellular communication links
and D2D pairs to maximize the secrecy capacity performance
and further propose a secrecy-based access control scheme. In
Section IV, we first provide a novel cooperation mechanism
and formulate it as a coalitional game. Then, we propose a
merge-and-split based coalition formation algorithm. Simula-
tion results and analysis are provided in Section V and the
conclusions are given in Section VI.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Description

As illustrated in Fig. 1, we consider an uplink transmis-
sion scenario in a D2D communications underlaying cellular
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