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IT development brings with it both risks and rewards, and managers must decide whether or not to stay averse to the risk, or
Risks whether to embrace it in order to achieve the potential rewards. This study explores some of the risks and
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rewards that integrating Information Technology into a corporation can produce. In this study, a research
method that is mainly based on a review of the scientific literature was employed. The final contribution of this

study lies in the fact that it identifies and articulates the most important risks and opportunities that must be
evaluated carefully and extensively by decision makers before making large-scale IT investment decisions.

1. Introduction

Today's competitive business market requires businesses to under-
stand the risks and rewards of technology especially Information
Technology (IT) development and implementation. IT can help a
business improve its efficiencies and increase profits. One would agree
that various industries require constant IT development to remain
competitive and succeed in the growing marketplace. However, com-
panies that engage in large-scale spending must also realize the rewards
and risks that come with it. The risks and rewards of IT development
must be evaluated extensively by decision makers.

IT departments have seen a large growth in corporations of all sizes
over the past several decades. Companies have upgraded from punch
cards, to interactive terminals, and finally to personal computing. Each
step along the way has allowed the companies to continue to grow into
new markets, produce better products and services, and to reduce the
costs involved with creating those products and services. These ad-
vancements have not come without risks. The risks that companies face
include but are not limited to a reliance on technology, the expense of
the products and the high fixed costs, the security liabilities that are
created, and the need for more skilled workers. However, integrating IT
into a company can generate certain benefits such as the ease of scal-
ability, minimal variable costs, the ability to enter into the global
market, and the opportunities that can be offered to employees.

While new technology especially IT development is at the top of the
agenda in many boardrooms, various decision makers are facing major
questions on what the risks and rewards of IT development and im-
plementation are. One question managers must ask is, “How much IT
should the company develop and pursue until the reward overcomes
the risk?” It is a critical question to address that involves a number of
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factors that go into the decision. Overinvestment or underinvestment
can have a drastic effect on the future and success of the business.
Spending too much on IT can result in lower profits and useless complex
information systems. Not spending enough can result in operational
inefficiencies and possible security breaches.

This study explores various risks and opportunities that integrating
IT into a firm can produce. Although the literature on IT alludes to
numerous references pertaining to the benefits of IT, this study makes
an attempt to also point out some risks/costs that may come with in-
corporating IT into a firm. The long range significance of this work is
that it provides decision makers with a set of guidelines, ideas, and
insights that may be employed when evaluating and comparing IT in-
vestment options. Accordingly, the final contribution of this study lies
in the fact that it identifies and articulates the most important risks and
opportunities that must be evaluated carefully and extensively by de-
cision makers before making large-scale IT investment decisions. This
study also performs text analytics on the IT risks and rewards literature
to examine the patterns and trends within the literature.

2. Literature review

Investments decisions about IT implementation may have drastic
effects on such factors as products, employees, and consumers. Further,
managers must evaluate their financial situation when making the de-
cision to invest in IT. A company must evaluate various factors when
addressing IT development and decide whether the reward will out-
weigh the risks. For instance, IT managers should consider key factors
such as senior management support, adequate planning, key users' in-
volvement, requirements' management, monitor and control of project
execution, and development team management [1]. Once a particular
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product has been identified to be developed, IT managers then may
consider additional factors such as various technical features, price,
customization requirements, and the costs of switching to an alternative
product, and the fit and compatibility with other products [2]. While a
number of risks are involved with IT development, a particular com-
pany may also realize numerous rewards for investing in the appro-
priate IT.

While the literature on IT includes frequent references to the ben-
efits associated with developing and implementing IT in an organiza-
tion, researchers and practitioners have been debating about how IT
contributes to organizational performance. As pointed out by Ref. [3];
whether the IT revolution was paying off in higher productivity has
been debated for many years.

Lucas [4] argues that studies in the 1980s found no connection
between IT investments and productivity in the U.S. economy, a si-
tuation referred to as the productivity paradox [5] make a similar ob-
servation and suggest that a great deal of controversy exists about the
impact of IT on firm performance. Hitt and Brynjolfsson [6] concur and
argue that firms have been uncertain about the business value of IT.
Brynjolfsson and Yang [7] claim the relationship between IT and pro-
ductivity has become a source of debate. In the 1980s and early 1990s,
empirical research on IT productivity generally did not identify sig-
nificant productivity improvements. As summarized by Ref. [8]; IT
platforms in most organizations are not able to deliver the goods for
corporate rebirth, and firms should avoid the fallacy that IT investments
are directly responsible for enhancing firm performance [9,10]. Finally,
a study conducted by Tarafdar et al. [76], finds that the very qualities
that make IT useful may also undermine employee productivity, in-
novation and well-being and induce technology stress, technology ad-
diction and IT misuse in the workplace.

Although there has been uncertainty about how IT contributes to
organizational performance, numerous studies, however, have found a
strong positive correlation between investments in IT and organiza-
tional performance. For instance [11], and [12] suggest strong firm
performance is significantly and consistently associated with heavy use
of transactional IT platforms [12] further suggests that there is a strong
relationship between firm performance and strategic IT investment.
Brynjolfsson and Hitt [13] present some evidence to prove that IT has
become a productive investment for a large cross-section of firms.
Studies by Ref. [6]; and [14] indicate that IT has increased productivity,
the market value of the firm, and created substantial value for con-
sumers. A similar study carried out by Ref. [15] shows that some firms
have gained significant advantages by using IT. In their study [16],
show how IT is the key enabler of many of today's key innovations and
improvements in our lives and society.

IT has evolved from its traditional orientation of administrative
support toward a more strategic role within an organization [17], and
has been widely applied across many economic sectors in order to in-
crease competitiveness and reduce costs [18]. A study by Ref. [19]
indicates that firms with high IT capability outperform firms on a
variety of profit and cost-based performance measures. A similar study
by Ref. [20] suggests that effective and efficient use of IT is a key factor
differentiating successful firms from less successful counterparts. San-
thanam and Hartono [21] agree and argue that firms with superior IT
capability indeed exhibit superior current and sustained firm perfor-
mance when compared to average industry performance. Stiroh [22]
finds that virtually all of the aggregate productivity acceleration can be
traced to the industries that either produce IT or use IT most in-
tensively.

A key issue that needs to be addressed is how to capture benefits and
assess investments in IT [23] argues that IT can provide significant
benefits, but in many cases these benefits are not captured by the firm
that made the investment [24] claims individual benefits occur first,
while improvements in organizational effectiveness develop over a
longer period of time. A study carried out by Ref. [25] posits that the
driver of IT impact is not the investment in the technology, but the
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actual usage of the technology. Melville et al. [26] argue that IT is
valuable, but the extent and dimensions are dependent upon internal
and external factors [27] draws a similar conclusion and claims that the
risks and awards afforded by IT may depend on how it's used.

A number of studies explored the link between IT and a few macro
level economic indicators and key areas. For instance [28], argue that
IT has a positive impact on productivity, employment, creates more
efficient markets, allows to produce higher quality goods and services,
and innovate new products and services. Stiroh [22] examines the link
between investments in IT and the U.S. productivity revival in the late
1990s. The study shows that the most IT-intensive industries experi-
enced significantly larger productivity gains than other industries. The
very same study demonstrates that a wide variety of econometric tests
show a strong correlation between IT capital accumulation and labor
productivity. Atkinson and McKay [28] further found that the in-
tegration of IT into the economy and society created a digitally-enabled
economy that was responsible for generating growth and prosperity. A
study by Ref. [16] shows that in the new global economy IT is the major
driver of both economic growth and improved quality of life.

IT has also played other important roles in firms. For instance [29],
report that “two newer tools-IT and business process redesign-have the
potential to transform businesses.” Similarly [30], states IT has re-
volutionized the management of contemporary organizations and in-
troduced a paradigm shift in the way businesses operate. Atkinson and
Castro [16] observe a similar transformation and maintain that IT, since
the mid-1990s, has been the principal driver of increased economic
growth not only in the United States but also in many other nations.

Several studies examined the impact of IT on firms using non-fi-
nancial measures. For instance [31], argue companies invest IT to ob-
tain or even sustain a competitive advantage in their respective mar-
ketplaces. Dewett and Jones [32] assert that IT plays an important role
in moderating the relationship between organizational characteristics
and the most strategic outcomes, organizational efficiency and in-
novation. Sambamurthy et al. [33] focus on how IT capabilities influ-
ence firm performance through three significant organizational cap-
abilities: agility, digital options, and entrepreneurial alertness. In
addition, IT is also at the core of dramatic improvements in the quality
of life for individuals around the world [16], has made substantial
improvement in patient safety [34], and revolutionized the manage-
ment of contemporary organizations and introduced a paradigm shift in
the way businesses operate [30].

Along with the risks and rewards afforded by IT, a number of studies
investigated some external factors that affect investments in IT and why
large-scale IT projects fail. For instance, a study by Ref. [35] examines
the impact of market structure on investment in the large scale mobile
industry. Desouza and Smith [75] suggest even though managers and
leaders are familiar with past failures, they still continue investment in
IT projects while failing to understand the causes of failures [36]
maintains that large scale IT projects fail due to common problems
related to system design and implementation, project management and
governance, and contract management.

The risks of investing in IT can also be affected by poor economic
conditions. In general, companies will invest so much on technology,
but when the economy is downgraded, they scramble for an increased
cash flow. Right before the financial crisis of 2008, a reputable fore-
casting company, Forrester, downgraded its previous estimate of a
growth saying, “Information-technology spending is now expected to
grow by 6.1 percent next year, down from the firm's prior forecast of a
9.4 percent increase.” [37]. As important as technology is, some com-
panies are not risking as much profits to spend on IT.

The above studies suggest that while some studies have reported
positive impacts of IT, others have found no impacts (see Table 1). In
terms of their conclusions, the above studies can also be classified as
those that conclude that investments in IT add no business value and
those that report that investments in IT do have a positive impact on
firm performance and profitability. Table 2 summarizes a sample of
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