
 

Accepted Manuscript

An Ecosystem for Anomaly Detection and Mitigation in
Software-defined Networking

Luiz Fernando Carvalho, Taufik Abrão, Leonardo de Souza Mendes,
Mario Lemes ProençaJr.

PII: S0957-4174(18)30172-6
DOI: 10.1016/j.eswa.2018.03.027
Reference: ESWA 11874

To appear in: Expert Systems With Applications

Received date: 24 November 2017
Revised date: 11 February 2018
Accepted date: 14 March 2018

Please cite this article as: Luiz Fernando Carvalho, Taufik Abrão, Leonardo de Souza Mendes,
Mario Lemes ProençaJr., An Ecosystem for Anomaly Detection and Mitigation in Software-defined
Networking, Expert Systems With Applications (2018), doi: 10.1016/j.eswa.2018.03.027

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.

https://doi.org/10.1016/j.eswa.2018.03.027
https://doi.org/10.1016/j.eswa.2018.03.027


ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

Highlights

• Ecosystem for anomaly detection and mitigation in Software-defined Net-

working.

• Traffic profiling and anomaly detection tasks operate autonomously.

• The system employs a multi-feature analysis to profile the normal traffic

usage.

• Mitigation policy is chosen according to the recognized anomalies.

• Our system outstanding in terms of accuracy and low false-positive rate.
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