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Abstract

With the development of Internet technology, the volume of data is increas-

ing tremendously. To tackle with large-scale data, more and more applications

choose to enlarge the storage capacity of users’ terminals with the help of cloud

platforms. Before storing data to an untrusted cloud server, some measures

should be adopted to guarantee the data security. However, the communication

overhead will increase dramatically when users transmit files encrypted by a

traditional encryption scheme. In this paper, we address the above problems by

proposing a blockchain-based security architecture for distributed cloud stor-

age, where users can divide their own files into encrypted data chunks, and

upload those data chunks randomly into the P2P network nodes that provide

free storage capacity. We customize a genetic algorithm to solve the file block

replica placement problem between multiple users and multiple data centers in

the distributed cloud storage environment. Numerical results show that the

proposed architecture outperforms the traditional cloud storage architectures

in terms of file security and network transmission delay. On average, the file

loss rate based on the simulation assumptions utilized in this paper is close to

0% on our architecture while it’s nearly 100% and 71.66% on the architecture

with single data center and the distributed architecture using genetic algorithm.

∗Corresponding author
Email address: asjgwucn@outlook.com (Jigang Wu)

Preprint submitted to Information Sciences July 6, 2018



Download English Version:

https://daneshyari.com/en/article/6856185

Download Persian Version:

https://daneshyari.com/article/6856185

Daneshyari.com

https://daneshyari.com/en/article/6856185
https://daneshyari.com/article/6856185
https://daneshyari.com

