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1. Introduction

A (t + 1, n)-threshold secret sharing scheme (t + 1, n)-threshold scheme, for short) is a method of partitioning a secret
among n users by providing each user with a share of the secret such that any t + 1 users can uniquely reconstruct the
secret by pulling together their shares. If less than t + 1 shares give no information about the secret, from an information
theoretic point of view, then the scheme is called perfect. In addition to this, if the share spaces have the same dimension
with the secret space, the scheme is called ideal.

One of the techniques to construct threshold schemes is based on the Chinese remainder theorem (CRT) [1,2,6-10]. The
main idea is to use sequences of pairwise co-prime positive integers with special properties. The shares are obtained by
dividing the secret or a secret-dependent quantity by the numbers in the sequence and collecting the remainders.

The CRT-based threshold schemes proposed so far are neither perfect nor ideal. However, they offer some security degree
and, in order to study it, Quisquater et al. [9] have introduced the concepts of asymptotic perfectness and asymptotic idealness.
They also proved that the threshold scheme in [6] is asymptotically ideal (and, therefore, asymptotically perfect) provided
that it uses sequences of consecutive primes and the secret is uniformly chosen from the secret space. This result was later
improved in [2] by showing that the asymptotic idealness of this scheme is achieved for a subclass of compact sequences of
co-primes [2]. Compact sequences of co-primes capture very well the idea of sequence of numbers of the “same magnitude”,
and they are much denser than sequences of consecutive primes [2]. Moreover, [2] studies the security of the Asmuth-Bloom
threshold scheme [1] and also proposes some asymptotically perfect and ideal variants of it. Another variant of the Asmuth-
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Bloom threshold scheme was proposed in [7] which provides better security than the original Asmuth-Bloom threshold
scheme.

This paper comes to complete a series of recent results regarding the security of the CRT-based threshold schemes
[2,9,10]. The main result of the paper is a necessary and sufficient characterization of the security of the Asmuth-Bloom
threshold scheme (Theorem 1). More precisely, we show that this scheme is asymptotically ideal with respect to the uni-
form distribution on the secret space if and only of it is based on 1-compact sequences of co-primes [10]. This result is
important from two points of view: first, it closes completely the security problem of the Asmuth-Bloom threshold scheme,
and secondly it emphasizes the importance of 1-compact sequences of co-primes in studying the security of the CRT-based
secret sharing schemes. Apart from the above main result, our paper makes a comprehensive analysis of the Asmuth-Bloom
threshold scheme variants proposed so far, clarifying and discussing the security properties achieved by each of them.

The rest of the paper is organized as follows. The second section discusses the variants of the Asmuth-Bloom threshold
scheme met in the literature. The basic security properties a CRT-based threshold scheme should fulfill are recalled in the
third section. Moreover, an important result regarding the loss of entropy in a threshold scheme is also obtained. The fourth
section establishes our main result regarding the security of the Asmuth-Bloom threshold scheme, while the fifth section
clarifies the security of some variant of the Asmuth-Bloom threshold scheme. We conclude in Section 6.

2. The Asmuth-Bloom secret sharing scheme and variations

To facilitate the following description, we first fix the notation and terminology we use. The set of integers is denoted by
7. A positive integer a> 1 is a prime number if the only positive divisors of it are 1 and a. Given two integers a and b, the
notation (a, b) stands for the greatest common divisor of a and b. The integers a and b are called co-prime if (a,b) =1, and
they are called congruent modulo n, denoted a = b mod n, if n divides a — b (n is an integer too). The notation a=b mod n
means that a is the remainder of the integer division of b by n. The set of all congruence classes modulo n is denoted Z.

The Chinese remainder theorem (CRT) [4] states that, given a finite non-empty set I of positive integers and the integers
b; and m; for all i eI, the system of congruences

X = bymod m;, iel (1)

has a unique solution modulo [T;¢;m;, provided that m; and m; are co-prime for any i, jeI with i # j.

One of the main applications of CRT in cryptography is the design of threshold schemes [1,5,6,8]. In this paper we will
focus on the threshold scheme in [1] and some of its variants [2,7]. As all of them are based on sequences of positive
integers with special properties, we begin with a few notations and definitions regarding them.

A sequence of co-primes is a sequence myg, my,..., M, of pairwise co-prime strictly positive integers, where n>1. The
length of this sequence is n + 1.

An Asmuth-Bloom (t + 1, n)-threshold sequence of co-primes, where t and n are two integers with 0 <t +1 <n, is a se-
quence of co-primes mg, my, ..., my which satisfies the following properties:

« Mg <My <+ <My
« T4 m; > mg [T.24 my_; (this is called the Asmuth-Bloom constraint).

Let t and n be integers with 0 <t + 1 < n. The Asmuth-Bloom (t + 1, n)-threshold scheme [1] is defined as follows:

(1) parameter setup: consider mg, mq, ..., my an Asmuth-Bloom (t + 1, n)-threshold sequence of co-primes. The integers
t,n, mg, my, ..., my are public parameters;
(2) secret and share spaces: define the secret space as Zpm, and the share space of the ith participant as Zp,, for all
1<i<n;
(3) se;crft sharing: given a secret s in the share space, randomly generate an integer r>0 such that 0 <s’ =s+rmg <
+

i=1 m;. Then, distribute s to the participants by computing s; = s’ mod m; for all 1<i<n (s; is the share of the ith
participant, known only by him);
(4) secret reconstruction: any t + 1 distinct shares s;,, ..., Si,,, can uniquely reconstruct the secret s by computing first the

t+1

unique solution modulo ]'[F] m, of the system

x =s,modm, 1<j<t+1

and then reducing it modulo my.

The ratio |Zm,|/|Zm,| is referred to as the information rate of the ith participant, for any 1<i<n.

For the sake of simplicity, we will use the terminology “Asmuth-Bloom sequence of co-primes” (“Asmuth-Bloom thresh-
old scheme”) instead of “Asmuth-Bloom (t + 1, n)-threshold sequence of co-primes” (“Asmuth-Bloom (t + 1, n)-threshold
scheme”) whenever it is not important to mention t and n.

In order to obtain better security properties of the Asmuth-Bloom threshold scheme, several variants of it were proposed
(details about their security will be given at the end of Section 3.1):
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