
 

Accepted Manuscript

Forward-Secure ID based Digital Signature Scheme with
Forward-Secure Private Key Generator

Hyunok Oh, Jihye Kim, Ji Sun Shin

PII: S0020-0255(16)32010-2
DOI: 10.1016/j.ins.2018.04.049
Reference: INS 13592

To appear in: Information Sciences

Received date: 14 December 2016
Revised date: 28 March 2018
Accepted date: 14 April 2018

Please cite this article as: Hyunok Oh, Jihye Kim, Ji Sun Shin, Forward-Secure ID based Digital
Signature Scheme with Forward-Secure Private Key Generator, Information Sciences (2018), doi:
10.1016/j.ins.2018.04.049

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.

https://doi.org/10.1016/j.ins.2018.04.049
https://doi.org/10.1016/j.ins.2018.04.049


ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

Forward-Secure ID based Digital Signature Scheme
with Forward-Secure Private Key Generator

Hyunok Oh

Hanyang University, Seoul, Korea

Jihye Kim

Kookmin University, Seoul, Korea

Ji Sun Shin∗

Sejong University, Seoul, Korea

Abstract

In an identity based digital signature scheme, a private key generator (PKG)

uses its master secret key to issue a user private key to an ID. Thus, forward

secrecy of the system is not retained unless forward secrecy of the master secret

key is provided. However, current forward secure identity based digital signature

schemes only focus on forward secrecy of user private keys.

In this paper, we capture forward secrecy of both PKG’s master secret and

user private keys, and formalize a new definition of “forward-secure ID based

signature schemes with forward-secure PKG”. Then, we design a scheme and

prove its security under the BDHI assumption in the standard model (without

random oracles).
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1. Introduction

Forward security of digital signatures limits the damage upon key exposure

by dividing the lifetime into several time periods and using a different key every

∗Corresponding author
Email address: jisun.shin@gmail.com (Ji Sun Shin)

Preprint submitted to Journal of LATEX Templates April 23, 2018



Download English Version:

https://daneshyari.com/en/article/6856374

Download Persian Version:

https://daneshyari.com/article/6856374

Daneshyari.com

https://daneshyari.com/en/article/6856374
https://daneshyari.com/article/6856374
https://daneshyari.com

