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Highlights

• Expressive search query patterns: The system supports versatile search

query patterns, such as the single/conjunctive keyword queries which are

the most common search queries in data retrieval, the equality and multi-

dimensional range queries which enable flexible numeric type data search,

the subset queries which determine whether an encrypted element belongs

to a specific set, and the boolean queries which support keyword search in

which the keywords are connected by boolean operators “AND-OR-NOT”.

• Ranked search: In our system, a data owner defines a weightage for each

keyword according to the keyword importance during data encryption.

To conduct keyword search over encrypted documents, a data user sets

different preference scores for the queried keywords and uses a trapdoor

generation algorithm to generate a query trapdoor. Upon receiving the

query trapdoor, the cloud server computes the relevance scores of the

search results in an encrypted form and returns the top-k results to the

data user.

• Flexible user authorization and revocation: The system allows a data

owner to delegate his search privileges to data users while without reveal-

ing his secret key. The privilege delegation is constrained by a predefined

time period and it expires automatically beyond the time period. The sys-

tem enables the data owner to revoke the delegation within the validity

time period in case a data user is found behaving maliciously.

• Multi-domain data retrieval: The system enables a data user to indepen-

dently generate a query trapdoor. Another advantage of the system is

that, upon authorization, a data user can conduct multi-domain search,

i.e., use a single query trapdoor to search over encrypted documents from

multiple data owners. On the contrary, in existing schemes in the liter-

ature, a data user has to generate n different trapdoors to search over

encrypted documents from n data owners.
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