Accepted Manuscript

Machine Learning Based Mobile Malware Detection Using Highly
Imbalanced Network Traffic

Zhenxiang Chen, Qiben Yan, Hongbo Han, Shanshan Wang,
Lizhi Peng, Lin Wang, Bo Yang

Pll:
DOI:
Reference:

To appear in:

Received date:

Revised date:

Accepted date:

Please cite this article as: Zhenxiang Chen, Qiben Yan, Hongbo Han, Shanshan Wang, Lizhi Peng,
Lin Wang, Bo Yang, Machine Learning Based Mobile Malware Detection Using Highly Imbalanced
Network Traffic, Information Sciences (2017), doi: 10.1016/j.ins.2017.04.044

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and

S0020-0255(17)30707-7
10.1016/j.ins.2017.04.044
INS 12865

Information Sciences

15 March 2016
8 April 2017
28 April 2017

all legal disclaimers that apply to the journal pertain.

ScienceDirect



http://dx.doi.org/10.1016/j.ins.2017.04.044
http://dx.doi.org/10.1016/j.ins.2017.04.044

Available online at www.sciencedirect.com

ScienceDirect INS

" 2
ELSEVIER Information Sciences 00 (2017) 1-22

www.elsevier.com/locate/procedia

Machine Learning Based Mobile Malware Detection Using
Highly Imbalanced Network Traffic

Zhenxiang Chen*®, Qiben Yan®*, Hongbo Han*", Shanshan Wang®?, Lizhi
Peng®®, Lin Wang®®, Bo Yang"*
“School of information science and engineering University of Jinan, Jinan 250022, China

Shandong Provincial Key Laboratory of Network Based Intelligent Computing, Jinan 250022, China
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Abstract

In recent years, the number and variety of malicious mobile apps have increased drastically, especially on Android plat-
form, which brings insurmountable challenges for malicious app detection. Researchers endeavor to discover the traces
of malicious apps using network traffic analysis. In this ‘study, we combine network traffic analysis with machine learn-
ing methods to identify malicious network behavior, and\eventually to detect malicious apps. However, most network
traffic generated by malicious apps is benign, while only:a.small portion of traffic is malicious, leading to an imbalanced
data problem when the traffic model skews towards modeling the benign traffic. To address this problem, we intro-
duce imbalanced classification methods, including the synthetic minority oversampling technique (SMOTE) + support
vector machine (SVM), SVM cost-sensitive (SVMCS), and C4.5 cost-sensitive (C4.5CS) methods. However, when the
imbalance rate reaches a certain threshold, the performance of common imbalanced classification algorithms degrades
significantly. To avoid performancedegradation, we propose to use the imbalanced data gravitation-based classification
(IDGC) algorithm to classify imbalanced data. Moreover, we develop a simplex imbalanced data gravitation classifi-
cation (S-IDGC) model to furtherreduce the time costs of IDGC without sacrificing the classification performance. In
addition, we propose a machine learning based comparative benchmark prototype system, which provides users with
substantial autonomy, such as multiple choices of the desired classifiers or traffic features. Using this prototype system,
users can compare the'detection performance of different classification algorithms on the same data set, as well as the
performance of a specific-classification algorithm on multiple data sets.
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IvuIntroduction

With the rapid growth of mobile networks, the number of mobile devices surges to a record high. How-
ever, mobile users still face serious threats from ransomware, spyware, malicious apps, and financial mal-
ware. Modern mobile devices are no longer confined to traditional communication services, and the pop-
ularity of apps related to e-commerce, personal payments, and social communication on mobile devices is
continuously increasing. Security issues in mobile devices, particularly app security on Android platforms,
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