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Encryption is one of the most straightforward methods for ensuring the confidentiality of
outsourced data on the cloud. However, encryption makes queries more difficult to per-
form. In recent years, new encryption schemes for facilitating queries have been proposed.
However, for these schemes, some cannot support the scenario of multiple users, some are
inefficient, and some are not sufficiently flexible (users must always ask the data owner for
the tokens that are used for searching ciphertexts on the cloud). In this paper, we propose
a scheme that supports efficient and flexible range search over ciphertexts in the scenario
of multiple users. In our scheme, we construct an Encrypted Interval Tree (EIT) as the in-
dex for ciphertexts. The data owner outsources the EIT and ciphertexts to the cloud, and
later distributes secret parameters (search keys, navigation paths and signatures) to users.
By utilizing these secret parameters, users can generate tokens for the queried ranges
without communication with the data owner and subsequently use the tokens to perform
range search over ciphertexts on the cloud. Moreover, the signature technique is adopted
in our scheme. Thus, the cloud can authenticate the identifiers of users and determine
the legality of tokens. In this paper, we implement our scheme and conduct extensive ex-
periments. The experimental results demonstrate the efficiency of our scheme. Finally, we
analyze the security of our scheme.

© 2017 Elsevier Inc. All rights reserved.

1. Introduction

Driven by lower cost, higher reliability, better performance and faster deployment, data and services have been increas-
ingly outsourced to the cloud [13,22]. However, outsourced data in a remote cloud are not under the direct control of data
owners; thus, privacy concern naturally becomes a primary barrier to the adoption of cloud computing [19,23]. To pro-
tect the privacy of outsourced data, encryption before outsourcing is regarded as one of the most straightforward methods.
However, conventional encryption schemes, such as block ciphers [11], do not directly support range queries without loss
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of privacy. In recent years, although new encryption schemes [2,3,5,9,10,12,14,17,20] have been proposed to facilitate range
queries, there still exist limitations.

In previous works [2,3], data are encrypted in an ordered manner. Thus, these methods can support efficient range search
over ciphertexts. However, the ordering information reveals the privacy of ciphertexts. Adversaries can precisely estimate
ciphertexts by exploiting the ordering information [7]. To reduce the leakage of ordering information, bucketization methods
[9,10,12,20] have been proposed. In the bucketization methods, data are partitioned into several buckets, and different data
in the same bucket are encrypted as a unit. In this way, the ordering information of ciphertexts in the same bucket can be
protected. Thus, adversaries cannot precisely estimate the ciphertexts in buckets. However, these bucketization schemes do
not support the scenario of multiple users. Namely, the only user in these schemes is the data owner himself/herself. This
drawback limits the adoption of bucketization schemes in cloud computing.

To support range search over ciphertexts in the scenario of multiple users, public-key-based schemes [5,14,17] are pro-
posed. However, compared with [2,3,9,10,12,20], these public-key-based schemes are very inefficient because they require
many complex calculations. Additionally, they are not flexible enough. We assume that a data owner has distributed a token
to a user u (the token is used to search the range [a, b], which indicates u’s search privilege), but now u only wants to search
the sub-range [c,d] ([c,d] c[a,b]). In this situation, u must ask the data owner for a new token for the queried range [c,d].
Thus, the data owner must frequently respond to the query requests from different users, check their privileges, and gener-
ate and distribute tokens to them. Consequently, the data owner needs a large amount of bandwidth and powerful devices
to perform these cumbersome tasks. This reduces the significance of the cloud, because data owners hope the powerful will
to do all the cumbersome tasks for them.

Considering the limitations of the above schemes, we propose a scheme that can support efficient logarithmic complexity
search over encrypted multi-dimensional data in the scenario of multiple users. Our scheme can protect the privacy of
outsourced data to a great extent, and adversaries cannot precisely estimate the ciphertexts on cloud. Moreover, our scheme
is very flexible: if a user maintains the secret parameters of a range [a, b], which indicates his/her search privilege, the user
himself/herself can generate a token for the range [c,d] ([c,d] c [a, b]) without communication with the data owner, and then
use the token to search ciphertexts on the cloud. Thus, our scheme alleviates the data owner’s workload of privilege check,
token generation and distribution, and reduces the bandwidth consumption between the data owner and users.

We summarize our approach in the following four aspects.

(1) A numeric column of a database table can be viewed as one dimension in a multi-dimensional coordinate system.
Thus, entries in the database table can be viewed as data points in the multi-dimensional coordinate system. To
protect the privacy of these data points, the data owner could encrypt them and then outsource the ciphertexts to the
cloud. To facilitate range search, data owner could build an index for these encrypted data points and then outsource
the index to the cloud. We refer to this index as the Encrypted Interval Tree (EIT). In EIT, (i) each node is associated
with a unique Multi-Dimensional Range (MDR); (ii) the MDR of the root covers all outsourced data points; (iii) the
MDR of an internal node is the union of the MDRs of its children; (iv) the MDR of a leaf node has the smallest size,
and encrypted data points that are covered by the MDR are stored under the leaf.

(2) The data owner can choose any secure encryption scheme to encrypt the outsourced data points. Thus, the security
of the encrypted data points only relies on the encryption scheme that has been chosen by the data owner. The data
owner can choose any secure encryption scheme that supports k-Nearest Neighbor (KNN) search over ciphertexts to
encrypt the MDRs of nodes in EIT.

(3) In the nodes of EIT, MDRs are encrypted using different encryption keys. According to the range that a user can search,

the data owner distributes secret parameters (navigation paths, signatures and search keys) to the user. According to

the structure of EIT, we design the one-way derivation for search keys: if a user has the secret parameters of MDR!,
the user can derive the search key for the range R (R c MDR). Then, the user can generate a token for R by utilizing
the navigation paths, signatures and search key of R. Finally, the user sends the token to the cloud to search the range

R.

After receiving the token from a user, the cloud authenticates the identifier of the user and checks the validity of the

token. If the token is legal, the cloud performs range search on EIT and returns the encrypted data points that are

covered by R to the user as the search results.

(4

~

The contributions of this paper are listed as follows:

(1) We propose Encrypted Interval Tree (EIT) as the index for the encrypted data on cloud.

(2) We propose two key derivation methods on EIT. If the data owner distributes the secret parameters of R to a user,
the user can derive the search key for any sub-range Q (Q cR) and then generate the token for Q. After receiving the
token from the user, the cloud can efficiently perform range search on EIT.

(3) We conduct extensive experiments. The experimental results show that our scheme has good performance on token
generation and range search. Finally, we analyze the security of our scheme.

The remainder of this paper is organized as follows. Section 2 discusses the related work. Section 3 presents the ar-
chitecture of our scheme and preliminaries. Section 4 presents the tasks that are performed by data owner, including the

1 MDR is the abbreviation for multi-dimensional range and MDR denotes a specific multi-dimensional range.
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