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in (n + m) variables can be obtained from known bent functions in n variables and highly
nonlinear functions in m variables. It is possible to obtain new (n + 15)-variable functions
with nonlinearity 2" 151 — 215-1/2 | 90 % 2" and new 12-variable 2-resilient functions
with nonlinearity 2000 and algebraic degree 8, which achieve optimal algebraic immunity.
Moreover, the modified construction can also be used as an iterative construction of a qua-
Resilient function druple of disjoint spectra plateaued functions. In addition, we present sufficient conditions
Bent function for a quadruple of disjoint spectra plateaued functions to have no nonzero linear structure.
High nonlinearity © 2014 Elsevier Inc. All rights reserved.

Keywords:
Boolean function

1. Introduction

Boolean functions play important roles in both conventional cryptography and error correcting codes [8]. Over the last
decades, Boolean functions satisfying some particular cryptographic criteria (such as high nonlinearity and high algebraic
immunity) have been studied [1,5,16,17,28,29,32,33].

In terms of constructions of Boolean functions, there are two kinds of constructions: primary constructions (designing
functions without using known ones) and secondary constructions (designing functions with using known ones). Certainly,
the constructions of resilient functions are no exception. The primary constructions mainly include Maiorana-McFarland’s
construction [1], its generalizations [5], Dobbertin’s construction [14], and other constructions [15,33]. Besides, secondary
constructions mainly include direct sum of functions [29], Siegenthaler’s construction [29], Tarannikov’s elementary con-
struction [30], indirect sum of functions [6] and constructions without extension of the number of variables [7]. Many highly
nonlinear functions can be constructed by using the above constructions. The constructions of plateaued functions (including
bent functions) also include primary constructions [13,14,34| and secondary constructions [11].

Parseval’s relation [22] implies that the nonlinearity of an n-variable function is less than or equal to 2""' — 24!, For n
even, there exist functions whose nonlinearity is equal to this upper bound. The corresponding functions are called bent
[27]. However, although many concrete constructions of bent functions [3,11] have been discovered, the general structure
of bent functions is still unclear. In particular a complete classification of bent functions seems hopeless today.
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In odd number of input variables n, the evaluation of the maximum nonlinearity of Boolean functions remains an open
problem. For n odd, the best known upper bound on the nonlinearities of n-variable Boolean functions is 2 LZ”’Z - 2%’2J [18],

where |n/2] denotes the largest integer smaller than or equal to n/2. It has been shown in [23] that it equals 2"! — 2'7
(which is also called bent-concatenation bound since it can be achieved by the concatenation of two bent functions in

n — 1 variables) when n = 1,3,5,7, and in [25,26], by Patterson and Wiedemann, that it is strictly larger than 2" — 27 if
n > 15 (see also [20]). More recently it has been proved in [19] that the best nonlinearity of Boolean functions in odd num-
bers of variables is strictly greater than the bent-concatenation bound for any n > 7. Additionally, balanced functions with
nonlinearity strictly greater than the bent-concatenation bound are also presented in [15] for n > 35. These results motivate
us to find more Boolean functions whose nonlinearities are strictly greater than the bent-concatenation bound.

In this paper, we modify a generalization of the indirect sum, which was introduced and used in [11] to construct bent
functions, for constructing Boolean functions with high nonlinearity. We study the relationships between the nonlinearities
of the constructed functions and those of the initial functions. Utilizing Theorem 3.2, it is possible to obtain (n + 15)-variable
functions with nonlinearity 2"15-1 — 2("15-1/2 | 50  2"2 from PW functions (Patterson and Wiedemann in [25] proposed
15-variable Boolean functions with nonlinearity 2'* — 27 4 20, which are called PW functions). Further, we can obtain new
12-variable 2-resilient functions with nonlinearity 2000 and algebraic degree 8, and which achieve optimal algebraic immu-
nity. These constructed functions are different with the functions constructed by the direct sum and the indirect sum con-
structions. We can also obtain a quadruple of disjoint spectra functions in n +m variables which are (n + 2|=2|)th-order
plateaued functions and have no nonzero linear structure. These constructed disjoint spectra plateaued functions can also
be used as the initial functions of Theorem 4.1.

The rest of the paper is organized as follows. Section 2 introduces cryptographic criteria relevant for Boolean functions. In
Section 3, we provide a generalization of the indirect sum construction for constructing highly nonlinear functions. In Sec-
tion 4, a quadruple of disjoint spectra plateaued functions is proposed. At last, some conclusions are given in Section 5.

2. Preliminaries

In the remainder of this paper, we denote the addition over the finite field F, by . Let F; be the n-dimensional vector
space over [F,, and B, be the set of all n-variable Boolean functions from [} to [,. A basic representation of a Boolean function
f(x1,...,%,) is by the output column of its truth-table, i.e., a binary string of length 2",

[f(0,...,0,0,0),....f(1,...,1,1,0).f(1,...,1,1,1)].

The Hamming weight wt (f) of a Boolean function f € B, is the weight of the above binary string. We say a Boolean function

fis balanced if its Hamming weight equals 2"~'. The Hamming distance d(f,g) between two Boolean functions f and g is the
Hamming weight of their difference f & g.

Any Boolean function has a unique representation as a multivariate polynomial over [F,, called the algebraic normal
form(ANF):

fox)= @ a]lx
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where a; € F,, and the terms [],_x; are called monomials. The aigebraic degree deg(f) of a Boolean function f equals the max-

imum degree of those monomials whose coefficients are nonzero in its ANF. A Boolean function is affine if it has algebraic

degree at most 1. The set of all n-variable affine functions is denoted by A,. An n-variable affine function with constant term 0

is a linear function, and can be represented as @ - X = w1X; @ ... ® WX, Where w = (w1,...,®,) € F3,X = (X1,...,Xn) € F5.
The nonlinearity of f € B, is its distance to the set of all n-variable affine functions, i.e.,

Nf = min d .
;= mir (f.8)
Boolean functions used in cryptographic systems must have high nonlinearity to withstand linear and fast correlation attacks

[2].
The Walsh transform of f € B, is the integer valued function over F} defined as

Wy(w) =y (-1,

xeF}
In terms of Walsh spectrum, the nonlinearity of f is given by

w1 1
Np=2""1- 5 Max|Wy(w)].

wekF}
Parseval’s equation [22] states that Z[,,e[Fg(Wf(w))2 = 2%" and implies that
Nf < 211—1 o 211/2—1.
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