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Monitoring the compliance of the execution of multi-party business processes is a complex and challeng-
ing task: each actor only has the visibility of the portion of the process under its direct control, and the
physical objects that belong to a party are often manipulated by other parties. Because of that, there is
no guarantee that the process will be executed — and the objects be manipulated — as previously agreed
by the parties.

The problem is usually addressed through a centralized monitoring entity that collects information,
sent by the involved parties, on when activities are executed and the artifacts are altered. This paper
aims to tackle the problem in a different and innovative way: it proposes a decentralized solution based
on the switch from control- to artifact-based monitoring, where the physical objects can monitor their
own conditions and the activities in which they participate.

To do so, the Internet of Things (IoT) paradigm is exploited by equipping physical objects with sensing
hardware and software, turning them into smart objects. To instruct these smart objects, an approach to
translate classical Business Process Model and Notation (BPMN) process models into a set of artifact-
centric process models, rendered in Extended-GSM (E-GSM) (our extension of the Guard-Stage-Milestone
(GSM) notation), is proposed.

The paper presents the approach, based on model-based transformation, demonstrates its soundness
and correctness, and introduces a prototype monitoring platform to assess and experiment the proposed
solution. A simple case study in the domain of advanced logistics is used throughout the paper to exem-

plify the different parts of the proposal.

© 2017 Published by Elsevier Ltd.

1. Introduction

Modern organizations are more and more required to be-
come open, reactive, and flexible entities able to satisfy the ever-
changing needs of their customers. This is why they are redesign-
ing their internal structures and business processes to increase dy-
namism and be open to cooperate with new organizations. Many
business processes — once internal to single organizations — now
cross the boundaries of single organizations and require the coor-
dination among different, potentially changing actors. This trans-
formation heavily impacts on how the process is executed. Orga-
nization no longer have full control on the whole process. Instead,
they control only the portion of that process that is assigned to
them. At the same time, the physical objects belonging to an or-
ganization can now be manipulated by the other actors, and the
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ownership of these objects can change while the process is per-
formed.

To ensure that organizations coordinate properly, and that phys-
ical objects are correctly handled, the correctness and compliance
of these distributed processes has to be monitored. In particu-
lar, the execution order and the successful execution of the ac-
tivities composing the process have to be checked. To automate
and keep track of business processes, organizations deploy Busi-
ness Process Management Systems (BPMSs). In fact, today’s BPMSs
include a monitoring module to oversee the execution of fully au-
tomated business processes that can be confined within a single
party. BPMSs also provide dashboards to inform the process owner
of the current status, bottlenecks, and possible alerts.

Unfortunately, when moving to multi-party processes, the BPMS
of each organization can only manage the activities under its con-
trol, but it has no jurisdiction on the activities carried out by the
other parties. Consequently, it can only monitor the process por-
tions carried out by the organization. This limitation is traditionally
addressed by federating the BPMSs, or by deploying a centralized
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one. However, these solutions lack flexibility, as whenever a new
party is introduced, leaves, or the process changes, the underlying
infrastructure must be heavily reconfigured.

When activities are automated, the BPMS is in charge of exe-
cuting them. Therefore, it exactly knows when such activities start
and when they finish, and which is their outcome. However, when
dealing with non-automated activities, a BPMS relies on human
operators to know about the outcome of such activities. As these
operators could forget to notify the events of interest, they could
make mistakes, or they could even intentionally postpone, fake, or
alter provided inputs, monitoring manual activities can be unreli-
able. This has an impact not only to the party in charge of execut-
ing these activities, but also to the other connected parties.

To overcome these issues, this paper proposes a novel approach
to autonomously and continuously monitor multi-party business
processes in a distributed way. To this aim, we move the monitor-
ing tasks directly onto the artifacts, i.e., the physical objects that
participate in the process, which are equipped with sensors and
computing devices, thus becoming “smart”.

By doing so, these smart objects can autonomously keep track
of all the activities in which they were involved, regardless of
the organization performing them. Additionally, smart objects can
track all the changes in their states, i.e., their conditions, through-
out the execution of the process. This way, a smart object can au-
tonomously monitor the compliance of the process it participates
in, as well as its own lifecycle, that is, the transitions from one
state to a new one that are expected to occur while the process
is executed. On this basis, the characterizing contributions of the
proposed solution are the following:

e We combine control-flow analysis, as defined using Business
Process Model and Notation (BPMN), and artifact-centric anal-
ysis, as defined using Extended-GSM (E-GSM), our extended
version of the Guard-Stage-Milestone (GSM) notation [1]. The
user starts defining the multi-party process in BPMN, a widely
known process modeling language. Then, for each artifact, E-
GSM models suited to monitor the process and the lifecycle
of the artifact are semi-automatically derived from the BPMN
model. The combination of these two perspectives allows one
to predicate on both executions and involved artifacts. If we say
that an execution is compliant if it evolves through the foreseen
control flow, and an artifact is compliant if it evolves according
to its lifecycle, our solution can distinguish among (i) compliant
executions that produce compliant artifacts, (ii) non-compliant
executions that lead to compliant artifacts, and (iii) non com-
pliant executions that lead to non-compliant artifacts.

We adopt smart objects (a-la IoT) to transform artifacts into ac-
tive entities that can both enact the E-GSM models and com-
municate with the others. The former capability means that
each artifact (smart object) can: (i) infer its current state, (ii)
know the admissible next states, and (iii) know the order in
which the process’ activities should manage it.

We propose an innovative architecture for the distributed ex-
ecution and monitoring of multi-party processes that embed
the characteristics highlighted above. The proposed architec-
ture is based on the use of simple Single-board Computer (SBC)
boards, such as the Raspberry PI and the Intel Galileo, and ex-
ploits Node. js as implementation language.

All the key features of the proposed solution are exemplified
through a (simplified without being trivial) real example process
borrowed from the domain of advanced logistics. The same process
is also used for accessing the solution.

With respect to our previously published articles, this article
extends the E-GSM based process monitoring approach presented
in [2] by proposing a structured approach to instruct the mon-
itoring platform, and providing an implementation of the solu-

tion. It also extends the BPMN to E-GSM translation presented
in [3] and [4] by formalizing how to extract the portion of the
process relevant to each participating object, and to also repre-
sent in E-GSM the lifecycle of each object. Compared to the mon-
itoring approach described in [5] and [6], which focuses mostly
on runtime conformance checking, the main focus of this article
is on monitoring how physical objects are impacted by the pro-
cess execution. Therefore, it extends the approach to also monitor
the lifecycle of these objects, and to detect compliance violations
even if they do not explicitly violate the control flow. The monitor-
ing architecture presented in this article differentiates from mArti-
fact [7] by running directly on top of the smart objects participat-
ing in the process.

The rest of the paper is organized as follows. Section 2 dis-
cusses the limitations of current monitoring approaches and
presents the main elements of our solution by means of a con-
crete case study, then used consistently throughout the paper.
Section 3 describes the proposed extensions to the E-GSM nota-
tion, then exploited in Section 4, which presents our approach.
Section 5 argues about the correctness of the automated transfor-
mation of BPMN models into E-GSM ones, while Section 6 intro-
duces the distributed architecture defined for supporting the pre-
sented process compliance monitoring solution. Section 7 analyzes
the state of the art and Section 8 concludes the paper.

2. Motivations

Fig. 1 shows the BPMN representation of a real multi-party pro-
cess, taken from the logistics domain. It describes the initial phase
of a multimodal transport. At first, the Carrier, the entity respon-
sible for the physical shipment of the goods, collects an empty
shipping container from the warehouse of the Multimodal Trans-
port Operator (MTO), which is in charge of organizing the entire
shipment, and ships it to the Producer of the goods. In parallel,
the Producer prepares the goods and produces the documentation
for the shipment. Once the Carrier reaches the Producer’s site, the
Producer loads the goods onto the container, verifies that all the
documents are correct and, if not, updates them. Finally, the Car-
rier starts the shipment. Both the MTO and the Producer verify the
identity of the Carrier before granting it access to their sites.

This BPMN model is treated as an agreement between the var-
ious organizations. Process portions carried out by each organiza-
tion (i.e., the ones inside the pools) are disclosed, and the other
organizations agree on how the whole process is executed. There-
fore, no privacy restriction holds on this process model, which is
shared among the participating organizations.

To know if this process is correctly executed, organizations have
to both monitor their internal activities (i.e., the ones under their
control) and verify that their objects were correctly manipulated
by the other organizations. Since each party can already monitor
its own process portions, the focus of this paper is on monitor-
ing the objects. To this aim, for each object (e.g., the goods, the
container), it is necessary to monitor the activities involving that
object. This way, it is possible to know the exact steps that caused
an object to be in its current conditions. It is worth noting that,
since an object may be manipulated by organizations other than
the owner, monitoring only internal activities is not sufficient. For
example, although it belongs to the MTO, the container is manip-
ulated by both the Carrier and the Producer. Therefore, activities
belonging to other organizations, as long as they interact with the
objects, should be monitored as well.

Additionally, the conditions of the objects have to be also moni-
tored, and anomalies have to be promptly notified. For example, in
case of drugs, the producer may want to be sure that the temper-
ature of the goods remains stable during the whole transportation.
These objects (i.e., those that must be monitored) are rendered as
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