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A B S T R A C T

The integration of computing and communication capabilities with the power grid has led to numerous vul-
nerabilities in the cyber-physical system (CPS). This cyber security threat can significantly impact the physical
infrastructure, economy, and society. In traditional IT environments, there are already abundant attack cases
demonstrating that unauthorized users have the capability to access and manipulate sensitive data from a
protected network domain. Electric power grids have also heavily adopted information technology (IT) to
perform real-time control, monitoring, and maintenance tasks. In 2015, a sophisticated cyber attack targeted
Ukrainian’s power grid causing wide area power outages. It highlights the importance of investment on cyber
security against intruders. This paper provides a state-of-the-art survey of the most relevant cyber security
studies in power systems. It reviews research that demonstrates cyber security risks and constructs solutions to
enhance the security of a power grid. To achieve this goal, this paper covers: (1) a survey of the state-of-the-art
smart grid technologies, (2) power industry practices and standards, (3) solutions that address cyber security
issues, (4) a review of existing CPS testbeds for cyber security research, and (5) unsolved cyber security pro-
blems. Power grid cyber security research has been conducted at Washington State University (WSU) with a
hardware-in-a-loop CPS testbed. A demonstration is provided to show how the proposed defense systems can be
deployed to protect a power grid against cyber intruders.

1. Introduction

To improve the efficiency and reliability, a significant investment
has been made by industry and government to build a smarter and more
automated/connected power system. With the support of information
and communications technology (ICT), power system operators can
perform operation and control tasks based on data acquired from re-
mote facilities. For example, the advanced automation system isolates a
faulted segment by opening switching devices (e.g., circuit breakers and

automated reclosers), and sends the fault information back to the
control center. Since power grids span a wide geographic area, public
and private networks (e.g., fiber optics, RF/microwave, cellular) can
provide a communication path between remote sites and a control
center. These capabilities also open doors for attackers to access a
power grid and cause disruptions to the normal operation of the grid.
Cyber attackers also have the ability to access power system commu-
nication networks and connect to remote access points at a power
system infrastructure. This can lead to serious and harmful
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consequences. As a result, cyber security of smart grids has been re-
cognized as a critical issue.

In December 2015, Ukraine’s power system experienced a wide area
power outage in a cyber attack incident. The outage affected approxi-
mately 225,000 customers. The power companies, SANS institute and
Electricity Information Sharing and Analysis Center (E-ISAC), published
reports [1] about the event. The attack started from malware installa-
tions by phishing mails several months prior to the attack. During the
reconnaissance period, attackers monitored the operations of the tar-
geted power grid for planning of the attack steps. On the attack day,
human machine interface (HMI) was hijacked and used by the attackers
to remotely open a number of circuit breakers which directly cut power
to the customers. To further complicate the restoration process, the
telephone system and communication network were compromised by a
denial of service (DoS) attack so that the call-center could not accept
incoming trouble calls from customers. Furthermore, the malware on
the HMI was used to delete software on the system, which prevented
the operators from determining the extent of the power outage and
hampered restoration actions.

While numerous efforts have focused the development and de-
ployment of technologies to protect computer systems and networks,
these techniques do not provide perfect security. Hence, important is-
sues of cyber security research include classification of the normal or
abnormal system activities and identification of vulnerabilities. In order
to discover weaknesses of the smart grid communication systems, dif-
ferent cyber assessment approaches are proposed to support different
subsystems. The studies of attack/impact analysis provide the require-
ments to design cyber detection systems, e.g., intrusion detection sys-
tems (IDSs) and anomaly detection systems (ADSs).

In the remaining of this paper, Section 2 describes the state-of-the-
art of smart grid technology. Section 3 presents the cyber security
vulnerabilities in a smart grid. In Section 4, the solutions against cyber
intrusions are provided. Section 5 describes the potential cyber threats
yet to be solved. In Section 6, research on cyber security at WSU will be
used to demonstrate the emerging solutions, including the cyber-phy-
sical testbed and anomaly detection systems. The conclusions are given
in Section 7.

2. State-of-the-art

This section provides an overview of the emerging smart grid
technology and their impact on grid operations. Due to differences of
configurations and objectives between power transmission and dis-
tribution systems, they possess unique monitoring requirements, con-
trol systems, and embedded digital communication applications.

2.1. Digital communication systems

In a traditional substation, analog communication between each
pair of devices requires an individual copper cable. Digital commu-
nication, on the other hand, enables interconnectivity among various
devices. Engineering costs can be reduced and the communication
configuration becomes easier by using Ethernet and/or Internet
Protocol (IP). It also improves the efficiency of data exchange since the
configuration of digital communication allows multiple signals to be
transmitted concurrently on the same line. Fig. 1 shows the differences
in configuration between traditional and digital substation commu-
nication networks. By connecting to the local area network (LAN),
gateway devices (e.g., remote terminal units (RTUs) and routers) can
aggregate the internal data in a substation and forward it to the desti-
nations (e.g., control centers and data centers).

2.2. Communication architecture of smart grids

2.2.1. ICT of transmission system
The primary purpose of a transmission system is to deliver electric

energy from generators to remote load centers. Dynamic interactions
among the large number of geographically dispersed generators,
transmission lines, and loads are key factors that affect the system
stability (e.g., small disturbance, transient, and voltage stability issues).
The ICT system supports on-line data acquisition for monitoring and
control in a power system. Fig. 2 shows the communication structure in
the transmission system operation level, such as operator level, control
center level, and substation level.

Supervisory control and data acquisition (SCADA): For on-line
operation and monitoring, SCADA systems have been installed in var-
ious industries (e.g., water, oil/gas, and power). In a power grid, the
SCADA system is a common tool for collecting measurements and status
data and sending control commands to switching devices (e.g., circuit
breakers). Based on the collected data, an energy management system
(EMS) provides analytical tools for operators to determine the system
state and take appropriate actions.

Substation automation system (SAS): The concept of SASs has
been the subject of Working Group (WG) 10 of International
Electrotechnical Commission (IEC) Technical Committee (TC) 57. IEC
61850 standard specifies the design of SASs [2]. It provides some ad-
vantages: (1) Reducing the engineering cost by integrating Ethernet-
based communication, (2) Enhancing interoperability of devices from
different vendors, and (3) Minimizing the impact when the commu-
nication topology is changed [3]. Ethernet-based communication net-
work supports multiple standards that encompass different media types,
such as copper and fiber-optic. Due to the ubiquitous nature of Ethernet
and large numbers of suppliers, the communication equipment cost is
reduced. In addition, utilization of substation configuration language
(SCL) improves the interoperability of IEC 61850 based devices. SCL
uses a standard file format to exchange information between proprie-
tary configuration tools for substation devices. It reduces the impact
when a device is added/removed from the substation communication
network. IEC 61850 provides high-speed communication protocols for
substation automation facilities. Generic object oriented substation
event (GOOSE) messages are used to send tripping signals from pro-
tective IEDs to circuit breakers. Measurement values (i.e., current and
voltage) are sent from merging units (MUs) to IEDs by sampled mea-
sured value (SMV). In addition, the manufacturing message specifica-
tion (MMS) is used for exchanging system data (e.g., measurement
readings and devices’ status) and control commands between a user
interface and IEDs.

Phasor measurement unit (PMU): The synchrophasor system has
been deployed in large scale over the last decade to enhance the power
system observability. The digital sensor of a standard PMU is able to
sample 60–120 data points per second. The collected data (e.g., voltage,
current, frequency, and phase angle) can be synchronized by time
stamps from the global positioning system (GPS). In 2017, over 2500 of
PMUs are installed and networked in North America [4]. The collected
measurements in each PMU are sent to a phasor data concentrator
(PDC) in a control center using IEEE C37.118 protocol [5]. Various
PMU applications (e.g., wide-area visualization, oscillation detection,
and voltage stability) have been proposed to improve the reliability of a
power grid.

2.2.2. Distribution system
The effort in distribution automation over the last decades helped to

increase the reliability of the grid, but also increased the complexity of
operation and control. These increasingly digital devices and systems
include remote controlled switching devices, protection relays, voltage
regulators, distributed energy resources, smart meters, and outage
management systems. The equipped network interfaces enable remote
monitoring and control from a distribution operating center. Fig. 3 il-
lustrates an ICT model of a distribution system.

AMI: With the embedded digital sensors, a smart meter is able to
record the power consumption profile at a time scale of seconds.
Compared to the automatic meter reading (AMR) system, AMI has a
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