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A B S T R A C T

This paper studies the problem of allocating fortification resources in an electric power grid with the aim of max-
imizing its immunity against malicious attacks. An attacker of the grid allocates his attack resource budget to destroy
targeted transmission lines in the network. The attacker is successful if the power load shed after attack exceeds a
specified permissible level. On the other hand, the grid defender allocates his fortification budget to the lines in a
manner to deter as many such attacks as possible, in particular to maximize the budget required by the attacker to be
successful. This is termed as the attack immunity in our work. We formulate this as a two-stage optimization problem
that generalizes several of other network fortification problems and propose an exact algorithm for its solution.
Numerical studies are performed using test instances from the literature. A graphical representation of the results is
also proposed as a tool for analyzing the immunity of power grids under malicious attacks.

1. Introduction

The vulnerability and fortification analysis of power systems is an
important research topic motivated by real-world power failure cata-
strophes, e.g., the huge blackout in the U.S.A. in August 2003 [1], and
the September 2003 incident affecting more than 50 million people in
the south of Switezrland and almost the entire Italy [2], just to cite a few.

Many such incidents are triggered by random isolated failures in
grid components which cascaded into large scale disruptions, as also
empirically observed [3]. This suggests that power grids may collapse
as a result of random disruptions, for example those produced by a
natural disaster. The mechanisms via which the disturbances propagate
through the system, as well as the most prominent ways that have been
used to tackle them, are summarized in [4].

Power grid disruptions can also be a consequence of malicious attacks
(e.g., by terrorists), which is the focus of this paper. Malicious attacks are
generally not random, and the goal of intelligent adversaries is to max-
imize the damage produced. Therefore, vulnerability assessments based on
the random disruption assumption are not appropriate in this case. [5]
remarks that planned attacks on grids can maximize impacts by exploiting
the specific network structure. [6,7] analyze the topological aspects of the
power system to show the malignant potential of such attacks. However,
approaches relying only on topology to assess vulnerability are not suffi-
cient for power grids, since important engineering design information like

the capacity and reactance of the lines are not taken into account.
Attacks to the power system can propagate via fast electromagnetic

transient phenomena that trigger protective equipment. Typically, this
mechanism is a key driver of cascading blackouts and a crucial com-
ponent to a malicious threat assessment. However, we focus on cap-
turing the effects of equipment capacities and power angle constraints,
not the threat of cascading failures - a goal achieved via the DC Power
Flow approximation (DCPF). While this decision affects the realism of
the model, it is still a significant improvement over the purely topolo-
gical approach. Moreover, the choice of employing a static power flow
based model allows us to obtain a good computational tractability even
with an exponentially increasing number of attacks to the system, as
show in Section 4. As a matter of fact, unlike many of the previous
works that consider an upper threshold of attacked components
[7,6,8,9], we remove this restriction thus the attacker is allowed to
attack an arbitrary number of component simultaneously.

In this context, the vulnerability of power grids subject to malicious
attacks can be conceptualized as a game where the attacker’s goal is to
maximize the system damage, while the defender seeks to minimize the
consequences of such attacks when they occur, via available mitigation
actions. Mathematically, this is formulated as a bilevel optimization
problem (termed here as disruption-mitigation problem). If the mitiga-
tion problem has the structure of a linear programming model (and this
is the case when employing the DCPF approximation), a complete single
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level optimization problem can be derived and solved directly [10,11],
as often done for network interdiction problems [12]. It is also possible
to obtain a single level problem by replacing the inner optimization
problem with its Karush-Kuhn-Tucker optimality conditions [13]. Other
approaches involve decomposition schemes, like Benders decomposi-
tion and its variants [14,15]. In some cases, the mitigation problem may
also involve integer variables, for example when line switching is
considered. In practice, line switching allows the defender to disconnect
additional lines after an attack as a defensive measure, with the purpose
of exploiting the Braess’ paradox [16,17]. The presence of binary
variables in the inner problem prohibits the application of strong
duality, hence specific algorithms have been designed [9,18]. A further
step in the analysis of power grids under malicious attacks concerns the
fortification of the grid to reduce its vulnerability. This yields a trilevel

− −min max min (fortification-disruption-mitigation) model, that is clearly
harder to solve than the bilevel problem in general. A heuristic algo-
rithm has been introduced in [19] to address this type of problems. In
[20], starting from the model presented in [10], a decomposition ap-
proach has been proposed. An implicit enumeration algorithm was then
presented in [21] to improve the performance of [20], and [22] pro-
posed a column-and-constraint generation algorithm for the same
problem. In addition, a model based on a trilevel formulation including
transmission expansion and line switching has been put forward in
[23]. A common feature of many of these works is that the vulnerability
is usually improved by making some components of the system im-
pervious to attacks.

This paper studies a generalization of the aforementioned ‘for-
tification-disruption-mitigation’ problem, which can be described as a
nested Stackelberg game of two players (the defender and the attacker).
This type of game has been used to address various leader–follower
problems on power grids, for example in the context of demand-re-
sponse models involving utility company and users [24], or for vul-
nerability analysis of power grids based on the concept of susceptibility
[25]. In our problem each player has a budget that is not known to one
another, and the defender allocates his budget to harden selected
transmission lines, forming a fortification plan that practically makes it
more expensive for the attacker to destroy those lines. The attacker
learns of this, and invests his budget in a disruption plan calculated to
inflict maximum damage. The attack may result in load shedding,
which the defender then tries to mitigate through optimal load balan-
cing. Finally, because the defender does not know exactly the budget
level of the attacker, i.e., the ‘strength’ of the attacker, he seeks a for-
tification plan that defends against all attacks capable of compromising
the power grid in some sense (this is defined later), from as strong an
attacker as possible. We say that the attack immunity of the grid system is
that strength of the attacker that can be fended off. Our methodology
consists of solving iteratively two optimization problems: the for-
tification problem, i.e., looking for a grid fortification plan which makes
the attacks of the enemy as expensive as possible, and the attacker
problem, i.e., finding new ways to attack the system given the for-
tification. The process stops when either there is no other feasible at-
tack given the fortification plan, or no feasible fortification plan can be
found. This approach results in the following contributions:

• Previous works assume that the defender can simply make trans-
mission lines completely impervious to any attack - a very strong
assumption as complete invulnerability is unlikely to be achieved in
reality. In contrast, our fortification model is much more general
and flexible, where the cost of destroying individual grid compo-
nents can be controlled, hence permitting the modeling of a wide
range of network fortification schemes in practice.1

• Our formulation allows the attacker to destroy any number of lines,
as long as he has sufficient budget to do so. This is a generalization
of previous works, that assume a fixed number of line removals. In
this work the overall objective is to maximize the attacker’s budget
level required to compromise the power system, and hence we
consider all possible attacks with a cost smaller than the defender’s
budget.2

• As a consequence of the above-mentioned attacker budget model in
this work, our resulting two-stage optimization problem, although
sharing some similarities to existing approaches such as in the area
of robust optimization (e.g., [26]), contains non-trivial structural
differences that introduces additional complications. This is further
explained in Section 2.2. As a consequence, this requires a specia-
lized solution approach, and is not simply a straightforward appli-
cation of standard robust optimization methods.

Related to the first point above, we remark that a primary motiva-
tion of this work is to present an alternative to the binary fortification
assumption that is prevalent in the literature. Thus, for clarity of ex-
position, additional constraints such as cascades, ramp rates, dynamic
stability, voltage collapse, and unit commitment are out of scope and
not considered in this paper.3

The rest of the paper is organized as follows. In Section 2, after
introducing the notation, we develop the mathematical formulations of
the ‘fortification-disruption-mitigation’ problem. Section 3 presents the
algorithmic framework of the solution methodology. Some numerical
studies are then performed using case instances in the literature, in
Section 4. Finally, Section 5 concludes the paper.

2. The ‘fortification-disruption-mitigation’ model for power grids

2.1. Nomenclature

We introduce here the notation used in the rest of the paper. Notice
that symbols in bold are used to represent vectors.

Sets and symbols
N buses;
J generating units;
Jn generating units connected to bus ∈n N ;
L transmission lines;
O l( ) origin bus for line ∈l L;
D l( ) destination bus for line ∈l L;

+δn forward star of bus ∈n N , i.e., the set ∈ =l L O l n{ | ( ) };
−δn backward star of bus ∈n N , i.e., the set ∈ =l L D l n{ | ( ) };

W set of feasible fortifications;
wU (Γ, ) set of feasible attacks.

Parameters [units]

Pl
f power flow capacity of line ∈l L [MW];

P j
g capacity of generating unit ∈j J [MW];

Pn
d demand at bus ∈n N [MW];

xl reactance of line ∈l L [Ω];
PΔ maximum load shed after worst-case attack [MW];

ε percentage of maximum load shed permissible;
F fortification budget, set to 100;
M big-M constant for the linearization of v μl l.

Variables [units]

1 For example, instead of making a line invulnerable, the operator can invest gradually
more in monitoring or structural integrity. This is a better analogy to the real world
problem.

2 Please note that going above that would be trivial as the attacker would be capable of
destroying the entire network.

3 That being said, some of these mechanisms can be introduced by expanding the list of
constraints in the respective optimization problem.

A. Costa et al. Electrical Power and Energy Systems 99 (2018) 594–602

595



Download English Version:

https://daneshyari.com/en/article/6859385

Download Persian Version:

https://daneshyari.com/article/6859385

Daneshyari.com

https://daneshyari.com/en/article/6859385
https://daneshyari.com/article/6859385
https://daneshyari.com

