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Abstract

Email remains one of the key media used by cybercriminals for distributing malware. Based on a
large data set consisting of antivirus telemetry reports, we conduct the first comprehensive study
of the properties of malicious webmail attachments. We show that they are distinct among the
general web-borne malware population in terms of the malware reach (the number of machines
to which the malware is downloaded), malware type and family. Furthermore, we show that
malicious webmail attachments are unique in the manner in which they propagate through the
network.

We leverage these findings for defining novel features of malware propagation patterns.
These features are derived from a time-series representation of malware download rates and from
the community structure of graphs that model the network paths through which malware propa-
gates. Based on these features, we implement a detector that provides high-quality detection of
malicious webmail attachments.
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1. Introduction

Traditional antivirus software relies on signatures to uniquely identify malicious files. Once
a file is determined to be malicious, its signature is computed and added to a signatures database.
Malware writers, on the other hand, have responded by developing obfuscation techniques with
the goal of evading signature-based detection. Polymorphic and metamorphic malware utilize
dead-code insertion, subroutine reordering, encryption, and additional techniques, in order to
alter a file’s content and make signature-based detection more difficult (Musale et al., 2015; You
and Yim, 2010). A consequence of this arms race is that numerous new malware instances are
generated every day, thus limiting the effectiveness of static detection approaches. For effective
and timely malware detection, signature-based mechanisms must be augmented with detection
approaches that are harder to evade.
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