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Location-based services can provide users’ surroundings anywhere and anytime. While this service brings
convenience for users, the disclosure of user’s location becomes the main concerns. Most current prac-
tices fall into K-anonymity model, in parallel with location cloaking. This schema commonly suffers
from the following constraints. (1) K-anonymity cannot support users’ preferential query requirements
effectively. (2) location cloaking commonly assumes that there exists a trusted third party to serve as
anonymizer, which is inclined to be the bottleneck of the query. Concerning these problems, a novel
location privacy model (s, €)-anonymity is devised from perspective of minimum inferred region and
candidate answer region, which present location protection strength and scale of intermediate results,
respectively. Particularly, user’s preferential query requirements on privacy protection strength and query
efficiency can be presented in a more convenient and effective way by setting parameters s and ¢ rather
than K-anonymity model does. A thin server solution is developed to realize the model, which pushes
most workload originated from user’s preferential requirement down to client side leveraging false query
technology without any trusted third parties’ intervention. Furthermore, an entropy based strategy is de-
vised to construct candidate answer region, which boosts privacy protection strength and query efficiency
simultaneously. Theoretical analysis and empirical studies demonstrate our implementation delivers well
trade-off among location protection, query performance and query user’s privacy preference.

© 2016 Elsevier B.V. All rights reserved.
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1. Introduction

Location-based services (LBS in short) in parallel with vari-
ous applications of location-aware devices (e.g.,GPS devices) have
gained tremendous popularity [1,2]. k nearest neighbor (kNN)
query is an important class of LBSs, which periodically returns the
k nearest neighbors, say point of interests (POIs in short), in rela-
tion to query user’s current location. For example, a tourist may
query the k nearest restaurants while exploring a city. While LBSs
provide conventional services to query users, it threatens user’s
privacy as users are forced sharing their location with service
provider [3,4]. Hence, how to provide location-based services while
protecting user’s location privacy has recently become a hot topic.

Existing solutions fall into three categories, namely, spatial
cloaking [5-9] space transformation [10-13] or location obstruction
[14-16]. The common of these schemes trade-offs among query
performance, protection strength and query accuracy. In recent
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years, region cloaking [5-9,17-24,26] witnesses its wide prosper-
ity. In detail, when a user initiates a kNN query, she sends her lo-
cation and privacy requirement to a trusted third party instead of
the service provider. At the trusted third party, user’s location co-
ordinates are replaced with a cloaking region which encloses the
user and satisfies privacy requirement such as spatial K-anonymity
(SKA) and the minimum inferred region (MIR in short) [6,9,10],
namely the minimum bound of the range that the user’s possi-
ble location can be derived by attackers. Subsequently, the third
party submits a cloaking region based kNN query to the service
provider and receives the returned candidate answers. Finally, the
actual answer can be pinpointed by the trusted third party or the
user itself. Although, region cloaking based solutions afford well
protection, they suffer from the following constraints.

1. Most current practices fall into K-anonymity based location pri-
vacy model. K-anonymity based model deeply relies on users’
dynamic distribution and cannot support users’ preferential
query requirements effectively.

2. A trusted third party is requisite for most cloaking based solu-
tions to act as anonymizer. All users must trust the anonymizer,
which becomes a single point of attack;
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3. Complex server-side query processing is needed to deter-
mine candidate answers. This deteriorates query performance
seriously.

These problems highlight the needs of designing novel location
privacy model and privacy preserving scheme, which abandons
brute-force enlarging way that region cloaking method adopted,
as well as intervention of online trusted third party. In this paper,
a location privacy model (s,e)-anonymity is defined from view of
MIR and RCA.

Existing cloaking based solutions commonly deploy the work of
generating MIR at trusted third party and regulate the relation be-
tween RCA and MIR in a brute-force way. Our model continues to
use MIR to present user’s privacy protection requirement but gen-
erates it at client side in an implicitly user-controllable way. Be-
sides, area ratio parameter between RCA and MIR is used to reg-
ulate user’s requirement about query efficiency. The query pro-
cess consists of two rounds; at the first round, a detecting query
is initiated to get local POI information at server side. It gener-
ates a circle from the returned answers to cover both the tar-
geted POIs and the user’s preferred inferred region; at the sec-
ond round, query users resend optional blurred regions and re-
ceive all POIs inside it. The targeted POIs can be immediately pin-
pointed out at client side. Further, to improve location protec-
tion strength, a rigorous initial region creation solution is pro-
posed by initiating an extended detecting query, in parallel with
an entropy based strategy to specifying center of RCA. Our solution
can afford well location protection and good query performance,
simultaneously.

Our main contributions can be summarized as follows.

1. A novel location privacy model (s, €)-anonymity is proposed
from perspective of minimum inferred region and region of
candidate answers, which abandons heavy dependence on
users’ real-time distribution. It can incorporate privacy prefer-
ence into privacy protection nearest neighbor querying well.

2. A cloaking and location obstruction based solution is devised
to realize our privacy model in a thin-server way. It pushes
most workload down to client side to overcome query scala-
bility problem originated from preferences. An entropy based
strategy is deployed for specifying center of RCA to improve lo-
cation privacy protecting strength.

3. Empirical studies suggest that our location privacy model is ef-
fective and the proposed solution is highly performant.

The rest of the paper is organized as follows. Section 2 presents
overview of related work. Section 3 gives the definition of our
novel location privacy model and proposes a user-controllable
framework AnPNN to realize it. Section 4 illustrates the algo-
rithm AnPNN and discusses its potential risk of privacy leakage. In
Section 5, to improve privacy protection strength, a rigorous ver-
sion RAPNN is devised. Section 6 demonstrates the experimental
results of our solution. Finally, Section 7 concludes and identifies
research directions.
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2. Related work

There has been a plethora of techniques to deal with location
protection. Current practices fall into the following ways. (1) Loca-
tion obstruction [14,15]. The idea is that a user first sends a query
along with a false location to the server, and the server keeps
sending back the list of nearest POIs to the reported false location
until the received POIs satisfy user’s query accuracy requirements.
(2) Space transformation [10-12,25,27]. This approach converts the
original location of data and queries into another space. The trans-
formation maintains the spatial relation-ship among the data and
queries to provide accuracy. (3) Spatial cloaking [5-9]. This solu-
tion embeddes a privacy-aware query processor at the database
server side to deal with the cloaked spatial area received either
from a querying user or from a trusted third party. Based on the
above technologies, a large body of research has gone into algo-
rithms that enforce location protection in snap-shot location-based
query.

Casper [5] is the representative method of cloaking based solu-
tions. Fig. 1 depicts Casper’s system architecture. It has two main
components, namely location anonymizer and privacy-aware query
processor. Its procedure is detailed as follows. Mobile users regis-
ter with Casper by a certain privacy profile that outlines the pri-
vacy requirements of each user. A user privacy profile is defined
as the form (k, Ay;;;), where K indicates that the user wants to be
K-anonymous, while A,;, is the minimum acceptable resolution of
the cloaked spatial region. The location anonymizer receives con-
tinuous location updates from mobile users, blurs the location up-
dates to cloaked spatial areas that match each user privacy profile
(k, Amin), and sends the cloaked spatial areas to the location-based
database server. Location anonymizer also blurs the query location
information before sending a cloaked query area to the location-
based database server. The privacy-aware query processor is em-
bedded inside the location-based database server to anonymously
deal with cloaked spatial areas rather than exact point locations. It
returns a candidate list of answers to location anonymizer rather
than the exact one.

Cloaking based solutions can provide user’s preference to loca-
tion privacy by transmitting a user defined profile including user
location and expected minimum inferred area A;;, to anonymizer.
Anonymizer then expands user location into a cloaked region
with expected area to act as finial MIR, and sends the region to
the server for retrieving candidate answers. In this way, complex
server-side query processing is needed to determine RCA in terms
of the given MIR, which renders complex server-side query pro-
cessing and poor scalability. In general, it provides user preference
in a brute-force way at cost of complex server-side query process-
ing and poor scalability. Besides, the K-anonymous privacy model
cloaking based solutions commonly adopted suffers from the fol-
lowing forced requirements. (1) All users are forced to trust the
third party anonymizer, which is prone to be a single point of
attack; (2) A large number of cooperating, trustworthy users are
needed.

Transformation-based solutions generally have at least one of
the following shortcomings: (1) Fall short in offering practical
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Fig. 1. Casper’s system architecture
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