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Abstract

Recently, there has been a growing volume of literature on the security aspect
of wireless Cyber-Physical Systems (CPS).*Remote state estimation through
wireless channels is a representative application of wireless CPS. However, such
a system is exposed to various“cyber security threats, such as replay attacks,
jamming attacks and bad data injectien attacks. In this paper, we focus on the
wireless jamming attackfand examine, from the standpoint of the attacker, the
problem of optimal attack schédule that causes the largest performance degra-
dation of the remote station estimation system, subject to attacker’s energy
constraint. Unlike some existing studies, we consider estimating multiple sys-
tems wheére sensors transmitting data to the remote estimator through multiple
independent ywireless channels. Due to the attacker’s radio constraint, we as-
stime that)it can only launch jamming attack at one of the channels at any time.
We start with the two-system case and formulate the energy efficient jamming
attack schedule problem as a nonlinear program. The optimal energy efficient
schedule is theoretically derived and is shown dependent on the wireless chan-

nels’ properties, energy budget of the attacker and dynamics of the systems to
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