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nomials for low-complexity bit-parallel multipliers over F,n, namely, repeated polynomial
(RP). The complexity of the proposed multipliers is lower than those based on irreducible
pentanomials. A repeated polynomial can be classified by the complexity of bit-parallel
multiplier based on RPs, namely, C1, C2 and C3. If we consider finite fields that have nei-

ﬁ{veofrfm ther a ESP nor a trinomial as an irreducible polynomial when n < 1000, then, in Wu'’s
Irreducible polynomial result, only 11 finite fields exist for three types of irreducible polynomials when n < 1000.
Polynomial basis However, in our result, there are 181, 232(52.4%), and 443(100%) finite fields of class C1,
Multiplication C2 and C3, respectively.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Finite fields are widely used in cryptography, and in particular in elliptic curve cryptography. In these applications,
the multiplication is the most important operation. The design of efficient finite field multipliers is the key to developing
efficient hardware implementations for a class of finite fields F,n. This operation has been considered by researchers from
different points of view. A number of efficient [F,n multiplication approaches and architectures have been proposed in which
different basis representations of field elements are used, such as standard basis, dual basis, and normal basis [1]. In [2], a
new approach for designing subquadratic area complexity parallel multipliers is outlined.

When implementing an efficient finite field multiplication, irreducible polynomials are major considerations because
the efficiency of modular reduction is influenced by the irreducible polynomial. Low-weight irreducible polynomials are
useful when implementing the arithmetic of the finite field F,. Therefore, the finite field F,» multipliers offer better
space and time complexity when the field is generated by special irreducible polynomials, such as, all-one polynomials
(AOPs) [3,4,7], equally spaced polynomials (ESPs) [3,4,7], trinomials [6,7,9,10] and pentanomials [7,8,12]. AOPs and ESPs
offer the highest efficiency, but unfortunately AOPs and ESPs are very rare. Therefore, in many standard implementations, a
trinomial or pentanomial is used as an irreducible polynomial. When an irreducible trinomial of degree n does not exist, the
next best choice is a pentanomial. However, we find that other classes of irreducible polynomials exist, namely, repeated
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polynomial (RP) where a bit-parallel multiplier using the polynomial basis can be built with lower complexity than that
for pentanomials. In this paper, we define and discuss repeated polynomials. In addition, we present how low-complexity
bit-parallel multipliers using the polynomial basis can be built based on irreducible RPs. In particular, for the four finite fields
using the irreducible pentanomial recommended for an elliptic curve cryptosystem (ANSI X9.62, ANSI X9.63, IEEE P1363,
and SEC 1), the irreducible RPs exist in all finite fields (n = 131, 163, 283, 571).

In F,n, multiplication can be computed with the addition (XOR) and multiplication (AND) over the ground field F,.
Therefore, the space complexity of bit-parallel multipliers in F,n is often represented in terms of the total number of AND
and XOR gates used. The corresponding time complexity is given in terms of the maximum delay faced by a signal due to
one two-input AND and XOR gate. In this paper, we denote the total number of a two-input AND gates and the total number
of a two-input XOR gates as N4 and Ny, respectively. In addition, let Ty, Tx and T¢ be the delay of a two-input AND gate, that
of a two-input XOR gate and the total gate delay, respectively.

The remainder of this paper is organized as follows: in Section 2, we provide a brief review of finite field multiplication
using the polynomial basis in F,n. In Section 3, the definition of the RP is given. In addition, we present how low-complexity
bit-parallel multipliers using the polynomial basis can be built based on irreducible RPs. Efficient bit-parallel multipliers
based on RPs are introduced in Section 4. In Section 5, complexity comparisons are made between the proposed multipliers
and the previous proposals. Finally, conclusions are given in Section 6.

2. Polynomial basis multiplication over Fyn

Letf(x) = x"+ Z::ll fix' + 1 be an irreducible polynomial of degree n over IF,, where f; € FF,. Let « be a root of f (x). Since

the finite field F,n is isomorphic to F,[x]/(f (x)) the polynomial or standard basis is defined by the set {1, o, &?, ..., " '}.
Let a(e) = Y1) g’ and b(a) = Y - bia' be any two elements in Fr. Then, c() = Y1) cia' € Fon, the product of
a(a) and b(a) can be obtained in two steps:

1. Polynomial multiplication:

2n—2

s(@) = a(@)b(a) = Y _ s,
i=0
where s; = Zajbh, 0<j,h<n—1,0<i<2n-2.
j+h=i

2. Reduction modulo the irreducible polynomial:

n—1
c(a) =s(a) mod f(x), wherec(a) = Zciai, ¢ € Fy.
i=0

The complexity of the polynomial multiplication is independent of the choice of irreducible polynomial f (x). The polynomial
multiplication step requires n?> AND gates and (n — 1)2 XOR gates. The time delay is Ts + [log, n]Tx. The product c(c) in the
reduction step is given as follows:

n—1 2n—2
c() =s(a) mod f() =Y s’ + (Z sie' mod f(a)).
i=0 i=n

We define a (n — 1) x n multiplication matrix T = (£; }) (n—1)xn aS

a" an—l
a"—l an—z
=Tx
a2r'1—2 1
Clearly,
an«H mod f(a) — Z ti,jan7]71a (1)
j=0
fori=0,1,...,n— 2.Then, the formula of c(«) can be rewritten as

c(a) = s(a) mod f(x)
n—1 ) 2n—2 )
= Zs,»a' + (Z s;a' mod f(a))
i=0 i=n
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