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a b s t r a c t

We consider the generic problem of Secure Aggregation of Distributed Information (SADI),
where several agents acting as a team have information distributed amongst them,
modelled by means of a publicly known deck of cards distributed amongst the agents,
so that each of them knows only her cards. The agents have to exchange and aggregate
the information about how the cards are distributed amongst them by means of public
announcements over insecure communication channels, intercepted by an adversary
‘‘eavesdropper’’, in such away that the adversary does not learnwho holds any of the cards.
We present a combinatorial construction of protocols that provides a direct solution of a
class of SADI problems and develop a technique of iterated reduction of SADI problems to
smaller ones which are eventually solvable directly. We show that our methods provide
a solution to a large class of SADI problems, including all SADI problems with sufficiently
large size and sufficiently balanced card distributions.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

We consider a generic scenario where a set of agents Agt have information distributed amongst them, i.e., included
in their collective knowledge, while each agent has only partial knowledge of it. The agents act as a team that has to
exchange and aggregate that information, either as common knowledge within their group or in the individual knowledge
of at least one of them. The exchange is performed over insecure communication channels and is presumed intercepted
by an adversary. The task of the team is to achieve the aggregation of the distributed information, following a prearranged
protocol, in such a way that the adversary does not learn important information.

More specifically, we model the problem by assuming that the information that each agent has is encoded by a set of
‘‘cards’’ that she2 holds in her hands, where the cards are drawn from a publicly known deck3 and every card is in the hands
of exactly one agent of the team. The deck of cards should be seen merely as a metaphor for the information held by each
agent, an idea that has proven useful for modelling secure computations in several settings unrelated to our own [7–9]. The
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1 Visiting professor.
2 For convenience of exposition, we will assume that the agents are female while the eavesdropper is male.
3 The drawing and distribution of these cards is considered secret and secure andwewill not discuss the side issue of how exactly that is done. In reality,

we assume that each of the agents has obtained her initial information in some private way.
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goal of the team is to exchange and disseminate across the whole team the information about how the cards are distributed
among the agents. It is assumed that the agents can only communicate by making public announcements over insecure
channels and that there is an ‘‘eavesdropper’’ Eaves (E ) whose goal is to learn as much as possible about the distribution of
the cards by intercepting and analysing the announcements exchanged by the agents in Agt. In particular, Eaves wants to
learn who owns at least one of the cards. We further assume that in their exchange of announcements the agents follow a
publicly known (hence, known by the eavesdropper, too) protocol.

The scenario described above is a variation of the well-known ‘‘Russian cards problem’’, which is more than one-and-
a-half centuries old [5] but has recently had renewed attention [12], leading to many new solutions (e.g. [1,2,10,11]). Here
we will generalize the problem substantially by allowing an arbitrary number of agents, but on the other hand we restrict
it essentially by assuming that the eavesdropper has no cards in his hands.4 According to our knowledge, such a multi-
agent setup had only previously been considered in [4], although our approach is very different. Interest in this problem
arises from the fact that it is based on information-theoretic cryptography [6], where security is not contingent on the
computational complexity of breaking the code but rather on communications that do not contain sufficient information
for an eavesdropper to learn the original message.

Main results and contributions

In this paper, we introduce the generic Secure Aggregation of Distributed Information (SADI) problem and model it in the
style of the Russian cards problem. We introduce a formal framework for specifying SADI problems involving any number
of communicating agents and leading to several notions of security and informativity. We then focus on a version of SADI
problems with natural safety and informativity conditions, for which we present a combinatorial construction of protocols
that provides a direct solution of a class of SADI problems and then develop a general technique for solving the problem
by reducing it recursively to smaller instances. Finally, we show how this method can be used to solve a wide class of SADI
problems, including all SADI problems with sufficiently large size and sufficiently balanced card distribution.

Our results andmethodsmay eventually be used for developing practical protocols for secure communication, which we
briefly suggest in the concluding section.

Organization of the paper

Wemotivate the current work in Section 2 by presenting a detailed example which showcases some of the notions that
will arise throughout the text. Section 3 then provides the general setup of the Secure Aggregation of Distributed Information
(SADI) problem. In Section 4 we focus on solving the SADIproblem in the 3-agent case, and in Section 5 we set the stage for
working with more agents. Section 6 describes a general technique by reduction to smaller cases, which is then employed
in Section 7 to prove that a large class of instances of the SADI problem are solvable. In a brief concluding section we suggest
further extensions of our techniques and some applications. Then, we include in an appendix some more technical proofs
consisting of algebraic manipulations.

2. An illustrative example

Before we present the generic setup and embark on a general analysis of the multi-agent setting, we begin with a non-
trivial illustrative example of the type of problems we consider in the paper. It involves a team of three agents,5 Alice (A),
Bob (B) and Cath (C) who hold respectively 2, 3 and 4 cards, identified with the numbers 1, . . . , 9.

We are interested in designing a protocol that would eventually inform each of the agents about the deal, while the
eavesdropper Eaves (E ) may not learn the ownership of any of the cards.

We will describe informally a protocol solving this problem, by describing it on a (randomly chosen) particular deal in
which we assume, without loss of generality, that Alice gets {1, 2}, Bob gets {3, 4, 5}, and Cath gets the remaining cards
{6, 7, 8, 9}. We will use the notation HA | HB | HC to represent the deal and may omit set-brackets, so that the deal may
also be written as 1, 2 | 3, 4, 5 | 6, 7, 8, 9.
Step 1. Alice chooses at random a card not in her hand, say 9. Then she makes an announcement, saying (essentially):

‘‘My cards are among {1, 2, 9}’’.

After such announcement, the agent who holds the extra card (9) – in this case Cath – knows the card distribution.
Step 2. That agent (Cath) makes the next announcement, which has to inform the others of the distribution, as follows. There
are three possible ways that the cards 1, 2, 9 may be distributed among Alice and Cath: 1, 2 | 9, 2, 9 | 1 or 1, 9 | 2.

4 The effect of allocating cards to the eavesdropper is deeper than just the fact that not all cards are in the hands of the team. It also creates the danger
that the announcements of the agents in the team about cards they do not hold may reveal unwanted information to the eavesdropper. So, the solution
protocols developed here would generally not work in the case where the eavesdropper holds cards, and we leave that case for future work.
5 Note that the case of two agents that hold all the cards is trivial as they know the distribution from the beginning.
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