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Abstract: The malware has become an increasing problem for Mobile-Internet of Things applications in edge
computing platform. Variants of malware can be identified once their general characteristics are known
and overtly malicious behavior can be identified. Some research has been performed using static analysis
in order to identify privacy violating malware for 10T in edge computing. Dynamic analysis can be easily
evaded as malware can adapt to avoid detection and has performance overheads. The case where an
application lies about its intention for requesting a permission or intentionally violates the user’s
expectation of an applications behavior is not so well researched. This research extensively explores the
fundamental gap in the current literature in terms of mobile malware. We particularly focus on a greater set
of permissions which may be leveraged for other purposes, for example by using sensors to record user
credentials or monitoring a user’s movements. This research will attempt to identify such scenarios by
employing behavioral analysis to determine when and how permissions are used and static and dynamic
analysis to determine the behavior of application logic yet to execute. We proposed two-layer detection
engine with hybrid feature analysis. Experimental results with real mobile malware 10T data show that our
proposed approach with permission related features outperforms other detection engines.
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1 Introduction

The IT industry is currently progressing into a “post-pc” era. General purpose computing platforms running
traditional desktop operating systems are being replaced by powerful portable platforms such as smart
phones and tablets. Functionality rich applications which were once confined to use on powerful desktop
and laptop systems are now available on these portable mobile platforms as their computational power
increases. On the other hand, while many of our modern devices are taking benefits from cloud computing,
Internet of Things (1oT) manufacturers and application developers are starting to discover the benefits of
using computational power from the devices themselves. The ability to do advanced on-device processing
and analytics is the core concept of edge computing. The edge computing paradigm overcomes the
limitations of centralized cloud computing by taking the control of applications away from the central nodes
to the edge. As the public cloud vendors introduced large scale data centres to serve large number of users,
this centralization increases the network latency and jitter (Roman et. al 2018). Edge computing minimizes
the dependency on core computing environment and removes the bottleneck scenario of networks. It also
eliminates the possibility of single point failure. For these reasons, Edge computing paradigm is the latest
option for the delay sensitive modern applications.
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