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Abstract

In the last few years, cybersecurity has become a hot topic because of the ever-increasing availability
of Internet accessible services driven by the diffusion of connected devices. The consequent exposition to
cyber threats demands for suitable methodologies, techniques and tools allowing to adequately handle issues
arising in such a complex domain. This paper describes the architecture of SmallWorld, a scalable
software platform designed to reproduce realistic scenarios achieved by the immersion of real systems into
a software defined virtual environment. SmallWorld enables the assessment, teaching and learning of
cybersecurity related aspects in different areas and for various purposes. It exploits innovative and state-of-
the-art virtualization and simulation techniques for reproducing in a realistic setting a dynamic environment
where large distributed computer systems can be deployed and from where they can interact with real life
entities. One of the main features of SmallWorld is the support for designing and building complex
scenarios which are dynamic and reactive and where a number of autonomous software agents can be
deployed. Agents are able to reproduce the behaviors of human users and/or malicious applications into a
SmallWorld scenario making it a more realistic testing environment. The practical use of SmallWorld
is shown by means of two realistic case studies.
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1. Introduction

Cybersecurity issues have an ever increasing social-economical impact both for citizens and enterprises.
The success of a single cyber attack can lead to enormous financial losses, theft of intellectual property and
loss of customer confidence and trust. It was estimated that cybercrime has a comprehensive monetary
impact of billions of dollars per year, on society and government [1]. If we consider that last year saw a
total of 304 million cyberattacks samples [2], more than a quarter of all malware samples ever recorded were
produced in 2015 (27.63%), with Trojans, PUPs (Potentially Unwanted Programs) and distinct families
of Cryptolocker causing considerable damage among larger businesses worldwide, the overall picture is
extremely alarming. Therefore the availability of tools allowing to learn how to handle cyber space threats
and to assess the effectiveness of prevention and defense solutions, is critical for the safeness of IT services.
Traditionally, security assessment and penetration testing activities are performed on real networks while
the training of security specialists is made on insulated and static virtualized systems. As stated in [3], the
cost of cyber crime can be moderated by deploying enterprise security governance practices. The presence
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