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Abstract: In numerous safety critical applications, the use of high-reliability or radiation-tolerant
equipment may not be a viable option due to the presence of several constraints (such as cost) and the
need to utilize Commercial off-the Shelf (COTS) equipment. However, such equipment may not meet
reliability requirements, and therefore certain appropriate measures need to be taken to enhance their
reliability. In this paper, a fully software-based method is presented to increase the reliability of COTS
equipment against transient faults. The reliability of COTS is increased by utilizing a task-level
redundancy in operating system. The proposed method is evaluated using a software fault injection
method and a full system prototype. The experimental results show that the proposed method increases
the fault coverage up to 99.34%. Moreover, the proposed method can be used in embedded systems
without any hardware, software, or information redundancy.
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1.  Introduction

Although the last decade has seen a rapid increase in the use of embedded systems, their reliability in
critical missions is still limited. To alleviate the reliability issues, many studies have been done in
permanent faults and propose different methods to detect them [1-5]. Transient faults that occur in
highly radiated environments have also received a considerable attention. As the probability of SEU
(Single Event Upset) occurrence is increased, the dimensions of the problem have been increased. This
happens due to reduction in size and increase in the voltage levels of transistors [6-11].

Many techniques presented in literature to enhance fault tolerance require redundant peripheral
hardware, which may pose high infrastructure and reconfiguration costs in many applications. As a
consequence, many researches endeavor for fully software based techniques to increase fault tolerance
in computer systems as well as embedded systems [12-20].

The work done in this paper is motivated by the fact that COTS hardware with COTS operating
systems are nowadays widely utilized in embedded systems running critical tasks. Software based
techniques that are implemented in operating system level or designed in instruction level, cannot be
utilized in many embedded applications and they need specialized operating systems, compilers, and
custom preprocessors. These methods usually result in extra overheads in memory and performance. In
order to alleviate the foregoing issues, this paper presents a fully software-based method to increase
fault tolerance at application level for the real time embedded systems. To the best of our knowledge,
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