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Highlights: 
Paper title: A security authorization scheme for smart home Internet of things devices 
 

 a lightweight identity stack for IoT for digital identity; 

 a Cloud federated authentication for smart home; 

 extension of FIDO authentication messages; 

 a theft resistant security scheme using a keep-alive protocol; 

 validation using Kaa IoT cloud tested network topology. 
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