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Abstract

In this paper, we study the privacy protection problem of handshake protocol for
mobile healthcare social network, and introduce the concept of attribute-based
handshake (ABH) protocol. Using ABH, users in mobile healthcare social net-
work can make a handshake to authenticate each other and obtain a common ses-
sion key without exposing their privacy when their attributes meet the social needs
of each other. Then, we provide the formal definition and security model of ABH
protocol with a specific construction proving its security in the standard model.
Finally, we introduce how to deploy our ABH protocol in the mobile healthcare
social network.
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1. Introduction

With the rapid development of mobile Internet industry, people pay more and
more attention to that the Internet brings them. Especially with the emergence
and spread of the mobile social network and intelligent mobile phones, it has at-
tracted numerous groups to use mobile social network to carry on the various so-
cial activities. Mobile social network (MSN) is social network where individuals
with similar interests converse and connect with one another through their mobile
phone and/or tablet. Much like web-based social network, mobile social network
occurs in virtual communities. A current trend for social network websites, such
as Facebook, is to create mobile apps to give their users instant and real-time ac-
cess from their device. In turn, native mobile social networks have been created
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