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HIGHLIGHTS

We present a novel UGC scheme to enhance location privacy in LBSs.

We utilize the k-anonymity principle to improve the user’s location privacy.

We design the matching and comparison mechanism based on coordinates and identifiers.
We employ the uniform grid structure and caching to improve users’ privacy.
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With the increasing popularity of location-based services (LBSs), there is a corresponding increase in the
potential for location privacy leakage. Existing solutions generally introduce a fully-trusted third party
between the users and the location service provider (LSP). However, such an approach offers limited
privacy guarantees and incurs high communication overhead. Specifically, once a fully-trusted third party
is compromised, user information would likely be exposed. In this paper, we propose a solution designed
to enhance location privacy in LBSs. Our scheme is based on the uniform grid, and adopts both order-
preserving symmetric encryption (OPSE) and k-anonymity technique. Thus, the anonymizer knows noth-
ing about a user’s real location, and it can only implement simple matching and comparison operations.
In our approach, we also employ an entity (hereafter referred to as the converter) to transform the user-
defined grid structure into the uniform grid structure. This combined with the caching mechanism, allow
us to avoid repeated queries from different users on the same query spatial region and consequently,
reduce the overhead of the LBS server. The analysis and simulation results demonstrate that our proposal
can effectively preserve a user’s location privacy, with reduced overheads at the anonymizer and the LBS
server.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

devices), prior to sending a query that contains his location to the
LBS server. This allows the LBS server to return points of interests

With the rapid developments of wireless communication, po-
sitioning technologies and mobile devices, location-based services
(LBSs) have been gaining traction among consumers in recent
years [1-3]. In LBSs, a user can obtain his/her current location
from the built-in GPS feature in smartphones (e.g. Android and i0OS
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(POIs) near of the user (e.g. restaurants in the vicinity, available
taxi services, and obtaining just-in-time coupons). However, the
associated potential privacy risks may outweigh the benefits. For
example, after compromising a LBS server successfully, an adver-
sary can collect the queries submitted to infer sensitive infor-
mation about a particular user, such as the workplace, behavior
patterns and profiles [4-6]. In addition, the LBS server may leak
users’ private information to a third-party for financial or other
strategic advantage. Unsurprisingly, privacy-preserving in LBSs is
a topic of active research.

To reduce the risk of privacy disclosure in LBSs, a number of
approaches have been proposed to protect users’ location privacy
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Fig. 1. A typical TTP architecture.

such as those based on trusted third-party (TTP) architecture.
For example, Chow et al. [7] proposed a robust spatial cloaking
algorithm using the fully-TTP model. In a typical TTP system ar-
chitecture (see Fig. 1), the TTP (also known as the anonymizer) sits
between the users and the location service provider (LSP). TTP is
mainly tasked to record the exact location of all users and blur the
exact location of a querying user into a cloaked region. Thus, the
cloaked region includes at least (k — 1) other users, and the LSP is
not able to distinguish a particular user from at least (k — 1) other
users.

However, the approaches based on the TTP has three major
drawbacks, namely:

1. All users need to constantly update their locations to the
TTP, which records the exact location of every users. If the
anonymizer is compromised by an attacker, then this will
also expose user location information.

2. The anonymizer is the root cause of performance bottleneck,
since all submitted queries are processed by this entity.

3. Itis challenging to find a fully-trusted TTP, in practice.

To overcome the limitations of the TTP architecture, researchers
have examined the potential for preserving user’s location privacy
based on a centralized architecture. Schlegel et al. [8] proposed a
dynamic grid system (DGS) to preserve privacy in LBS. What their
scheme requires is merely a semi-TTP, which does not know the
exact location of the user. However, this work suffers from the fol-
lowing two limitations. When the user’s query spatial region is too
small and includes only one user, then the LSP can deduce the true
user. In addition, when the same query spatial region is specified
by other users with the same POIs and each user defines a different
grid structure, then the LBS server will be repeatedly queried on
the same query spatial region. This has significant impacts on the
overhead of the LBS server's computation and communication.

Inspired by the work in [8], we propose an enhanced pri-
vacy through uniform grid and caching (UGC) scheme in LBSs
to solve the known limitations. Specifically, our scheme adopts
k-anonymity and order-preserving symmetric encryption (OPSE)
technique, combined with the uniform grid structure and caching
to preserve users’ location privacy. When a user sends a query
request, the user first looks for (k — 1) other users in his/her sur-
roundings. Then, they specify a query spatial region respectively,
and the two coordinates (which can determine every specified
query spatial region) are encrypted using OPSE. Finally, the user
forwards it to the anonymizer that forms a cloaked region, and
sends it to the LBS server for query. In the query process, the
anonymizer only performs some simple matching and compar-
ison operations; thus, significantly reducing the computational
overheads of the anonymizer. Moreover, the anonymizer does not
know the specific location of each user. Therefore, this anonymizer
is considered a semi-trusted entity. At the same time, by converting
the user-defined grid structure into a uniform grid structure and
combining with the caching mechanism, our scheme omits the
need for repeated queries on the same query spatial region for
different users. This reduces the overhead of the LBS server. This
paper can be summarized as follows:

1. We present a novel UGC scheme to enhance location privacy
in LBSs. In our scheme, each user specifies a query spatial re-
gion on the uniform grid structure, which will be encrypted
using OPSE. Therefore, the anonymizer is not able to identify
auser’s specific location. This improves user location privacy
on the anonymizer.

2. We utilize the k-anonymity principle to improve user loca-
tion privacy on the LBS server. The user looks for (k — 1)
other users around him/her on the client side, and a cloaked
region that contains k users is formed on the anonymizer.
This complicates efforts to identify the real user’s location;
thus, improve the user’s location privacy on the LBS server.

3. We design the matching and comparison mechanism
based on the encrypted coordinates and identifiers. The
anonymizer only carries out some simple matching and
comparison operations, which can effectively avoid the per-
formance bottleneck of anonymizer.

4. We employ caching techniques and combine with the uni-
form grid structure to reduce the mutual dependencies be-
tween the user and the LBS server. This allows us to improve
the user’s location privacy and reduce the overhead of the
LBS server.

We will review related work in the next section, prior to pro-
viding an overview of our system architecture and definition in
Section 3. In Sections 4 and 5, we describe our location privacy
protection techniques and its security analysis, respectively. Next
in Section 6, we evaluate the performance of the UGC scheme using
simulations. Finally, we conclude this paper and outline future
work in Section 7.

2. Related work

This section reviews existing privacy preserving techniques
for LBSs, which can be broadly categorized into non-centralized
architectures and centralized TTP architectures [9].

In the non-centralized architecture, users communicate with
the LBS server directly without involving a TTP. Typically, the user
blurs the location information to prevent the LBS server from rec-
ognizing his/her exact location, such as obfuscation methods and
collaboration methods. The former is achieved mainly by adding
noise to user’s location or sending the fake locations to the LBS
server. For example, Ardagna et al. [10] presented a obfuscation
operators, where the location information is perturbed using sens-
ing technologies to ensure the user’s location privacy. However, the
quality of service will degrade with the increase of the confusion
degree. In collaboration methods, each user collects their location
data to generate the cloak region. The communication channels
between the users are secure, which can guarantee the user’s data
privacy with the cryptographic solutions [11-13]. For example,
Shokri et al. [ 14] presented a scheme by collaboration of the users
to exchange context information among the interested user, which
allows a querying user to answer LBS queries from other user.
However, users’ interactions pose additional privacy risks in some
cases. Generally, in non-centralized architecture, these approaches
incur a high preprocessing overhead on the client. In addition, the
redundant results returned from the LBS server also incur a high
communication overhead between the user and the LBS server.

In a centralized TTP architecture, an anonymizer (a centralized
entity) is introduced into the system to preserve the users’ location
privacy. The main function of the anonymizer is to construct a
cloaking region that satisfied k-anonymity. The k-anonymity is one
of the most popular metrics used in ensuring privacy for LBSs,
and the LSP cannot distinguish between the location information
of the user and the location information of other (k — 1) users
(see [15,16]). For example, Ghinita et al. [ 17] proposed a reciprocal
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