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Building Situational Awareness for Network Threats in
Fog/Edge Computing: Emerging Paradigms Beyond
the Security Perimeter Model

R. Rapuzzi®, M. Repetto®*

@CNIT, S3ITI National Lab, Via Opera Pia 13, 16145 Genoa, Italy

Abstract

The growing interest in fog and edge computing is gradually but inexorably
outlining new architectural and usage models, distinguished by geographical dis-
persion and device heterogeneity. Unfortunately, the evolution of cyber-security
paradigms has not gone with the same pace, leading to a substantial difficulty
in protecting the new forms of distributed and heterogeneous systems against
cyber-threats.

In this paper, we focus on situational awareness for network threats. We
briefly review the main limitations of current cyber-security paradigms with
respect to emerging fog/edge architectures, and we discuss how current chal-
lenges and emerging trends are pushing from vertical security frameworks to
horizontal and distributed architectures. In this respect, we outline the main
elements and relevant technologies for a multi-layer framework that create the
necessary knowledge and awareness in relation to network threats over large and
heterogeneous computing and networking environments.

Keywords:  Cyber-security architectures, situational awareness, network

threats, software-defined networking, fog and edge computing

*Corresponding author
Email addresses: riccardo.rapuzzi@cnit.it (R. Rapuzzi), matteo.repetto@cnit.it
(M. Repetto)

Preprint submitted to Elsevier March 16, 2018




Download English Version:

https://daneshyari.com/en/article/6873101

Download Persian Version:

https://daneshyari.com/article/6873101

Daneshyari.com


https://daneshyari.com/en/article/6873101
https://daneshyari.com/article/6873101
https://daneshyari.com

