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Abstract

Agriculture is the backbone of our economic system and plays an important role in the life of an economy. It does not only

provide raw material and food, but also provides large employment opportunities. Therefore, agriculture requires modern technol-

ogy for increasing the productivity. In this context, wireless sensor networks (WSNs) could be utilized for monitoring the climatic

parameters such as (temperature, humidity, light, carbon dioxide, soil moisture, acidity etc.) in an agriculture field. The climatic

parameters are very important in terms of growth, quality and productivity of crops. But, any kind of interception, modification,

insertion, and deletion on these parameters can have negative effect on crop. Therefore, security and privacy are important issues in

agriculture field. In this regard, we design a novel remote user authentication scheme using wireless sensor networks for agriculture

monitoring. The protocol is validated through Burrows-Abadi-Needham (BAN) logic and also simulated using Automated Valida-

tion Information Security Protocols and Applications (AVISPA) tool. We formally analyze the security of the scheme using random

oracle model. In addition, the informal security analysis shows that the proposed protocol is secure and resists various kinds of

malicious attacks. As a results, the proposed protocol is applicable in a real life application.
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